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Abstract

Thens-2is a widely usednetwork simulationtool which implementsa
fairly old and weak randomnumbergeneratofRNG). As the RNG com-
ponentis usedby a variety of other componentsijt canbe seenas one of
the mostimportantcore component®f the ns-2. In this paperwe explore
weaknessesf this RNG anddemonstratéts shortcomingsn context with a
simplesimulationexample(M/D/1) which producesseverelywrongsimula-
tion resultswhenthis RNG is usedin combinationwith specificseeds.We
incorporatethe modernMersennelwister RNG into the ns-2andshov how
theinsensitvity of this RNG regardingto theinitial seeddeadsto significant
improvementsn the simulationoutputs.
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1 Introduction

Thens-2[15] is avery popularnetwork simulationtool. Its developmentbeganin
1989andwasfundedby DARPA andNFS. Currently the ns-2is usedby about
600 institutesin 50 countries.As the ns-2is an open-sourcgroject it is easyto
integratenen component®r alter currentimplementation®f componentsvithin
the object-orientedrchitectureof ns-2.

The ns-2randomnumbergeneratofRNG) componenimplementsthe well
known “minimal standard’generatgrwhich wasoriginally suggestedor the IBM
System/36My Lewis, GoodmarandMiller in 1969[11]. It wasexaminedin more
detailin Park andMiller [17] andfurther on in several other studieson random
numbergeneration.

This generatoris a multiplicative linear congruentialtype [7, 10, 16] which

producegseudorandorimtegersvia therecursion
Xp=a- X1 (modm), n>1 1)

with multiplier a = 7° = 16807, modulusm = 231 — 1 = 2147483647and seed
1 < %9 < m. The periodlengthof this recursionequalsp = m— 1. Uniform pseu-
dorandomnumbersin [0,1) are derived by the transformationu, = X,/m, non-
uniform distributionsby differenttransformatiormethodq5].

Generatorof this type have widely beenusedand actualimplementations
are available from the Internet. Seel[1, 2, 7, 9, 10, 12, 17, 18] andthe Internet
for referencesempiricaltestsand implementationsn free and commercialsoft-
ware,asfor exampleResamplingStats(www. r esanpl e. con), NumericalRecipes
(www. nr. com, the mathematicakoftware MATLAB (www. mat hwor ks. con), the
IMSL Libraries,or thesimulationsoftware ACSL (ww. nga. con), SIMAN/Arena,

Slamll andAweSim(ww. pri t sker. con).



In this paperwe demonstratémportantshortcoming®f this RNG. In the fol-
lowing sectionsomebasicpropertiesof this RNG are described.We explore the
problemof correlationswhenwrong seedsare usedto producedifferentrandom
numberstreams.In Section3 we usesimple simulationexamplesto exhibit the
effectsof thesecorrelationsn practiceandshav thatthe currentRNG implemen-
tationof ns-2canleadto impetuouslywrongsimulationresults.Sectiord describes
how theintegrationof amoremodernandrobustgeneratoin ns-2cansignificantly

improve the simulationresults.Section5 concludeghepaper

2 Shortcomings of the RNG component of ns-2

The ns-2RNG componenis usedby a variety of otherns-2componentdike the
generationof randomvariablesof differentkinds (uniform, exponential,pareto,
normal,lognormal,hyperexponential,...), the generatiorof synthetictraffic (ex-
ponential paretoweb-like, real-audio-lile, ...), thedropping/markingnechanisms
of a RED queue the randommovementof a wirelessnode,the error modelsof a
link andmary others. The RNG componentanthereforebe seenasone of the
mostimportantcorecomponent®f ns-2which mary othercomponentsely on.

ThecurrentRNG components ratherold, hencemary basicpropertiesof this
RNG arewell known. A first shortcomingprobablyis the periodof p = 231 — 2
which is far too shortfor actualapplicationsgspeciallywhenparallelstreamsare
usedin simulations. Suchparallel streamsare often neededn ns-2 simulations,
e.g.for multiple traffic streamsr sener queues.The generatiorof differentran-
domnumberstreamss usuallyrealizedby applyingdifferentseeds«.

A closerlook attheseedingseggmentwithin thens-2RNG source-codeng. cc

exhibits thefollowing comments:



/'l NEEDSWORK: should be a way to set seed to PRDEF _SEED SOURCE

/1 NEEDSWORK: shoul d we throw out known bad seeds?
Il (are there any?)

Il Toss away the first few values of heuristic seed.
Il In practice this makes sequential heuristic seeds
Il generate different first val ues.

/'l How many val ues to throw away shoul d be the subject
Il of careful analysis. Until then, | just throw away
Il *"a bunch’’. --johnh

Thesecommentsndicatethatin the currentimplementatiorof the RNG com-
ponentthe seedingprocedurds insecurelyimplemented.Especiallythe question
“are thereary badseeds?’tanbeansweredight away with yes!

Hereis a simple example: supposdwo streamsof uniformly distributed ran-
domnumbersshouldbe generatedisingthis RNG. A naive usermaysimply apply
theseeds« 1 = 1 andxp, = 2 to initialize thesetwo streams«,j, n > 0,1 = 1,2.

Therecursion(1) easilyleadsto
Xpj =a'-Xi (modm) n>1i=12 2

If one wantsto analyzecorrelationsbetweenthesestreams,the vectorsX, :=

(Xn.1,%n,2), N> 1, which equal
X=a"-(1,2) (modm) (3)

have to be studied.Sincea" (modm),n > 1 cyclesall numbersn {1,2,...m— 1},
the vectorsabore arecontainedn theset{n-(1,2) (modm) : 1<n<m-1}.
Thereforethe normalizedvectorst, := X,/m,n > 1 aresituatedin a lattice struc-
ture in the unit square[0, 1)? consistingof two lines only, seeFig. 1. A simi-
lar obseration canbe madewith a larger numberof differentstreamsgenerated

with seedsxyj =i, i > 1; e.g.for i = 1,2,3 theright plot in Fig. 1 shawvs the
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Figurel: Correlationdetweertwo andthreedifferentstreamsf randomnumbers
generatedby thens-2RNG.

correspondingtructureproducedy thevectorsX, = (X1, %n2,%.3) € {n-(1,2,3)
(modm) : 1<n<m-—1}.

Thegraphicdan Fig. 1 exhibit strongcorrelationsetweerthestreamsbtained
from thesesimple seeds.With “real” independentandomnumberstreamssuch
vectorsshould obviously produceno regular structures. In the next sectionwe
will shav thatsuchstreamgesultin badempiricalresultsin a simple simulation
example.

But notonly thesesimpleseedgroducestronglycorrelatedstreamsf random
numbers. Thereare mary possibleseedcombinationswherethe corresponding
streamsarestronglycorrelated Furthersimpleexamplesareseeds = k-i,i > 1,
k € Z, orall combination®f seedgonsistingof very smallnumbersin [6] ananal-
ysisof so-calledongrangecorrelationdbetweerparallelstreamd$rom theminimal
standardRNG was performed.If specialseedsareused,sothatthefull periodof
the RNG is dividedinto large blocks,andif eachof theseblockswill beusedasa
singlestreamof randomnumbersthenthecorrelationdbetweerthe streamsccur
As an example,the seeds«g1 = 1, Xo2 = 634005911 Xy 3 = 151347773livide
the periodof this RNG into threeblocksof length p/3. Fig. 2 visualizesthe vec-

tors (Xn,1,%n,2,%2,3), N > 1 which are seededwith the threevaluesjust described



Figure2: Correlationsbetweenthreeuniform streamgleft plot) andthreeexpo-
nentialstreamgright plot) generatedby the ns-2RNG.

andagaina conspicuousstructureis visible. The vectorsare situatedon two hy-
perplanesn the three-dimensionalinit cube (left graphics). Whenfor example
exponentiallydistributedrandomnumberstreamsnsteadof uniformly distributed
onesare produced the samevectorsexhibit the structurein the right graphics
in Fig. 2. A detailedanalysisof correlationsfor the minimal standardRNG can
befoundin [6]. The conceptof long-rangecorrelation$ of randomnumbersis a
classicalopicin the theoryof randomnumbergenerationfor furtherreadingsee

[2,3,4].
3 Simple Simulation Examples

Although therecould be mary possibletopologiesand situationswherecorrela-
tionsbetweerdifferentRNG objectscouldleadto wrongsimulationresults,avery
simple examplewas chosenfor examinationsof the ns-2 RNG. The intention of
thiswasto highlightthatthe badeffectsof the currentRNG implementatiorof the

ns-2alreadymanifestin simple simulationscenariosandthat complex simulation

1The averageof eachexponentiafandomnumberstreamwassetto 0.1.

2Thetermlong-rangecorrelationsmay be slightly misleadingsinceit alsoappearsn thetheory
of stochastiqrocesseslin our contet it refersto a geometricpropertyof linear randomnumber
generators.
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Figure4: Model of the exponentialtraffic generatoof ns-2.

topologiesarenotneededo producewrongsimulationresults.

For the examinationof shortcoming®f thens-2RNG the simulationtopology
shawvn in Fig. 3 was chosen. Traffic streamsof 5 exponentialtraffic generators
(Expo 1to Expo 5) areaggr@atedatNode 1. Theoutputinterfaceof Node 1 to
Node 2 is configuredwith a Drop Tail queueof size1000paclets. Thetwo nodes
Node 1 andNode 2 areconnectedhroughalink with a capacityof 1Mbps

Fig. 4 shavs the model of the usedexponentialtraffic generatorcomponent
of ns-2. The implementatiorof this componentanbe foundin the ns-2source-
codefile expoo. cc. The exponentialtraffic generatoris embeddedn the ns-2
architectureasthe componentppl i cati on/ Traf fi ¢/ Exponenti al .

The exponentialtraffic generatorallows to setthe meanof an exponentially
distributedON-intenal andthe meanof anexponentiallydistributed OFF-intenal.
During the ON-intenal CBR traffic is generatedvith a userdefinable“internal”

rate’ andpaclet size. For thefollowing simulations gachof the exponentialtraffic

3This rateis not the rate of a real traffic flow on a link, asthe exponentialtraffic generatoiis
directly attachedo anode.lt is justa mathematicabvalueto calculatethe averagenumberof paclets
duringanON-intenal.



generatorgxpo 1 to Expo 5 hadthe sameparametessettings. In orderto com-
parethe simulationmodelto the well-knovn M/D/1 model,the parametersf the
exponentialtraffic generatorsveresetto thefollowing values.

During eachON-intenal only 1 paclet of size1000ByteswasgeneratedThe
“internal” ratewassetto 100Gbps, thereforethe “internal” transmissiortime for

handingover one paclet to the nodeis ti; = fggg%iéss = 0.08us The meanof the

exponentiallydistributed OFF-intenal wassetto 41ms whichis 512500timesthe
valueof t;. Thereforet; canbe disregarded for the calculationof the average
arrival rate A of onetraffic flow. Consideringhis simplification,eachtraffic flow
of Expo 1 to Expo 5 canbe seenasa Markov Processwith an averagearrival

lpake _ 8000Bits __

rateof A = == = “oaas. = 0.195Mbps WhenaggrgatingMarkov Processes,

their averagearrival ratesmay simply be addedto getthe averagearrival rate of
the aggr@atedMarkov Process. Thereforethe aggrgatedMarkov Processhas

anaveragearrival rateof Aqym=5-A = 18?gdm“: = 0.976Mbps at the outboundin-

terfaceof Node 1. Thelink betweenNode 1 andNode 2 hasa servicerate of
K= 1Mbps In combinationwith paclets of fixed size (1000Byteg anda queue
of size1000padkets, Node 1 canbeseenasa M/D/1/1001queuingsystemwith a

utilization factorof p = Asum — S57AMRES — 0,976,
Referringto the theoreticalM/D/1 modelin [8], the meanqueuelengthq cal-

culatesas

PP
1-p 2:(1-p)

Consideringa M/D/1 queuingsystemwith a utilization factorof p = 0.976,the

= (4)

gueueof suchasystemwouldthereforehave anaveragdengthof = 20.488padkets.

Regarding the simulations,each exponentialtraffic generatorusedits own

4The CDF of exponentiallydistributed arrivals with A = 1P2%& shqys a value of 1.951- 10

for an inter-arrival time of 0.08us which meansthat the probability of inter-arrival times< tj; is
nggligible. Thereforetheerrorof notbeingableto generatesuchsmallinter-arrival timesbecaus®f
thechosemaclet sizemaybedisregarded.




RNG object. Differentsetsof seedswere usedfor seedingthe 5 RNG objects.
For eachsimulation,the averagequeuelengthq was calculated. The simulation
time was setto 7200s, which is 878049times the averageinter-arrival time of
8.2msbetweertwo pacletsof theaggregatedMarkov Process.

Tablel shawvs theresultsof thesimulationsusingtheoriginal RNG component
of ns-2.Thecorrespondingeedsetsaregivenin thetableaswell. Notethatthose
seedsetswhich resultin a strongcorrelationamongthe differentrandomnumber
streamsavhenusinga minimal standardRNG aredenotedas“bad” seedsvhereas
thoseseedsetswhich are supposedhot to producecorrelatedstreamsare denoted
as“good” seeds.

A Kruskal-Wallis hypothesidest[9] for homogeneityf thedistributionsof the
queudengths of all four simulationsresultsin a p-valueof 0.00219andtherefore
shaws significantdifferencesof the four distributions. The Kruskal-Wallis chi-
squarestatisticis T = 14.599, which is greaterthanthe critical value 11.345=
x%}oigg. Therefore,the null hypothesisof homogeneityof the four distributions
mustberejectedatlevel a = 0.01.

Fig. 5 shavs the CDFsof the queuelengthsat the outboundnterfaceof Node
1 for the differentsimulationsusingthe original RNG componenbf ns-2. As can
be seenthe CDFsobtainedby usingseedsets2 and4 (the “bad” seedsets)differ
significantlyfrom the CDFsobtainedby usingseedsetsl and3 (the “good” seed
sets)which shav a similar progression.

It is to mentionthatthe unavare usermight not considerusingdifferentRNG
objectsfor the differenttraffic streams.By default, the userdoesnt have to care
aboutrandomnumbergeneratiorandthereforemay setup the simulationtopology

without configuringary RNG objects. In this casethe default RNG objecf is

5The distribution of the queuelengthof a single simulationrun wasascertainedy calculating
the probability of eachindividual queudength,multiplying this valueby theaccordinggueudength
andscalingtheresultby a multiplicationusingthetotal numberof determinedjueudengths.

6This default RNG objectis initiatedwhenns-2is startedandit is seededvith thevalue1l.



Tablel: Resultsof simulationsusingthe original RNG componenbf ns-2.

Simulation
RNG RNG RNG RNG
seedsetl seedset2 seedset3 seedset4
('good’ seeds) | ('bad’ seeds) | (‘'good’ seeds)| (‘bad’ seeds)
seedl 1973272912 | 1 934100682 1
seed? 1822174485 | 2 558746720 634005912
seed3 1998078925 | 3 2081634991 | 634005911
seedd 678622600 4 144443207 2147483646
seed 999157082 5 513791680 151347773
g | 19.451 24.288 | 19.374 | 17.573

Original RNG

Original RNG

e
eeeeeee

queue length

1 1 I
40 60 80 100
queue length

Figure5: CDFsof the queuelengthswhenusingthe original RNG componenbf
ns-2in combinatiorwith differentseedsets(right plot = enlagedview).

usedto generateall necessaryandomnumbers. Beingunavareof differentRNG

objectsasimulationof theshavn topologywouldresultin anaveragequeudength

of g = 20.997 usingthe original RNG implementatiorof ns-2.

"Hence,as only one randomnumberstreamsenes all requestsfor randomnumbers,no bad
effectsbecausef correlationdbetweerseveralrandomnumberstreamsanappeaiin this scenario.
8Consideringhatall othersimulationparameterarekeptunmodified.
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4 A Modern Generator

TheMersennelwister[13] is anup-to-dateandomnumbergeneratar

Sourcecodeof theMersennélwisterRNG for severalprogramminganguages
is freely availableat the MersenneTwisterhomepage[14]. For theintegrationof
the Mersennélwister RNG into the ns-2RNG componentthe standardMersenne
Twister C-codes(nt 19937i nt. ¢ and nt 19937- 2. ¢) were used. The two ns-2
source-coddiles rng. h andr ng. cc werealteredin sucha way that for the cal-
culationof unsignedntegersuniformly distributed among0to23? — 1 aswell as
for the calculationof realnumbersuniformly distributed on the [0, 1)-intenal the
new MersenneTwister codewas used. After modifying therng. h andrng. cc
files, the ns-2hasto be recompiledby usingthe make command. The outputsof
the new MersennelTwister RNG componenbf ns-2wereverified usingthe refer
enceoutputspublishedatthe Mersennelwisterhomepage.

Table2 shawvs the simulationresultswhenapplyingthe nev MersennelTwister
RNG componento the ns-2. The sameseedsetsasfor the original RNG were
used. Note that a MersenneTwister RNG is insensitve to differentinitial seeds
andthereforearbitraryseedsnaybe applied.

The hypothesisof homogeneityof the differentqueuelength distributions of
the four simulationswas confirmedby the Kruskal-Wallis testwhich calculateda
p-valueof 0.76088anda Kruskal-Wallis chi-squarestatisticof T = 1.167.

Fig. 6 shavs the CDFsof the queudlengthsat the outboundinterfaceof Node
1 for thedifferentsimulationsusingthe MersenneélwisterRNG componentvithin

ns-2. In contrastto the CDFsobtainedwith the original RNG componenbf ns-2

9Theauthoravouldliketo mentionthatpossiblynotall cross-linkagebetweerthenev Mersenne
Twister RNG componentandthe othercomponent®f the ns-2hhave beendetectecandthereforea
tidy integrationof the MersenneTwister RNG componenshouldbe doneby the ns-2development
team. Concerningthe simulationstudiesin this paper all necessarynodificationsto integratethe
MersenneTwister RNG have carefully beenexaminedandarelimited to the two source-coddiles
rng. h andrng. cc.
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Table 2: Resultsof simulationsusing the MersenneTwister RNG component

within ns-2.
Simulation
MT RNG MT RNG MT RNG MT RNG
seedsetl seedset2 seedset3 seedsetd
seedl 1973272912 | 1 934100682 1
seed? 1822174485 | 2 558746720 634005912
seed3 1998078925 | 3 2081634991 | 634005911
seedd 678622600 4 144443207 2147483646
seedb 999157082 5 513791680 151347773
| g [ 20.259 | 21.227 | 20.120 | 19.803

0 20 40 60 80 100 120 140 160 180 200 20 40 60 80 100 120 140 160
queue length queue length

Figure6: CDFsof the queudengthswhenusingthe MersennelwisterRNG com-
ponentwithin ns-2in combinationwith differentseedsets(right plot = enlaged
view).

the CDFswhich resultby usingthe nev Mersennelwister RNG componendll
shav a very similar progressiorindependenbf the usedseedsets. Thereforeno
seedsetneeddo bedenotedas“bad” seedr “good” seeds.

Fig. 7 shawvs a varianceplot which visualizesthe differencesn themeansand
standarddeviations of the distributions of queuelengthsof all executedsimula-
tions. It caneasilybe seenthatthe queuelengthdistributions of the simulations
usingthe MersenneTwister RNG are much betterplacedaroundthe theoretical
meanqueuelength of 20.488 paclets than the queuelength distributions of the

simulationsusingtheoriginal RNG component.

12



50

T T T T
theoretical mean queue length -------

Original RNG Mersenne Twister RNG

40

30

20

queue length

10

L L L L L L L L
seed set 2 seed set 4 seed set 1 seed set 3 seed set 2 seed set 4 seed set 1 seed set 3

Figure7: Comparisorof the meansandstandarddeviations of the queuelengths
whenusingboththeoriginal RNG andthe Mersennéelwister RNG.

5 Conclusions

Todaysrapid developmentof new protocolsandmechanismén the world of net-
working makesit essentiato studytheir interactionsandeffectsby the meansof
simulationbeforeimplementinghemin therealworld. Simulationtoolscanbe of
greathelpfor a betterunderstandingndfor testingthosemechanism# avariety
of differentpossibleervironments.Of coursesimulationtools areonly helpful if
onecantrusttheir outputs.In this papemwe have examinedthe RNG of thewidely
usednetwork simulatorns-2andshaved severeweaknessesNe have shavn that
thecurrentlyimplementedRNG canleadto significantlywrong simulationresults
evenwhena very simple simulationscenarias used. By integratingthe modern
MersenneTwister RNG we shaved that the deployment of this RNG produces
correctsimulationresultsandthereforet is necessaryo incorporatea robustRNG

into theimportantnetwork simulationtool ns-2.
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