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Abstract

The ns-2is a widely usednetwork simulationtool which implementsa
fairly old and weak randomnumbergenerator(RNG). As the RNG com-
ponentis usedby a variety of othercomponents,it canbe seenasoneof
the most importantcorecomponentsof the ns-2. In this paperwe explore
weaknessesof this RNG anddemonstrateits shortcomingsin context with a
simplesimulationexample(M/D/1) which producesseverelywrongsimula-
tion resultswhenthis RNG is usedin combinationwith specificseeds.We
incorporatethemodernMersenneTwisterRNG into thens-2andshow how
theinsensitivity of thisRNGregardingto theinitial seedsleadsto significant
improvementsin thesimulationoutputs.
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1 Introduction

Thens-2[15] is a very popularnetwork simulationtool. Its developmentbeganin

1989andwasfundedby DARPA andNFS. Currently, the ns-2is usedby about

600 institutesin 50 countries.As thens-2is anopen-sourceproject, it is easyto

integratenew componentsor altercurrentimplementationsof componentswithin

theobject-orientedarchitectureof ns-2.

The ns-2 randomnumbergenerator(RNG) componentimplementsthe well

known “minimal standard”generator, whichwasoriginally suggestedfor theIBM

System/360by Lewis,GoodmanandMiller in 1969[11]. It wasexaminedin more

detail in Park andMiller [17] and further on in several otherstudieson random

numbergeneration.

This generatoris a multiplicative linear congruentialtype [7, 10, 16] which

producespseudorandomintegersvia therecursion

xn
� a � xn � 1

�
modm��� n 	 1 � (1)

with multiplier a 
 75 
 16807,modulusm 
 231 � 1 
 2147483647,andseed

1 � x0 
 m. Theperiodlengthof this recursionequalsp 
 m � 1. Uniform pseu-

dorandomnumbersin � 0 � 1� are derived by the transformationun 
 xn � m, non-

uniform distributionsby differenttransformationmethods[5].

Generatorsof this type have widely beenusedand actual implementations

areavailable from the Internet. See[1, 2, 7, 9, 10, 12, 17, 18] and the Internet

for references,empirical testsandimplementationsin free andcommercialsoft-

ware,asfor exampleResamplingStats(www.resample.com), NumericalRecipes

(www.nr.com), themathematicalsoftwareMATLAB (www.mathworks.com), the

IMSL Libraries,or thesimulationsoftwareACSL(www.mga.com), SIMAN/Arena,

SlamII andAweSim(www.pritsker.com).
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In this paperwe demonstrateimportantshortcomingsof this RNG. In thefol-

lowing sectionsomebasicpropertiesof this RNG aredescribed.We explore the

problemof correlationswhenwrong seedsareusedto producedifferentrandom

numberstreams.In Section3 we usesimplesimulationexamplesto exhibit the

effectsof thesecorrelationsin practiceandshow that thecurrentRNG implemen-

tationof ns-2canleadto impetuouslywrongsimulationresults.Section4describes

how theintegrationof amoremodernandrobustgeneratorin ns-2cansignificantly

improve thesimulationresults.Section5 concludesthepaper.

2 Shortcomings of the RNG component of ns-2

Thens-2RNG componentis usedby a variety of otherns-2componentslike the

generationof randomvariablesof different kinds (uniform, exponential,pareto,

normal,lognormal,hyper-exponential,...), thegenerationof synthetictraffic (ex-

ponential,pareto,web-like,real-audio-like, ...), thedropping/markingmechanisms

of a RED queue,the randommovementof a wirelessnode,theerrormodelsof a

link andmany others. The RNG componentcanthereforebe seenasoneof the

mostimportantcorecomponentsof ns-2whichmany othercomponentsrely on.

ThecurrentRNG componentis ratherold, hencemany basicpropertiesof this

RNG arewell known. A first shortcomingprobablyis the periodof p 
 231 � 2

which is far too shortfor actualapplications,especiallywhenparallelstreamsare

usedin simulations.Suchparallelstreamsareoften neededin ns-2simulations,

e.g.for multiple traffic streamsor server queues.Thegenerationof differentran-

domnumberstreamsis usuallyrealizedby applyingdifferentseedsx0.

A closerlook attheseedingsegmentwithin thens-2RNGsource-coderng.cc

exhibits thefollowing comments:
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// NEEDSWORK: should be a way to set seed to PRDEF_SEED_SOURCE
.
.

// NEEDSWORK: should we throw out known bad seeds?
// (are there any?)

.

.
// Toss away the first few values of heuristic seed.
// In practice this makes sequential heuristic seeds
// generate different first values.
// How many values to throw away should be the subject
// of careful analysis. Until then, I just throw away
// ‘‘a bunch’’. --johnh

Thesecommentsindicatethatin thecurrentimplementationof theRNG com-

ponenttheseedingprocedureis insecurelyimplemented.Especiallythequestion

“are thereany badseeds?”canbeansweredright awaywith yes!

Hereis a simpleexample: supposetwo streamsof uniformly distributedran-

domnumbersshouldbegeneratedusingthisRNG.A naiveusermaysimplyapply

theseedsx0� 1 
 1 andx0� 2 
 2 to initialize thesetwo streamsxn� i , n 	 0, i 
 1 � 2.

Therecursion(1) easilyleadsto

xn � i � an � x0 � i �
modm� n 	 1 � i 
 1 � 2 � (2)

If one wants to analyzecorrelationsbetweenthesestreams,the vectors �xn : 

�
xn � 1 � xn � 2 � , n 	 1, whichequal

�xn
� an � � 1 � 2� �

modm� (3)

have to bestudied.Sincean � modm��� n 	 1 cyclesall numbersin � 1 � 2 ������� m � 1 � ,
thevectorsabove arecontainedin theset � n � � 1 � 2� �

modm� : 1 � n � m � 1 � .
Thereforethenormalizedvectors �un : 
��xn � m� n 	 1 aresituatedin a latticestruc-

ture in the unit square � 0 � 1� 2 consistingof two lines only, seeFig. 1. A simi-

lar observation canbe madewith a larger numberof differentstreamsgenerated

with seedsx0 � i 
 i, i 	 1; e.g. for i 
 1 � 2 � 3 the right plot in Fig. 1 shows the
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Figure1: Correlationsbetweentwo andthreedifferentstreamsof randomnumbers
generatedby thens-2RNG.

correspondingstructureproducedby thevectors�xn 
 �
xn� 1 � xn � 2 � xn � 3 ����� n � � 1 � 2 � 3�

�
modm� : 1 � n � m � 1� .

Thegraphicsin Fig.1 exhibit strongcorrelationsbetweenthestreamsobtained

from thesesimpleseeds.With “real” independentrandomnumberstreams,such

vectorsshouldobviously produceno regular structures. In the next sectionwe

will show thatsuchstreamsresultin badempiricalresultsin a simplesimulation

example.

But notonly thesesimpleseedsproducestronglycorrelatedstreamsof random

numbers. Therearemany possibleseedcombinationswherethe corresponding

streamsarestronglycorrelated.Furthersimpleexamplesareseedsx0 � i 
 k � i, i 	 1,

k � Z, or all combinationsof seedsconsistingof verysmallnumbers.In [6] ananal-

ysisof so-calledlongrangecorrelationsbetweenparallelstreamsfrom theminimal

standardRNG wasperformed.If specialseedsareused,so that thefull periodof

theRNG is dividedinto largeblocks,andif eachof theseblockswill beusedasa

singlestreamof randomnumbers,thenthecorrelationsbetweenthestreamsoccur.

As an example,the seedsx0 � 1 
 1, x0 � 2 
 634005911,x0� 3 
 1513477735divide

theperiodof this RNG into threeblocksof lengthp� 3. Fig. 2 visualizesthevec-

tors
�
xn� 1 � xn� 2 � xn� 3 � , n 	 1 which areseededwith the threevaluesjust described
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Figure2: Correlationsbetweenthreeuniform streams(left plot) andthreeexpo-
nentialstreams(right plot) generatedby thens-2RNG.

andagaina conspicuousstructureis visible. Thevectorsaresituatedon two hy-

perplanesin the three-dimensionalunit cube(left graphics). When for example

exponentiallydistributedrandomnumberstreamsinsteadof uniformly distributed

onesare produced,the samevectorsexhibit the structurein the right graphics1

in Fig. 2. A detailedanalysisof correlationsfor the minimal standardRNG can

be found in [6]. Theconceptof long-rangecorrelations2 of randomnumbersis a

classicaltopic in thetheoryof randomnumbergeneration;for further readingsee

[2, 3, 4].

3 Simple Simulation Examples

Although therecould be many possibletopologiesandsituationswherecorrela-

tionsbetweendifferentRNGobjectscouldleadto wrongsimulationresults,avery

simpleexamplewaschosenfor examinationsof the ns-2RNG. The intentionof

thiswasto highlight thatthebadeffectsof thecurrentRNGimplementationof the

ns-2alreadymanifestin simplesimulationscenariosandthatcomplex simulation
1Theaverageof eachexponentialrandomnumberstreamwassetto 0 � 1.
2Thetermlong-rangecorrelationsmaybeslightly misleadingsinceit alsoappearsin thetheory

of stochasticprocesses.In our context it refersto a geometricpropertyof linear randomnumber
generators.
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Figure3: Simplesimulationtopology.
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Figure4: Modelof theexponentialtraffic generatorof ns-2.

topologiesarenotneededto producewrongsimulationresults.

For theexaminationof shortcomingsof thens-2RNGthesimulationtopology

shown in Fig. 3 waschosen. Traffic streamsof 5 exponentialtraffic generators

(Expo 1 to Expo 5) areaggregatedat Node 1. Theoutputinterfaceof Node 1 to

Node 2 is configuredwith aDrop Tail queueof size1000packets.Thetwo nodes

Node 1 andNode 2 areconnectedthrougha link with acapacityof 1Mbps.

Fig. 4 shows the modelof the usedexponentialtraffic generatorcomponent

of ns-2. The implementationof this componentcanbe found in the ns-2source-

codefile expoo.cc. The exponentialtraffic generatoris embeddedin the ns-2

architectureasthecomponentApplication/Traffic/Exponential.

The exponentialtraffic generatorallows to set the meanof an exponentially

distributedON-interval andthemeanof anexponentiallydistributedOFF-interval.

During the ON-interval CBR traffic is generatedwith a userdefinable“internal”

rate3 andpacketsize.For thefollowing simulations,eachof theexponentialtraffic
3This rate is not the rateof a real traffic flow on a link, as the exponentialtraffic generatoris

directlyattachedto anode.It is justamathematicalvalueto calculatetheaveragenumberof packets
duringanON-interval.
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generatorsExpo 1 to Expo 5 hadthe sameparametersettings.In orderto com-

parethesimulationmodelto thewell-known M/D/1 model,theparametersof the

exponentialtraffic generatorsweresetto thefollowing values.

During eachON-interval only 1 packet of size1000Byteswasgenerated.The

“internal” ratewassetto 100Gbps, thereforethe“internal” transmissiontime for

handingover onepacket to the nodeis tit 
 8000Bits
100Gbps 
 0 � 08µs. The meanof the

exponentiallydistributedOFF-interval wassetto 41ms, which is 512500timesthe

valueof tit . Therefore,tit canbe disregarded4 for the calculationof the average

arrival rateλ of onetraffic flow. Consideringthis simplification,eachtraffic flow

of Expo 1 to Expo 5 can be seenas a Markov Processwith an averagearrival

rateof λ 
 1packet
41ms 
 8000Bits

0 � 041s 
 0 � 195Mbps. WhenaggregatingMarkov Processes,

their averagearrival ratesmay simply be addedto get the averagearrival rateof

the aggregatedMarkov Process.Thereforethe aggregatedMarkov Processhas

anaveragearrival rateof λsum 
 5 � λ 
 1packet
8 � 2ms 
 0 � 976Mbps at theoutboundin-

terfaceof Node 1. The link betweenNode 1 andNode 2 hasa servicerate of

µ 
 1Mbps. In combinationwith packetsof fixed size(1000Bytes) anda queue

of size1000packets, Node 1 canbeseenasa M/D/1/1001queuingsystemwith a

utilization factorof ρ 
 λsum
µ 
 0 � 976Mbps

1Mpbs 
 0 � 976.

Referringto thetheoreticalM/D/1 modelin [8], themeanqueuelengthq cal-

culatesas

q 
 ρ
1 � ρ

� ρ2

2 � � 1 � ρ � (4)

ConsideringaM/D/1 queuingsystemwith autilizationfactorof ρ 
 0 � 976,the

queueof suchasystemwouldthereforehaveanaveragelengthof q 
 20� 488packets.

Regarding the simulations,eachexponential traffic generatorusedits own

4The CDF of exponentiallydistributedarrivals with λ � 1packet
41ms shows a valueof 1 � 951 � 10� 6

for an inter-arrival time of 0 � 08µs, which meansthat the probability of inter-arrival times� tit is
negligible. Thereforetheerrorof notbeingableto generatesuchsmallinter-arrival timesbecauseof
thechosenpacket sizemaybedisregarded.
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RNG object. Different setsof seedswere usedfor seedingthe 5 RNG objects.

For eachsimulation,the averagequeuelengthq wascalculated.The simulation

time was set to 7200s, which is 878049times the averageinter-arrival time of

8 � 2msbetweentwo packetsof theaggregatedMarkov Process.

Table1 showstheresultsof thesimulationsusingtheoriginalRNGcomponent

of ns-2.Thecorrespondingseedsetsaregivenin thetableaswell. Notethatthose

seedsetswhich resultin a strongcorrelationamongthedifferentrandomnumber

streamswhenusinga minimal standardRNG aredenotedas“bad” seedswhereas

thoseseedsetswhich aresupposednot to producecorrelatedstreamsaredenoted

as“good” seeds.

A Kruskal-Wallis hypothesistest[9] for homogeneityof thedistributionsof the

queuelengths5 of all four simulationsresultsin ap-valueof 0 � 00219andtherefore

shows significantdifferencesof the four distributions. The Kruskal-Wallis chi-

squarestatisticis T 
 14� 599, which is greaterthan the critical value11� 345 

χ2

3 � 0 � 99. Therefore,the null hypothesisof homogeneityof the four distributions

mustberejectedat level α 
 0 � 01.

Fig. 5 shows theCDFsof thequeuelengthsat theoutboundinterfaceof Node

1 for thedifferentsimulationsusingtheoriginal RNG componentof ns-2.As can

beseen,theCDFsobtainedby usingseedsets2 and4 (the“bad” seedsets)differ

significantlyfrom theCDFsobtainedby usingseedsets1 and3 (the“good” seed

sets)whichshow asimilarprogression.

It is to mentionthat theunawareusermight not considerusingdifferentRNG

objectsfor the differenttraffic streams.By default, the userdoesn’t have to care

aboutrandomnumbergenerationandthereforemaysetupthesimulationtopology

without configuringany RNG objects. In this casethe default RNG object6 is
5The distribution of the queuelengthof a singlesimulationrun wasascertainedby calculating

theprobabilityof eachindividualqueuelength,multiplying thisvalueby theaccordingqueuelength
andscalingtheresultby a multiplicationusingthetotal numberof determinedqueuelengths.

6This default RNG objectis initiatedwhenns-2is startedandit is seededwith thevalue1.
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Table1: Resultsof simulationsusingtheoriginalRNG componentof ns-2.
Simulation

RNG
seedset1
(’good’ seeds)

RNG
seedset2
(’bad’ seeds)

RNG
seedset3
(’good’ seeds)

RNG
seedset4
(’bad’ seeds)

seed1 1973272912 1 934100682 1
seed2 1822174485 2 558746720 634005912
seed3 1998078925 3 2081634991 634005911
seed4 678622600 4 144443207 2147483646
seed5 999157082 5 513791680 151347773

q 19.451 24.288 19.374 17.573
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Figure5: CDFsof thequeuelengthswhenusingtheoriginal RNG componentof
ns-2in combinationwith differentseedsets(right plot = enlargedview).

usedto generateall necessaryrandomnumbers7. Beingunawareof differentRNG

objects,asimulationof theshown topologywouldresultin anaveragequeuelength

of q 
 20� 997usingtheoriginalRNG implementationof ns-28.

7Hence,as only one randomnumberstreamserves all requestsfor randomnumbers,no bad
effectsbecauseof correlationsbetweenseveralrandomnumberstreamscanappearin this scenario.

8Consideringthatall othersimulationparametersarekeptunmodified.
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4 A Modern Generator

TheMersenneTwister[13] is anup-to-daterandomnumbergenerator.

Sourcecodeof theMersenneTwisterRNGfor severalprogramminglanguages

is freely availableat theMersenneTwisterhomepage[14]. For theintegrationof

theMersenneTwisterRNGinto thens-2RNG component,thestandardMersenne

Twister C-codes(mt19937int.c and mt19937-2.c) were used. The two ns-2

source-codefiles rng.h andrng.cc werealteredin sucha way that for the cal-

culationof unsignedintegersuniformly distributedamong0to232 � 1 aswell as

for thecalculationof realnumbersuniformly distributedon the � 0 � 1� -interval the

new MersenneTwister codewasused. After modifying the rng.h andrng.cc

files, thens-2hasto berecompiledby usingthemake command9. Theoutputsof

thenew MersenneTwisterRNG componentof ns-2wereverifiedusingtherefer-

enceoutputspublishedat theMersenneTwisterhomepage.

Table2 shows thesimulationresultswhenapplyingthenew MersenneTwister

RNG componentto the ns-2. The sameseedsetsas for the original RNG were

used. Note that a MersenneTwister RNG is insensitive to different initial seeds

andthereforearbitraryseedsmaybeapplied.

The hypothesisof homogeneityof the differentqueuelengthdistributionsof

thefour simulationswasconfirmedby theKruskal-Wallis testwhich calculateda

p-valueof 0 � 76088andaKruskal-Wallis chi-squarestatisticof T 
 1 � 167.

Fig. 6 shows theCDFsof thequeuelengthsat theoutboundinterfaceof Node

1 for thedifferentsimulationsusingtheMersenneTwisterRNGcomponentwithin

ns-2. In contrastto theCDFsobtainedwith theoriginal RNG componentof ns-2
9Theauthorswouldliketo mentionthatpossiblynotall cross-linkagesbetweenthenew Mersenne

TwisterRNG componentandtheothercomponentsof thens-2have beendetectedandthereforea
tidy integrationof theMersenneTwisterRNG componentshouldbedoneby thens-2development
team. Concerningthe simulationstudiesin this paper, all necessarymodificationsto integratethe
MersenneTwisterRNG have carefully beenexaminedandarelimited to the two source-codefiles
rng.h andrng.cc.
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Table 2: Resultsof simulationsusing the MersenneTwister RNG component
within ns-2.
Simulation

MT RNG
seedset1

MT RNG
seedset2

MT RNG
seedset3

MT RNG
seedset4

seed1 1973272912 1 934100682 1
seed2 1822174485 2 558746720 634005912
seed3 1998078925 3 2081634991 634005911
seed4 678622600 4 144443207 2147483646
seed5 999157082 5 513791680 151347773

q 20.259 21.227 20.120 19.803
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Figure6: CDFsof thequeuelengthswhenusingtheMersenneTwisterRNGcom-
ponentwithin ns-2in combinationwith differentseedsets(right plot = enlarged
view).

the CDFswhich resultby usingthe new MersenneTwister RNG componentall

show a very similar progressionindependentof theusedseedsets.Thereforeno

seedsetneedsto bedenotedas“bad” seedsor “good” seeds.

Fig. 7 shows a varianceplot whichvisualizesthedifferencesin themeansand

standarddeviations of the distributions of queuelengthsof all executedsimula-

tions. It caneasilybe seenthat the queuelengthdistributionsof the simulations

using the MersenneTwister RNG aremuchbetterplacedaroundthe theoretical

meanqueuelengthof 20� 488 packets than the queuelengthdistributions of the

simulationsusingtheoriginal RNG component.
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5 Conclusions

Todaysrapiddevelopmentof new protocolsandmechanismsin theworld of net-

working makesit essentialto studytheir interactionsandeffectsby themeansof

simulationbeforeimplementingthemin therealworld. Simulationtoolscanbeof

greathelpfor a betterunderstandingandfor testingthosemechanismsin a variety

of differentpossibleenvironments.Of coursesimulationtoolsareonly helpful if

onecantrusttheiroutputs.In thispaperwehave examinedtheRNGof thewidely

usednetwork simulatorns-2andshowedsevereweaknesses.We have shown that

thecurrentlyimplementedRNG canleadto significantlywrongsimulationresults

even whena very simplesimulationscenariois used.By integratingthemodern

MersenneTwister RNG we showed that the deployment of this RNG produces

correctsimulationresultsandthereforeit is necessaryto incorporatearobustRNG

into theimportantnetwork simulationtool ns-2.
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