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Abstract - The evolution of quality of service mechanisms

in the Internet is prominent nowadays. The Integrated and
Differentiated services, along with the evolving Bandwidth
Broker concept complement each other to offer the required
quality. One significant aspect towards this direction is the
capability for users and applications to convey their QoS
requests to the core network entities. This paper discusses a
middleware architecture that seamlessly supports legacy non
QoSaware applications to take advantage of the quality
provisions. The proposed middleware can also leverage
existing QoSaware or newborn applications. It is destined to
cooperate with the QoS management entities of the Aquila
architecture in the access and core networks, even though it
can also be used in conjunction with existing architectures.
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1. INTRODUCTION

Thelnternet hashad an overwhelming effect ontheway
peopleinteract and communicate. The Internet isbased on
the Internet Protocol (IP) that provides a smple, easily
deployable and best effort in nature network service. The
tremendous growth of 1P has a so boosted the devdopment
of various | P-based applicationsthat vary from smple FTP
or dectronic mail programs to complex, qudity-intensve
multimedia ones.

The Internet Integrated Services (IntServ) [1] were
defined by the IETF in an effort to bring Quality of Service
(QoS) into the IP world. In IntServ, network resources,
which are defined in terms of bit rate, packet delay and
maximum transfer size, arereserved in every nodeaong the

path from the sender to the receiver.

In contrast to the IntServ model, which uses explicit
resourcereservation for every flow requesting QoSraising
scalability concerns, the Differentiated Services (DiffServ)
mode [2] is a smpler and straightforward architecture,
which relies on prioritization of some flows over others.

However, the smplicity of the Diff Serv modd and itslack
of mechanismsfor the systematic and automated resource
dlocation necessitated the introduction of the Bandwidth
Broker [3].

TheBandwidth Broker isalogica entity, complementing
the DiffServ infrastructure, which is responsible for
performing policy-based admisson control, managing
network resources, and configuring specific network nodes,
among others. Moreover, theintroduction of the Bandwidth
Broker concept made evident the need for a ubiquitous
procedureto request QoS parameters. Standard interfaces
should be defined between applications and the resource
management entities. New applications should be
developed that will use those interfaces, in order to
communicate their QoS requests.

Furthermore, thereisavast amount of legacy commercia
gpplications that do not have any inherent QoS support.
This issue is addressed by the concept presented in this
paper, which discusses amiddleware that providesQudity
of Service support for legacy applications over a QoS-
enabled network.

The paper first discusses in brief the overall proposed
network architecture in section 2. Section 3 discussesin
detail the middleware component at the access network in
terms of requirements, functionaity, architecture, and
interaction with other components. A few implementation
issues are discussed in section 4. Lagt, in section 5the
conclusions are presented aong with future work.

2. NETWORK ARCHITECTURE

The Aquila project [4] ams to define, implement and
eva uate an enhanced architecture for dynamic end-to-ed
Quality of Service support over IP networks. Existing
approaches to QOS specified for the Internet, such as
IntServ, DiffServ and MPLS[5] will beused asabasis, and



the sol utionsi mplemented will be verified and tested within
trids involving end-users.

The Aquila network architecture is crested by the
interconnection of various adminigrative domains
controlled by different Internet Service Providers (1SPs).
These domains are distinguished into two categories. core
and access networks. In the core network, IPflowsreceive
prioritized treatment over others with the adoption of the
Differentiated Services(Diff Serv) architecture. Intheaccess
network, which connects hogtsto the Internet, user packets
are classified, shaped and policed by the Edge Router,
whichisthe point where an access network isconnected to
its Internet Service Provider (ISP). The Edge Router also
marks packets and aggregates their corresponding flows
into groups under the same Codepoint. A DiffServ
Codepoint isavaluewhichisencodedinthe DiffServ field
(the six mogt significant bits of the IPv4 ToS octet or the
IPv6 Traffic Class octet) of a packet, and which each
DiffServ capable node must use to select the appropriate
treatment for this packet.

Themaininnovation of the Aquilaarchitectureisanew
layer on top of the DiffServ network, called Resource
Control Layer (RCL). TheRCL isaQoSmiddlewarethat is
responsiblefor the management and allocation of network
resourcesto individud flows. Thislayer can beaso viewed
as a digtributed Bandwidth Broker in the DiffServ
architecture. However, this architecture extends the
Bandwidth Broker modd in two aspects. it provides
dynamic end-to-end support for QoS, while including the
end-hosts in the middleware.

TheResour ce Control Agent (RCA) isthecentrd ertity
of the RCL, responsible for the oserdl control of an
adminigtrative domain. The RCA operates on along-term
basis, by managing and distributing the resources of the
domain to the Admission Control Agents(ACA). The
domainsof the core network aredivided in areas, therouters
of which arecontrolled by an ACA. The ACAsoperateon
request basis by performing policy and admission contral
and granting a share of resources to individua flows in
response to a QoS request.

End-userscan maketheir own QoS requestswith theuse
of theEnd-user Application Toolkit (EAToolkit). The
EAToolkitisadistributed framework residing in the access
network that enables non-QoS aware gpplicationsto make
resource reservation requeststo the RCL. The EAToolkit,
whichisthefocus of our work, ispresented inextentinthe
rest of the paper.
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Figure 1: Network Architecture

3 THEEND-USERAPPLICATION TOOLKIT

TheEAToolkit architecture providesaframework for the
support of Quality of Servicefor multimediaapplicationsin
the Aquila architecture. Its responsibility isto provide the
mechanismsfor the description and selection of Qudity of
Service parameters and the forwarding of reservation
requests to the Resource Control Layer. The EAToolkit
performstherole of aQoS Middleware, w hich hideslow-
level complexity and heterogeneity and presents usersand
applications with simple and uniform procedures for the
reservation of resources in the network.

Themotivation for the conception of the EAToolkit was
the need to support Quality of Service for legacy
multimedia applications (streaming application, video
conferencing and Voiceover IPgpplications). Withtheterm
“legacy”, werefer to existing commercia applicationsthat
are not QoS-aware, but a so to gpplicationsthat can dready
make resource requeststo the network with the use of well-

known mechanisms, such as the Resource Reservation

Protocol (RSVP) [6]. Those applicationsare usually very
complex in opening network connections and exchanging
control and user data. Moreover, their source codeis not
available, so that they cannot be modified to makeuse of a
QoS request mechanism. Our target isto providethe means
to those applications to use the services of the Aquila
Resource Control Layer (RCL) in a transparent way,

without modifying them. No modifications should aso be
necessary for operating systems.

Whilethe chief purpose of the EAToolkit isthe support
of QoS for legacy multimedia applications, new
applications can aso benefit from the Aquilaarchitecture.
The EAToolkit supplies an Application Programming
Interface (API) that enables new applicationsto directly
make QoS requests to the network.

31 Objectives-Functionality

The mgjor objective of the EAToalkit is to provide a
scalable and efficient architecture for transparent QoS



support for multimedia applications. Existing commercia
applications will leverage the EAToolkit functiondity
without the need of any modifications. Resource requests
may be sent automatically, without the need of user
intervention. Therefore, the end-user is shielded from the
gpplication complexity and it isnot important for him/her to
be aware of QoS related aspects, such as traffic
specification.

Nearly al proposed QoS Middleware architectures
presuppose the creation of new applications, in order for
them to be able to use the functionality offered. These
applications use proprigtary Application Programming
Interfaces (APIs) for theinvocation of QoS support in the
Middleware. On the contrary, we propose a sol ution ready
to be used with existing applications. Thisarchitecture does
not have as a prerequisite the devel opment of tailor-made
applications that comply to itsindividual characteristics.

It should be noted aso, that athough the EAToolkit is

designed to leverage the Aquilaarchitecture functiondlity, it
might aso be used in conjunction with other QoS

architectures, such as IntServ with RSV P as well as the
Bandwidth Broker.

In order to make a QoS reservation to the Aquila
Resource Control Layer, or to other QoS architectures, we
mainly need the following information:

- Local and remote addresses and ports of the connection(s)
- Traffic specification of the IP flow

- QoSrequested

- Reservation Time

The local and remote addresses and ports of the
multimedia connections should be provided to the RCL,
since core routers depend on them to provide prioritized
treatment to packets belonging to those connections. The
discovery of addresses and portsisnot an easy task inthe
case of legacy applications. Such applications open multiple
connections: TCP connectionsthat carry control dataand
(usudly) UDP connections used for multimedia content.
Moreover, ports are usually created dynamically and at
arbitrary numbers, after a negotiation between the
application peers has taken place. Since their sourcecodeis
not available for study, information on connections and
content should be extracted in another way.

The specification of thetrafficisal so animportant feature
of areservation request. Currently, nearly all multimedia
flows are compressed, with the use of various standardized
agorithms. Those compression schemes yield mainly
variable bit rate traffic, which is difficult to modd.

Therefore, we believe that we haveto rely aso onrea time
traffic measurements. Upon the establishment of anew
connection, measurements provide somefirst valuesfor a
resource request. With the passage of time, more accurate
measurementswill be available and correctionsto the QoS
request may be made. On the same time those
measurements are displayed in a canprehensibleformat to
the user, so that he can himself adapt the reservation.

The completion of the two aforementioned tasksis the
responsibility of the Packet Filter module of the EAToolkit.
This distributed module resides on the egress point of the
access network and filters al incoming and outgoing
packets. When anew flow isdetected, thefilter examinesits
packets, in order to extract important information: addresses
and ports. Measurements are also performed in order to
compute atraffic profile. Packet Filter isfurther andyzedin
the subsequent section.

32 Architecture

Inthis section we describethe general architecture of the
EAToolkit. The EAToolkit is composed of distributed
objectsthat are physically located in various placeswithin
the access network. In the following figure the main
architectural components of the EAToolkit are presented
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Figure 2: EATookit Architecture

3.21 EAT Manager

The central building block of the EATooalkit isthe EAT
Manager. Its main task is the coordination of the other
modules in order to ensure the smooth operation of the
framework. The EAT Manager may be centralized
(responsible for dl hosts in a sub-network) or distributed
(instances of the Manager are located in every host).

TheEAT Manager makes use of the concept of Session
Management. A session (or flow) isdefined asthe set of IP
packets belonging to a specific gpplication that utilizes the
guality assurance mechanisms of the EAToolkit. The
discrimination of sessions is very significant in order to
offer the appropriate differentiated services to different



kinds of IP flows, to compute the correct accounting
information, as well as to be able to locdly treat the
behavior of sessions according to the QoS request. The
EAT Manager therefore maintains atable with the current
active sessionsthat have requested quality guaranteesand
observesthe commitment to therequested levels. Moreover,
it computes accounting information.

3.2.2 Packet Filter

The Packet Filter moduleis responsible for identifyingdl
established network connections created by the hosts of its
sub-network. The Packet Filter gathers dl available
information about those connections. local and remote
addresses and ports, aswell astraffic measurements, and
forwards them to the EAT Manager.

ThePacket Filter isphysicdly located at the egress of the
access network. This way, it is able to filter all packets
entering and exiting, in an effort to discover new IPflows.
When anew flow is detected, itsaddressing information is
extracted and traffic measurementsare carried out. Shortly,
thisinformation (preliminary, asfar as measurements are
concerned) is passed to the EAT Manager. The EAT
Manager in turn notifies the user of anew connection and
proposes QoS parameters based on the first measurements.
Theuser may accept the reservation request as proposed by
the EAToolkit, modify it, or even rgject it.

In an effort to hel p the user reach adecision, the Packet
Filter incorporates some intelligence to be used during

packet processing. Most important, it should inspect thefirst
packets of anewly detected flow. For instance, the existence
of an RTP header is a pogitive sign of a multimedia flow.
Moreover, by examining the payload format of the RTP
packet, the type of media will be discovered (e.g. H.263
video or G.711 audio). Also, the Packet Filter should be

aware of the use of standard ports (80 for HTTP, 544 for
RTSP, 1720 for H.323), or port patterns (two successive

ports may suggest two RTP and RTCP sessions).

From the above mentioned, it is evident that the user is
not notified for every newly established flow, irrespective of
whether it conveys control information or multimedia
content. The Packet Filter hasthe knowledgeto differentiate

between flows that could actually need QoS support and
those that could do well with Best Effort treatment.

An objective of the EAToolkit is dso to aid RSVP
applications in making a resource regquest to the Aquila
Resource Control Layer, snceRSVPisnot supportedinthe
core. RSV P messages areintercepted at the Packet Filter
and their content (QoS request) is passed to the EAT
Manager. The core network then forwards the RSVP

messagestrangparently, whilethe EAT Manager makesthe
actual reservationsto RCL, according to the RSV P s QoS
content. In thisway, the other peer receives appropriately
the RSV P message for local usage, and the core network
takes care of the QoS requirements, according to the
provisions of the RCL.

It is evident that the Packet Filter shares some of the
functiondity of aFirewall. Therefore, it is expected to be
equdly efficient and not be amgjor bottleneck of the overal
system. However, if scalability concerns are raised, the
access network may be broken down to smaller areas. One
Packet Filter may then service each segment.

3.23 QoScConsole

The QoS Consoleisagraphica user interface (GUI) that
ispresent in theform of aconsole ontheusar’ sdesktop. Its
main purpose is to present to the user, information on
edtablished connections. This information includes al the
parameters supplied in theresource request sent to the RCL
addresses and ports, traffic descriptions, accounting
information aswell astraffic measurements. With the use of
the QoS Console, the user may accept the initiation of a
resource request, modify later an existing reservation, or
terminate one.

4. IMPLEMENTATION |SSUES

The EAToolkit is a distributed module. Each host
accessing the RCL infrastructure contains at least the QoS
Consoleand theinterface cgpabilitiesof the EAT Manager.
The core EAT Manager functiondity and the Packet Filter
are physicaly located in the egress point of the access
network.

In order for the EAToolkit distributed sub-modulesto
interface appropriately, the JavaRemote M ethod I nvocation
(RMI1) [7] or the Common Object Request Broker
Architecture (CORBA) [8] areused. All implementationsin
the host are donein the Java programming language. If the
implementationsin the egress point are done dso with Java,
then JavaRMI| isthe most suitable candidate. However, the
packet filter will be probably implemented in C (for Unix).
CORBA must then be utilized. Moreover, CORBA is
utilized intheinterface between the EAToolkit and the RCL
for the transmission of QoS requests. Finally, for the user
interface with the user, the Qs Console, aweb browser is
used with the incorporation of Java applets.



5. CONCLUSIONS

In this paper we have presented the EAToolkit, a
middleware architecture for the provision of end-to-end
Quality of Serviceto network multimediagpplications. The
EAToalkit resides in the access network and aids legacy
non-QoS aware applications make reservation requeststo
the Resource Control Layer of the Aquilaarchitecture. This
is performed by automatically detecting their connection
parameters (addresses, ports) and conducting local traffic
measurements. The EAToolkit aso providesan API for the
development of new QoS aware applications that will
leverage the Aquila architecture functionality.

Theissue of middlewarearchitecturesfor the support of
Quiality of Service hasbeen aso dedlt within other research
projects. The Digtributed Resource Controller Architecture
of ColumbiaUniversity [9], the OMEGA architectureof the
University of Pennsylvania[10] and the QoS-A achitecture
of the University of Lancaster [11] are prominent examples

Those proposals in their entirety presuppose the
development of new applicationsthat will make use of their
proprietary APls. Furthermore, in some architectures,
modifications on operating systems are anticipated, in the
form of callbacksfor the natification of applications. Onthe
contrary, to the proposed middleware supports applications
transparently, without the necessity of any modifications. It
isdso our intention to shied end-users from the intricate
task of selecting gopropriate QoS parameters.

The middleware presented in this paper can be also
utilized in conjunction with adaptive applications. Thelatter
require modification of applications to be able to adapt to
new conditions. It is not clear how this could happen with
multimedia applications, where specific codecs are used.
We are of the opinion that rough caculation of QoS
parameters in combination with light over-provisoning
should be enough, and that it isthe resource reservation that
should adapt (in long timescales to avoid oscillations and
unnecessary communication in the Resource Control
Layer), rather than the application itself.

The efficiency and performance of the proposed
middleware architecture will beverified sooninfieldtrials
of the Aquila project. Moreover, user surveys will be
contacted to prove the impact and acceptance of the

proposed solution.
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