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Abstract: The support of Quality of Service in the Internet has become one the most important topics within
the Internet community. The introduction of the Integrated Services and the Differentiated Services architec-
tures was a major breakthrough in this direction. Enhanced by the Bandwidth Broker concept, DiffServ aims
to provide QoSin the Internet through the prioritisation of some IP flows over others. One of the major short-
comings of the DiffServ architecture is the lack of a standard mechanism for the interaction between us-
ers/applications and the Bandwidth Brokers, so that end-to-end QoSis achieved.

In this paper we present a distributed architecture for the provision of QoSin the Internet, as specified within
the IST Aquila project. However, the paper focuses on the bridging of the gap that currently exists between
applications and the network and presents the End-user Application Toolkit (EAT). The EAT middleware
provides a framework for the presentation of network services to users, the description and selection of QoS
parameters and the forwarding of reservation requests. Through the concept of Application Profiles, it aims
to support QoS for legacy applications, that is, commercial applications that cannot be modified to support
QoS.

Keywords. Quality of Service, Differentiated Services, Resource Control Layer, End-user Application Toolkit,
Application Profiles, Protocol Gateways, QoS API

1 Introduction

The Internet continues to evolve into a network that supports a wide spectrum of applications with diverse
requirements. The introduction of voice and multimedia in general poses delay, throughput and packet loss
regquirements towards the network and makes the provision of Quality of Service a very important issue. The
Integrated Services architecture [IntServ] was the first significant step for the introduction of QoS in the Inter-
net. In IntServ, the exchange of Resource Reservation Protocol (RSVP) [RSVP] messages reserves network re-
sources on each node along the path from the sender to the receiver. IntServ is able to provide QoS guarantees,
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but the fact that a separate reservation should be made for each requesting flow raised fears for scalability inef-
ficiency. Those concerns were also fuelled by the constant RSV P message exchange as well as the need for
keeping reservation state on each router.

The Differentiated Services architecture [ Diff Serv] emerged as the solution to the scalability problem of IntServ.
In DiffServ, instead of establishing separate reservations for each IP flow, flows with similar traffic characteris-
tics and QoS needs are grouped together under a common | P header field and handled in the same queue in the
routers in the core network. In thisway, the role of the core routersis reduced to classifying packets according
to thisfield, the Diff Serv Code Point (DSCP), into the appropriate aggregate queue. The Differentiated Services
architecture is enhanced with the introduction of the concept of the Bandwidth Broker [BB], a network entity
that centrally manages the resources of an administrative domain and all ocates network resources to requesting
hosts.

The Differentiated Services architecture coupled with the Bandwidth Broker entity presents a more efficient and
manageabl e solution for the provision of QoS in the Internet than IntServ. However, it faces some problems and
limitations. A centralized Bandwidth Broker for an administrative domain may become a bottleneck and a single
point of failure in the QoS network. A more distributed architecture is needed to this direction. Moreover, cur-
rently a gap exists between users and applications, in the sense that no unified mechanisms exist for the users
to make reservation requests to the QoS network. Where such mechanisms exist, for instance RSVPin IntServ,
they are difficult to use by normal users.

In this paper, we briefly present a distributed architecture for the provision of QoS in a DiffServ-based IP net-
work. The main innovation is the introduction of a new layer on top of DiffServ, the Resource Control Layer
(RCL) [RCL]. The RCL, in a sense, resembles a distributed Bandwidth Broker in managing the resources of the
core network and distributing resource shares to requesting users and applications. However, the paper fo-
cuseson avital part of the RCL, the End-user Application ToolKkit.

The End-user Application Toolkit (EAT) isaweb-based architecture residing at the edge of the network. It aims
to cover the gap between users/applications and the network as far as sending reservation requests is con-
cerned. Nevertheless, the EAT does more than just perform QoS signalling operations. The main objective of
the EAT isthe transparent QoS support for legacy applications. With the term “legacy applications’ we refer to
popular non-QoS aware applications that cannot be modified (e.g. no source code is available) to use a QoS
API. For those applications, Application Profiles are created that capture their individual QoS requirements, in a
way understandable to the end-user. The EAT provides web-based graphical user interfaces (GUIs) that the
users can access with their web browsers. Those GUIs are dynamically created for each selected application,
based on its Application Profile, and present to users all the available options with regard to QoS, using higher
level semantics. Finally, the EAT provides an abstraction from different reservation mechanisms; although a
proprietary protocol based on CORBA [CORBA] is used for the origination of request to the RCL, the EAT
transparently supports also applications that already support RSV P as a QoS signalling protocol.

In the next paragraph we present in brief the AQUILA architecture, an architecture for dynamic end-to-end QoS
provision in the Internet, as it is being defined, implemented and tested in the framework of the IST AQUILA
project [AQUILA]. The main concepts of the architecture are presented and its components are described.
Then, we focus on the End-user Application Toolkit by presenting the problems that it aims to solve and the
components responsible for this.

2 TheAQUILA network

The aim of this section is to give a short introduction of the AQUILA architecture. The AQUILA architecture
consists of two functional areas: the data plane that is responsible for transmitting |P packets, and an overlay
control plane, namely the Resource Control Layer (RCL) that is based on the Bandwidth Broker (BB) concept.
Although the classical BB architecture proposes a concentrated approach where one BB is responsible for an
administrative domain, RCL is designed as a distributed BB, to overcome scalability problems. As depicted in
Figure 2-1, the three key components of the RCL are: the Resource Control Agent (RCA), the Admission Con-
trol Agent (ACA) and the End-User Application Toolkit (EAT).

The Resource Control Agent represents the ultimate principle of the domain concerning the management of
network resources. In order to simplify the task of the RCA to handle the resources efficiently, the network is
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divided into sub-areas that form a tree structure, where each sub-area is initially assigned with its own re-
sources, according to traffic load forecasts and results retrieved by measurements. The initial assignment of
resources to sub-areas may not reflect the actual traffic load, so an intelligent 1oad-balancing algorithm is util-
ized for the re-distribution of resources among them, as described in detail in [RPool]. The RCA is therefore
divided in logical entities (Resource Pools, RP). Each RP manages the resources of the respective sub-area. The
root of thetreeisin charge of the available resources in the whole network, while each leaf of the tree structure
(Resource Pool Leaf, RPL) is associated to one Admission Control Agent, which is in turn associated to one
edge device of the network.

The Admission Control Agent mainly performs user authentication and authorization, reservation handling, and
admission control. User authentication is initially performed when contacting the ACA, and then a reservation
reguest, specifying the traffic requirements of the new flow, can be submitted. Subsequently, user authorization
for that type of request is checked and a reservation state is created. Policing and admission control are only
made at the edges of the network, therefore the corresponding ingress and egress points (ingress-egress
ACAY5) of the flow are identified and the local resources (in the RPL) are checked to ensure that the new flow
can be accommodated. The core network is provisioned in order to ensure that once the admission control at
the edges succeeds, no bottleneck will be created in the core network. Upon a successful reservation request,
the corresponding ACAs consequently configure the edge routers appropriately to accommodate the new flow.
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Figure 2-1: RCL structure and main interactions

Reservation requests are forwarded to the ACAs from the End-User Application Toolkit, which mediates be-
tween end-users or applications and the network. The EAT interacts with the ACA to become aware of the
available network services. A reservation request specifies the flow identifiers, the selected network service and
the traffic profile for it. Special support is foreseen for legacy applications as well as for end-users that are not
aware of traffic description details, through the use of Application Profiles. Profiles are prepared through exten-
sive testing of the application behaviour and stored in a repository. The EAT interprets the profiles and pre-
pares the reservation on behalf of the user. A thorough description of EAT isincluded in section 3.

2.1 Network Servicesand Traffic Classes

The AQUILA architecture provides QoS guarantees to users by offering a number of transport options for user
IP traffic. Theseare called Network Services, and are constructed by applying traffic conditioning to create ag-
gregates that experience a known Per-Hop-Behaviour (PHB) at each node within the domain. Services can be
clearly categorized as qualitative or quantitative depending on the type of the offered performance parameters.
The AQUILA architecture supports five Network Services (NS), which are: Premium Constant Bit Rate (PCBR),
Premium Variable Bit Rate (PVBR), Premium MultiMedia (PMM), Premium Mission Critical (PMC) and Best Ef-
fort (BE) [Net-Serv]. Applications can be grouped into this relatively small number of services, with the applica-
tions in each service having similar requirements on the network in order to perform effectively.
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The PCBR network service is for constant and variable bit rate applications with low bandwidth flows. These
applications have low delay and delay variation requirements, although are tolerant to some packet loss. In ad-
dition, they should have small packets so as not to provoke long transmission delays. | P telephony isthe basic
application supported by this NS. For good voice quality the delay should be less than 150msec for the 99% of
in-profile packets and the packet loss should be less than 10,

PVBR is appropriate for unresponsive VBR sources with medium to high bandwidth requirements. They have
low delay, delay variation and packet loss requirements, even though less strict than those of PCBR. An end-
to-end delay less than 250msec and a packet loss |ess than 10 are guaranteed. Video and teleconferencing are
possible application supported by thisNS.

PMM is expected to carry a mixture of TCP and non-TCP traffic. These flows require a minimum bandwidth,
which must be delivered at a high probability. Independently of the transport protocol, flows are expected to
implement some kind of congestion control mechanism and their aggressiveness should be similar to the one of
TCP, assuming that they are roughly TCP-friendly. This NS delivers applications such as video/audio streaming
and ftp. The drop probability for in-packets should be very low (less than 10°®), while out-of-profile packets do
not experience any QoS guarantees.

The PMC service supports mainly transactions and database queries. Thus, flows of the PMC are non-greedy,
have short lifetimes, low bandwidth requirements and roughly homogeneous congestion control (TCP). The
low bandwidth property allows overprovisioning of this service in the network, enabling minimal loss probabili-
tiesfor in-profile packets and small queuing delays. Finally the BE requires no quality of service guarantees.
The implementation of the Network Services is realized with the use of network mechanisms, named the Traffic
Classes (TCLs). A TCL isdefined as a composition of a set of admission control rules, a set of traffic condition-
ing rulesand aPHB. In AQUILA five TCLs are currently introduced: TCL1, TCL2, TCL3, TCL4 and TCL5 which
correspond to PCBR, PVBR, PMM, PMC and BE, respectively. The scheduling mechanism selected isacombi-
nation of the Priority Queuing (PQ) and Weighted-Fair Queuing (WFQ) [PQ-WFQ]. A weight is assigned to
each TCL, though a queueis dedicated for TCL 1, which has strict priority over the other traffic classes. The rest
TCLs are scheduled with the WFQ and each queue is managed by different queuing strategy (Drop-Tail, Ran-
dom Early Detection (RED), Weighted-RED (WRED) [RED1, RED2)).

3 TheEnd-user Application Toolkit

3.1 Functionality

Various architectures have been proposed for the provision of QoS support in the Internet. Among them, the
AQUILA architecture proposes resource management and allocation mechanisms that promise efficiency and
scalability. Also, alimited set of Network Services has been specified to cater for the diverse QoS requirements
of different application types. An important issue in all QoS architectures is how those services are presented
to the end-user, how the users may select the appropriate one and also how the actual provided QoS by the
network may be confirmed. While alot of effort has been focused on the specification of the mechanisms for
QoS support in the core network, the issues of end-system support have been more neglected. More specifi-
caly, in the DiffServ/BB architecture, there is no standard way for applications and users to query the network
of the offered service, to specify the desired levels of quality, to request QoS from the network and to verify it.
M oreover, the task of selecting the appropriate QoS parameters for an application is a difficult task, even for
application developers.

The EAT is a middleware architecture for the transparent support of QoS for applications and their users. The
EAT provides efficient mechanisms for the presentation of the available QoS options to the user, for the selec-
tion of the appropriate quality parameters and the transmission of areservation request to the RCL. It also helps
users verify whether the requested level of QoS is honoured by the network. The EAT targets mainly legacy
applications; that is, non-QoS aware applications that are widely used today but that cannot be modified to get
QoS support. However, new applications may also be developed to use the functionality of the EAT, by using
the QoS API the EAT provides.
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The first step for the provision of QoS to an application is QoS specification. In the AQUILA architecture, a
reservation request from the EAT to the corresponding ACA consists of a complex set of parameters that have
to befilled by the user. This set includes:
Flow specification: the expected traffic profile of the IP flow. Instead of using plain bandwidth, in the
AQUILA architecture a more elaborate scheme, including token bucket specification, is used for multi-
plexing gain.
QoS specification: the selected Network Service and the application requirements with regard to delay,
delay variation (jitter) and packet loss.
Filter specification: source and destination addresses of the IP flow. Also the TCP/UDP port numbers
should be provided, as well asthe protocol ID
A similar approach is adopted by the Integrated Services architecture. Obviously, such arequest cannot be
filled by any normal user that would like to make a reservation e.g. for his IP telephony session. Moreover,
many application developers who would like to make their multimedia application QoS-aware by using a QoS
API, would find it difficult to estimate the traffic profile of their application and the QoS it may need. The End-
user Application Toolkit aimsto help in thisdirection.
The EAT uses the Application Profiles that capture the QoS needs of a specific application. Being written in
XML, Application Profiles can be easily parsed and serve the dynamic creation of the Graphical User Inter-
faces (GUIls). The Converters translate the high-level user choiceinto the network-level traffic and QoS specifi-
cations used by AQUILA and prepare areservation request towards the RCL.
The resource request is also filled with the filter specification: the address and port numbers of the application
flow. Especially the port numbers are often not known by the user. We use Protocol Gateways or Proxies to
find thisinformation.
The next step towards QoS support is QoS negotiation and establishment. The EAT handles the transmission
of reservation requests to the RCL. The dynamically created Graphical User Interfaces are used to make such
requests on behalf of legacy applications. However, new applications can directly use the QoS API provided by
the EAT to make those requests.
QoS maintenance isthe third step of QoS support. Thisincludes monitoring of the level of service provided by
the network and the adaptation of the reservation. With the use of the Proxy Framework, users are able to verify
whether the agreed QoS levels match the actual traffic profile produced by the application, or if those levels are
maintained by the network. In this way, users have the option to adapt the reservation to the changed traffic
profile of the application. The Proxies incorporate basic measurement functionality: they can measure the traffic
profile of aspecific flow and they can estimate basic QoS parameters, like two-way delay.
The EAT isadistributed architecture: it consists of objects that can be physically located at different placesin
the network. All objects communicate with CORBA The EAT is not part of the core network, but resides in the
access network of the end-user’s host. The following figure illustrates the deployment scenario of the EAT
components.
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Figure 3-1: The EAT deployment scenario
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3.2 Building Blocks

The following figure depicts the architecture, the basic building blocks of the EAT and showsthe EAT middle-
ware character between the applications, the end-user GUIs, and the RCL components.
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Figure 3-2: The EAT s basic building blocks
In the following, the EAT’ s components and their functionality are described in detail.

3.21 EAT Manager and APIs

The EAT Manager is the central component of the EAT realizing mainly user and reservation management. It
acts as an intermediate component between the GUIs for reservation requests, the Converters, the Proxies of
the EAT aswell asthe ACA. It has also access to the persistence layer in order to retrieve service information,
subscriber data, and application profiles. In this way, it plays an important role in the described QoS user sce-
nario of chapter 3.3, by handling most of the information between the EAT components and towar dsthe RCL.
The EAT Manager provides its functionality for applications and end-user GUIsfirstly viaa CORBA interface,
the so-called “internal” EAT API. This API providesthe full functionality of the RCL concerning login, resava-
tion requests and releases, network service retrieval, etc. The purpose of this APl is to expose the EAT’s fea-
tures (such as the application profiles) to GUIs and applications.

On the top of this proprietary API, a“general” Java API is planned providing a standardised way for QoS re-
quest over multiple platforms and protocols (e.g. AQUILA, RSVP, WinSock2). This APl aims to assist thede-
velopers of new, QoS-aware applications by offering high-level QoSinterfacesfor:

= Authentication

Service retrieval and negotiation

Establishment, modification and release of QoS requests

Groups of single related reservation requests (e.g. for bi-directional services)

Retrieval of accounting and measurements information

m [ @ m
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3.2.2 GUlsand Converters

The effective reservation, as mentioned in paragraph 3.1, takes place at the ACA through the delivery by the
EAT Manager of a reservation request comprising, among other things, the network service and the SLS pa-
rameters. The easiest way to provide a QoS reservation GUI consists in offering a reservation request termplate,
amirror of the ACA reservation request, where the parameter values have to be filled (Figure 3-3-A). This ap-
proach is alas not very intuitional for ausual end-user.

In fact, a usual end-user is normally not a network specialist and therefore not able to handle the reservation
request at network level. He wantsto verbally express the QoS he perceives or requests at application level. At
end-user level, QoS depends, on the human senses: sight, hearing, and on the perception of time-related behav-
iour. User-friendly descriptions for QoS correspond to a universal comprehension of applications and ideally
make reference to well-known similar “services’ from everyday life, like TV, VCR, hi-fi, or telephone, etc.

The Converter implements a mechanism — based on a mapping between end-user level, application level and
network level — supporting the reservation process. This mechanism enables the construction of user friendly
GUIs (Figure 3-3-B) where end-users can decide easily on aquality level for their current session.
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A: QoS selection GUI without converting mechanism
B: User friendly QoS selection GUI after conversion, for legacy applications
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The underlying concept for these mappings is the Application Profile. An Application Profile corresponds to a
formal description of an application at end-user level aswell as at network level. More specifically, the Applica-
tion Profiles specify and store the high-level abstraction of the application’s QoS requirements for the end-
users, and also the estimated traffic specification of the application flows.

Application . 1x ApplicationType
1.* | ApplicationProfile -
ServiceComponent 0.* 1.* S Type
1 1
1.*
Technica Characteristic o L Technical CharacteristicType
1
1 corresponds i
: - SessionCharacteristicType
SessionCharacteristic 0.* 1x

Figure 3-4: Smplified UML class diagram of the description of an application. At a general or “ meta” level,
an Application can be associated to ApplicationTypes like "video conferencing”, “ voice over I[P, “ stream:
ing media” , etc. The“ video conferencing” ApplicationType for exampleis described by the ServiceCompo-

nentTypes: “ video” , “ voice” and “ data” . A ServiceComponentType itself is described on the one hand by
network-oriented Technical CharacteristicTypes, e.g. the codecs, on the other hand by the user-oriented Ses-

sionCharacteristicTypes like “ picture size”, “ sound quality” , etc. A concrete application is described by a
concrete Application Profile summarising the different possible QoS options and values for the concrete dif-

ferent ServiceComponents, Technical Characteristics and SessionCharacteristics.

In the sample case of a video-conferencing application, the concrete profile (in our case an XML file) contains
the list of the service components with their quality options and technical sets of values. For example Net-
M eeting has an audio, avideo, and a data service component. The video service component has three possible
options (fixed by the application itself): “high quality”, “medium quality”, and “low quality”. Each option has
many session characteristics sets and their corresponding technical characteristic sets (see Figure 3-5).

The converter on the basis of the end-user information (login, SLAS, available QoS) and the session character-
istics of the application profile prepares the user-friendly GUI and presentsit to the end-user like in Figure 3-3-
B. The corresponding technical characteristics parameters, whose values have been determined by measure-
ments, remain transparent for the end-user. The Converter then maps (one to one mapping) and transforms the
end-user selection into areservation request using the corresponding technical characteristics values.

<ApplicationProfile name="Net Meeting" version="3.01" type="MJILTI MEDI A" >

<Servi ceConponent type="VIDEQ'>
<description>There are three Options for Video</description>

<Option optionl D="Video_1" description="Video Low Quality scenario">
<Sessi onCharacteristic>
<Sessi onCharacteristi cParaneter>
<nanme>Vi deo quality</name>
<descri ption>percei ved video quality</description>
<qual ifier>"low'</qualifier>
</ Sessi onChar act eri sti cParaneter>
<Sessi onCharacteristi cParaneter>
<name>W ndow Si ze</ name>
<descri ption>wi ndow si ze</descri pti on>
<qualifier>"small"</qualifier>
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</ Sessi onChar acteri sti cParaneter>
<Sessi onCharacteristicParaneter>

<nanme>Net wor k Speed</ name>
<descri ption>sel ect ed network speed</description>
<qualifier>"fast"</qualifier>
</ Sessi onChar acteri sti cParaneter>
</ Sessi onChar acteristic>
<Techni cal Characteristic>
<servicel D val ue="PVBR"/ >
<TrafficSpec>
<PR Unit="bit/s">270000</ PR>
<BSP Unit ="byt es">10000</ BSP>
<SR Unit="bit/s">160000</ SR>
<BSS Uni t ="byt es">12000</ BSS>

</ TrafficSpec>
</ Techni cal Characteristic>
</ Option>
<Option optionl D="Video_2" description="Video Medium Quality scenario">

Figure 3-5: Extract of the NetMeeting profile, 1¥ option of the video service component

In this manner we are able to provide QoS to usual end-user in auser friendly way. This mechanism is particu-
larly adapted for legacy applications, although it is not easy to determine the parameter values.

3.2.3 Proxy Framework

Applications, especially multimedia ones, usually open data connections with the use of connection setup pro-
tocols. Example protocols are the Session Initiation Protocol (SIP) and the H.323 protocol suite for the setup of
IP telephony calls. As already mentioned, for the correct classification and marking of those user flows at the
ingress of the core network, the source and destination |P addresses and TCP/UDP port numbers of the con-
nection are required. However, the port numbers are always not well-known and usually are negotiated during
the call setup.

SIP Proxy

H.323 Proxy

Proxy Manager

EAT
Manager

RSVP daemon

Packet Filter

Figure 3-6: The Proxy Framework

The main goal of the Proxy Framework [Proxy] is to interfere in this protocol exchange, intercept and translate
the messages, extract their content and pass it to the EAT Manager. The Proxy Framework consists of a set of
Application-level Proxies or Protocol Gateways. There is one Protocol Gateway for each connection setup pro-
tocol. The Protocol Gateways are instantiated and controlled by a central entity, the Proxy Manager (PM). The
Proxy Manager is also responsible for the communication with the EAT Manager. The internal structure of the
Proxy Framework is depicted in the Figure 3-6.
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As can be deduced from the figure, apart from the supported Protocol Gateways, two more modules comprise
the full Proxy Framework: the Packet Filter and the RSV P daemon. Both modules reside at the egress of the
user’s access network, usually inside the edge router or the corresponding firewall. The Packet Filter operates
in acomplementary mode to the Protocol Gateways. Itsmain roleisto filter all packetsthat cross the boundaries
of the access network and perform measurements on selected IP flows. Such measurements include token
bucket measurements that will assist the EAT in determining the correct parameters for a reservation, but also
simple QoS measurements like throughput and two-way delay. The Packet Filter is also used for the detection of
new flows with possible multimedia content, based on the RTP Payload header field.

The RSV P daemon module is used for the transparent support of RSV P-aware applicationsin the AQUILA ar-
chitecture. In this way, RSV P can be used as another QoS signalling mechanism next to AQUILA’s CORBA
based signalling. Following the IntServ-DiffServ interoperability model [Int-Diff], the RSV P daemon forwards
transparently the RSV P messages within the DiffServ core network and intercepts them at its edges. The con-
tent of the PATH and RESV messages is consequently passed to the EAT Manager for the establishment of
reservation by the Resource Control Layer.

3.3 User scenario

In this paragraph we present a scenario that describes the succession of the EAT operations when a user re-
quests QoS for his application.

1. Login: Inafirst step, the end-user logsin to the Resource Control Layer with his user name and pass-
word through the EAT web portal. The EAT Manager creates anew local user object and forwards the
login datato the ACA in order to check whether the user is registered or not.

2. QoS Offer: There are two ways to offer QoS to the end-user: an advanced mode for specialists, and a
usual mode for non-specialists:

a.  Advanced mode The user gets a technical oriented and very detailed QoS reservation form
that has to be filled. This form includes the network services offered by the AQUILA RCL.
The user has to select the appropriate service and provides all the required parameters
(Figure 3-3-A). Those parameters include the addresses and port numbers of the flow, itstraf-
fic profile aswell asthe requested QoS.

b. Usua mode: In this mode the QoS is offered as pre-defined QoS options. First, all applica-
tions supported by the EAT are presented to the user. Second, after the selection of an appli-
cation, the end-user gets the available QoS options (Figure 3-3-B). Eventually, the selected
option is passed to the Converter, which is responsible for the preparation.

3. QoS Reqguest: By clicking the “submit” button the reservation data are sent to the EAT Manager. The
EAT Manager determines whether the request can be forwarded to the ACA immediately, or if addi-
tional information data are needed from the Proxy Framework: as discussed in paragraph 3.2.3, for some
applications the TCP/UDP port numbers are not known in advance but they are negotiated during call
setup. Two cases are foreseen:

a.  No Proxy isneeded: A new local reservation object is created, and — if al necessary parame-
ters are known — the Reservation Request can be sent to the ACA. The end-user isinformed
of the success of the request. He can start the application with QoS.

b. A Proxy is needed: The reservation is marked as “provisional” and registered at the Proxy;
the flow parameters are not known at that time. So the reservation cannot be requested at the
ACA. The Proxy, after the start of the application (for example a NetMeeting conference ses-
sion) is going to detect the missing flow parameters (e.g. the dynamically negotiated port
numbers), and then sends them back to the EAT Manager. It can afterwards make a regular
Reservation Request at the ACA. The user can now close hisweb browser and use the appli-
cation with QoS.

4. Reservation Release: At the end of the application session, the end-user can release his reservation(s)
by using a separate web page, and consult the accounting information (such as traffic volume, dura-
tion) of the QoS session. The release message is forwarded by the EAT Manager to the ACA in order
to de-allocate the network resources.
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5. Logout. As an option, the end-user can also logout from the EAT and the RCL. In this case all his ac-
tive reservations are automatically released.
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Figure 3-7: QoS scenario between end-user, EAT, and ACA B

4 Implementation Issues

The RCL as well as the EAT itself have modular architectures with well-defined communication interfaces in
between. These interfaces are specified in the programming language independent Interface Definition Lan-
guage (IDL), and the communication between the different components relies mainly on the Common Object
Broker Architecture (CORBA), the OMG’s vendor-independent architecture and infrastructure that computer
applications use to work together over networks. As an example, the Proxy aswell asthe EAT Manager specify
methods for their asynchronous communication (see the scenario in paragraph 3.3), namely registerApplica-
tion() in proxy.idl and setNetworklInfo() in eatManager.idl.

The EAT as well as all other components of the RCL are implemented in the platform independent, object ori-
ented programming language Java. Furthermore, modern Java technologies are used for the following purposes:
The EAT sgraphical user interfaces, i.e. the web pages, are realised by Java Server Pages (JSPs) [JSP] based on
Java servlets [Servlets], due to their partly dynamically created content. Network configuration data as well as
network services are stored in a central directory service accessible via the Lightweight Directory Access Pro-
tocol (LDAP). The application profiles are — due to the need for aflexible, hierarchical structure — specified in
the eXtensible Markup Language (XML) [XML].

The use of JSPs and servlets in combination with the EAT API that offers QoS options and supports QoS re-
quests, makes it possible to create complex internet services that integrate and bind existing well-known inter-
net applications in a common QoS supporting portal. The main advantage of a web-based approach is the fact
that no modifications to applications or to the operating system are necessary. No installation of QoS agentsis
needed on the end-user hosts; aweb browser need only be used for the user to make QoS requests.

5 Conclusionsand Outlook

In this paper we have presented a web-based architecture for the support of QoS for legacy applications. The
End-user Application Toolkit (EAT) is a middleware residing at the access of the network that provides the
mechanisms for the presentation of network services to users, for the selection of the appropriate service, as
well as the supervision of the received quality. The EAT provides high level abstractions for QoS parameters, in
an effort to make QoS selection by the users an easier task. The EAT focuses on legacy applications; popular
currently used applications that cannot be modified to leverage the QoS capahilities of a QoS-enabled network.
However, new applications can be created that use the EAT QoS API for QoS support.
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The main strength of the EAT approach is the help that it provides to average users. Most users are not able to
express their QoS requirements in quantitative terms. For instance, they cannot know what is the upper limit for
tolerable packet delay or jitter in an IP telephony session. Moreover, they cannot provide the traffic specifica-
tion of their application flow. What they can do is select arelative level of quality: good, medium or no quality.
The EAT provides a high level abstraction of QoS in away comprehensible to the normal user and maps the
selected level into actual QoS parameters.

The web-based architecture of the EAT is another advantage of the AQUILA approach. Users can make reser-
vations for their applications by usingonly their web browser. No special softwareis required on their hosts.

A result of this approach is that applications cannot be directly aware of QoS. Since they cannot be modified,
they cannot make reservation requests by themselves or cannot be informed directly about the quality of ser-
vice received. More important, the output of the applications, i.e. the traffic produced by an application cannot
be influenced by the EAT, in order to comply with the agreed traffic profile. Contrary to the application adapta-
tion approach where the application adapts its traffic according to network conditions, reservation adaptation is
selected for the EAT: through the GUIs, users have an overall view of the network performance and can accord-
ingly send anew reservation to the RCL.

The End-user Application Toolkit provides the most viable and efficient solution for QoS support for legacy
applications. With little effort, many legacy applications can be supported by our architecture. This effort in-
cludes testing the application in order to find its fundamental traffic characteristics and devel oping the appro-
priate Application Profile. For some applications aso, the implementation of a Protocol Gateway may also be
required.
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