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Executive Summary

The aim of the AQUILA project isto create, implement and eval uate a scalable enhanced end-
to-end Quality of Service architecture for IP networks. During the ongoing project, the
AQUILA project partners will observe the Internet2 initiative as well as IETF and other re-
lated activities not only to be as open as possible to new developments, but also to actively
contribute.

This deliverable collects an overview and identifies quality of service sensitive products as
well as implementations which could be the base for the project at an early stage. First rec-
ommendations for the project are given.

Both provider and user requirements will be summarised in order to be in the position to
establish a customer friendly environment that is manageable and scalable as well. To meet
the actual user requirements, questionnaires were designed for both end users and business
customers. The subjectively felt insufficiencies of the current internet were addressed as well
as the preferred services and the access methods used.

Derived from the collection of information which are presented in this WP1.1 deliverable the
following items are initial recommendations for the other WPs of the project:

» The starting point of the AQUILA architecture will be a light DiffServ solution. Light
DiffServ means the reduction to very limited service classes which are characterised by a
set of technical parameters and identified by their codepoints.

» Key services were identified and their traffic requirement characteristics evaluated to give
guidance to WP 1.2 in defining the service classes. Agreement was obtained to support 2
to 4 service classes, where 2 is the system inherent minimum number of classes and 4
service classes were found to be sufficient to satisfy the key applications' needs. Each
service class should have equa handling and an equal parameter set.
A preliminary system of 4 service classes was proposed, consisting of the “Premium
Voice’ (for delay and jitter sensitive applications, e.g. Voice over 1P), the “ PremiumMul-
tiMedia’ (delay sensitive applications), the “PremiumMissionCritical” (loss sensitive ap-
plications) and the “ Standard” (traditional best effort) service classes.

* An important requirement for a provider is the ability to offer VPNs to business custom-
ers, MPLS may be used for this purpose. The importance of MPLS is recognised, but
MPLS will not be an essential part of AQUILA during the initial efforts. First trials MPLS
exploitation focuses only on VPN awareness.

* RSVP isaccepted only as a possible solution for access signalling, not for end to end res-
ervations through the core network.

* In order to be able to offer, guarantee and account for the offered services, the provider
needs measurements of the achieved performance in each of the classes. For this purpose,

Page 2 of 113



IST-1999-10077-WP1.1-DTA-1101-PU-R/b0

NSO
A@I LA Analysis and Reguirements Report

distributed QoS measurement systems per service class will be developed and per-
formed during two trials.

For the trials solely DiffServ and QoS aware commercial router platforms available at
the partners will be used. Policy-based QoS management is only in the early stages of de-
velopment and the approach differs from vendor to vendor, but the policy-based idea will
still be observed during the project as progress is made quite quickly. For the Resource
Control Layer the use of SUN workstations is planned. Hardware analysers/generators as
well as measurement software tools appropriate for the trials are commercially available.
Specialised software for IP tuning i.e. traffic shapers can be applied to network el ements.

Prior to the first trial, performance tests of the available edge routers will be performed.
The router software releases will be evaluated regarding their QoS features. As most of
the available equipment is CISCO-made, the various |OS releases have to be checked.

QoS IP software components, software development platforms, simulation packages, and
tools for measurement were investigated. On the level of standard PC operating systems,
support for QoS is implemented in Linux and Windows2000. The project will focus on a
platform independent solution. JAVA (1.2.x), with availability of a CORBA imple-
mentation, was chosen as the most promising platform for software development as it a-
lows operating system independent applications.

Regarding middleware, athough there is a huge choice, CORBA was found to be the
most promising. It seems to be the right choice for the implementation of the resource
control agents (RCA, EDA) and the End User Application Toolkit interface in AQUILA.
UML will be used for/during the analysis and design activities of the project (use case
view, logical view...). The preferred CASE (Computer Aided Software Engineering) tool
is Rational Rose.

QoS routing will not be part of the first trial.

Theinitial efforts (1% trial) will not deal with inter-domain issues.

Development of specific hardwareis not part of the project.
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1 Introduction

This report constitutes the first deliverable according to the AQUILA project working plan for
Workpackage 1.1. The main objectives of WP1.1 are:

* requirements analysis from the end users and providers point of view,

e continuous market analysis for identifying products, implementations and upcoming
trends, as well as available tools for supporting QoS in IP networks,

» following up the standardisation activities to identify the most suitable solution.

The objective of the report is to make an initial step to place the project in the state of the art
of Quality of Service support for IP networks. Analysis of user requirements, standards, as
well as market products for QoS supporting should constitute the guidelines for the further
stages of the project.

The first step, essential for the system specification, is the analysis of network user re-
quirements (home subscribers as well as business ones). This analysis will be conducted
based on selected groups of QoS application users. During the project the following target
groups of users will be interviewed: Web users, viewers and listeners of Internet stream appli-
cations, individual customers of IP telephony etc. In order to understand the specific needs of
each group, an extensive survey will be conducted based on a specially prepared question-
naire.

Another set of requirements comes from the providers perspective. The main focus of net-
work operators is on manageability, network availability, scalability, chargeability, security
and administrability in the following areas:

* Provisioning and allocating core network resources
* Measuring and probing,
» Core access.

Next group of requirements defines ser vice aspects corresponding to working criteria of stan-
dards and key Internet applications, jointly with their demands.

For achieving the project goals, the continuous market analysis of existing products for QoS
support is necessary. The report provides the analysis of hardwar e and softwar e products as
well as an overview of implementations and tools for dedicated QoS in IP networks. This
will be helpful for choosing equipment (i.e. routers), software products and tools appropriate
for the AQUILA project.

Page 10 of 113



IST-1999-10077-WP1.1-DTA-1101-PU-R/b0

NSO
A@I LA Analysis and Reguirements Report

In order to guarantee, that the AQUILA project follows the right direction, it is necessary to
track the standar disation activities held by IETF and other organisations, as well as the prog-
ress made in the other relevant projects (e.g. Internet 2, other IST projects). On that basis the
appropriate methodologies, models and mechanisms for QoS provisioning will be adapted
and/or extended for achieving project goals.

Thisreport is organised as follows. After short introduction (chapter , the user requirements
for QoS are presented (chapter [2). In the next two sections (chapter [3 and[4), the provider and
service requirements for QoS are analysed. Then, the hardware products available on the mar-
ket are presented (chapter E) Software products and implementation as well as products for
QoS network management are described in chapter [6. Chapter [7 is devoted to the tools that
can be useful for development of software components and for performing measurements in
the first tria in the project. Standards and related projects concerning QoS in IP networks are
analysed in chapter |8l The first look on methodologies and models for QoS provisioning are
presented in chapter B Each chapter contains a last section which summarises the recommen-
dations which could be given from WPL.1 to the project.

At the end, the list of abbreviations and references are included. The report contains two an-
nexes. the first contains the end user survey questionnaire while the second is a template for
hardware products evaluation.
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2 User Requirements for QoS

The user requirements analysisis a substantial part of the entire analysis process. In particu-
lar, the QoS related requirements of target users are needed for the AQUILA system specifi-
cation. Target users are business customers and individual customers. The AQUILA system
architecture as well as all software and application development is supposed to satisfy these
requirements. After trial completion AQUILA evaluation will be measured based on the re-
quirements discovered by the user requirement analysis.

User requirements consist of two different requirement sets:
a) End user requirements
b) Business user requirements

End user requirements specify the particular needs of individual customers. The target group
of end users includes Web users, viewers and listeners of Internet stream applications, indi-
vidual customers of [P-based telephony etc. In order to understand the specific needs of that
group an extensive survey will be conducted. This survey will be based on a questionnaire
(see Annex A). The questionnaire will be presented to the subjects via a WEB- based- form.

Subjects include WEB- users (e.g. customers of online-services) and for reference purposes a
selected number of employees. Survey results will be gathered automatically. Analysis of re-
sult data will be conducted based on statistical tools. Analysis results will be presented in an
appropriate way (e.g. diagrams, tables).

Business user requirements specify the particular needs of business customers. The group of
business users includes companies that are potential customers for the system. In order to un-
derstand the specific needs of that group an extensive survey will be conducted. This survey
will be based on individual interviews with the respective executives. Interviews are based on
specific scenarios and question catalogues (see chapter[2.2). In order to compare results inter-
view protocols will be formalised. Analysis of result data will be conducted based on statisti-
cal tools. Analysis results will be presented in an appropriate way (e.g. diagrams, tables).

2.1 End User Survey

The End user survey will be conducted based on a special questionnaire. The gquestions shown
in Annex A are intended as a basis for the actual questionnaire. Final questionnaire will bein
German (internally) and English (for the project) language. Actual phrasing and the visua de-
sign of the future WEB-based questionnaire forms is not subject to this report. Usage of tech-
nical terms does not apply to the final form.
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2.2 Business Customer Survey

The Business customer survey will be conducted via individual interviews. We plan to inter-
view about 5 subjects. The group of subjects will include responsible executives of related
Bertelsmann companies like Bertelsmann Media Systems, MediaWays, Lycos as well as ex-
ecutives of other Internet companies like Cityweb etc.

The selection below can be seen as major topics to be asked in these interviews. Grouping to
subjectsis done later.

What is the business of your company?

Which products do you offer?

What isthe annual revenue of your company?

How many employees do you have currently?

Do you belong to the Internet industry?

Do you focuson "Quality of service" in the Internet?

How do you currently monitor, enable, provide QoS?

What are the current bottlenecks concerning a proper service provision?

What bandwidth does your major application require typically?

Isthe provision of acertain level of QoS by your ISP an important topic?

If you could get a certain level of QoS how would that influence your business models?
How much would you benefit if edge routers could classify traffic into two classes of im-
portance and how would you like to determine classification rules (e.g. Configuring IP ad-

dresses, port numbers, providing application names, ...)

How much dynamics should be in such a system (e.g. signalling in real time, periodicaly

)

Do you have VPN requirements?
What are your plans concerning a QoS-network topology?
Do you provide traffic reports?

Do you plan to resell Internet services?
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2.3 Conclusion and Recommendations for the AQUILA Project

The user requirements analysis is a substantial part of the entire analysis process. AQUILA
conducts two different surveys:

* anend customer survey based on questionnaires and
» abusiness customer survey based on oral interviews.

From both surveys we expect a deeper understanding of the actual markets and exploitation
opportunities. The results will mainly influence the second trial phase. Early results of user
requirements survey will be employed by system specification.
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3 Provider Requirements for QoS

3.1 Introduction & Overview

Providing QoS adds further requirements that have to be considered by the provider. In afirst
approach we will distinguish 3 major areas of interest:

» The core network: Provisioning and allocating
e Measuring and probing
» Core access

In order to solve the basic and generalised problem of providing a service of defined quality,
the full chain between the originator(s) and the recipient(s) of the information to be transferred
has to be considered:

[USERS A\ (i =1) - PROVIDER A --- PROVIDERS --PROVIDER B - USERS B (j =1)

An agreement between a given USER A; and his PROVIDER A has to cover the complete
service description including accounting, technical service specifications (QoS) and all legal
issues. Thusit is necessary for the provider to be able to globally handle all issues in regard of
the service. In order to provide the agreed upon service across al entities, the relationships
between the QoS agreements have to be clarified. PROVIDER A has to be able to have are-
quested service of a certain quality to be continued in the bordering entity, actually using a
service of this entity.

Although QoS might give better usage of the available bandwidth, it does not create band-
width. Distinguishing service classes will give better service to certain classes at the cost of
giving worse service to other classes. Thus follows the need to condition the traffic using me-
ters, markers, droppers and shapers at the edge devices.

To guarantee service properties, measurements have to be performed. In a purely DiffServ-
based network, measurements are the only means to evaluate the network condition and to
provide or deny services of acertain quality.

From the customer's point of view the measurement enables him to verify his SLA and to
adapt if necessary. The extra clarity provided gives the user trust in his provider and enhances
customer's loyalty.

Depending on the network configuration probes in strategic locations such as inter-operator
gateways and content or application server farms might be useful.

To differentiate the users and their respective quality of service classes, authentication has to
be performed at core access. Accounting has to be based not only on access method, time or
data volume, but also on quality of service aspects.
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Prospects like application aware quality of service demand further extension of present con-
cepts. This leads to solutions like MPLS that perform rea-time data classification and data
specific network aware routing.

From the provider’s point of view there is a number of issues that have to be addressed
[12QoSWG9g]:

» Scalability: The nature of the internet traffic is changing. The flows required by advanced
applications initially might be small, but those will increase dramatically when the transi-
tion from “experimental” stage to full market deployment happens. Per-flow state QoS
approaches would cause serious problems in the forwarding engines, especialy in the core
routers that would have to handle thousands of flows.

* Administrability: Pure bandwidth will cease to be the one resource to be sold in favour of
QoS services. The provider has to be able to offer QoS features to the end user without a
huge overhead of network planning and a large operations staff. The administrative
mechanisms have to support flexible policing and exclude unauthorised use of QoS serv-
ices. Based on secure authentication, a policy framework and determination of resource
availability, admission control decisions have to be made. Specia emphasis should be put
on inter-operator interfaces. As mentioned above, the availability of resources is a key
factor and detailed network utilisation data is sensitive information. The amount of infor-
mation sharing should be restricted to the necessary minimum.

* Measurability: There have to be means for end users to audit their network performance,
aswell astoolsin support of measurement-based admission control mechanisms.

* Deployment: Changing all network elements in one big effort is hardly feasible and defi-
nitely not desirable. Deployment should be possible in an incremental way, also to gain
some experience.

3.2 Provisioning and Allocating

In a best effort style data delivery network like the internet, no kind of guarantee and only
limited estimations about the timing of the transmissions can be given. Therefor network
planning, mainly on basis of the ways of access and number of users, has to suffice as a means
of guiding and regulating traffic. As this will not be satisfactory for a provider who wants to
withstand competition and to create additional revenue by introducing new services as for in-
stance Voice over IP or streaming media, new means of provisioning or allocating resources
were and still are being developed. We would like to give an overview of the needs and the
different ways and methods, on how this can be implemented. Chapter adds some more
about Service Level Agreements and related parameters.

3.3 Measuring and Probing

The quality of a service can be defined as a set of functions (ACCESS, INFORMATION
TRANSFER and DISENGAGEMENT) with the criteria SPEED (e.g.: mean access time,
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mean transfer time, jitter, maximum disengagement time), ACCURACY (e.g.: rate of errors
during access or transfer, rate of premature disengagement) and DEPENDABILITY (e.g.: ac-
cess denial rate, transfer failures, rate of disengagement denials).

In order to enable auditing of the services, metrics have to be collected at each ingress and
egress of a domain, as well as dissemination and presentation requirements for these data. To
help with debugging and isolation of faults, metrics are required to be measured domain-to-
domain, with measurement points at inter-domain interfaces. End-to-end measurements
should be performed using the same metrics [12QosWG99].

Basicaly, 2 kinds of measurement can be distinguished:
a) Active measurements
b) Passive measurements

Active measurements are performed by injecting traffic into the network and measuring the
properties of the injected traffic.

Passive measurements observe properties of traffic by non traffic interfering means.

One-way packet loss and one-way packet delay measurements are typical examples of metrics
usually obtained through active measurement. Data transfer rate measurements on a specific
link are an example of a metric that have to be obtained through passive observation of traffic.
M easurements taken within one provider domain or end-to-end between application sites must
use the same metrics. The measurements of one domain must be a superset of the inter-
domain measurements.

All measurements should be taken as close to inter-domain boundary routers as possible.

Active measurement probes should have direct interfaces to boundary routers. These probes
are the sources and sinks of dedicated measurement paths terminating at the measurement
node.

Passive measurement probes must observe the traffic on inter-domain links without influenc-
ing it. Passive measurement probes should also be located on intra-domain links to measure
probe flows created by active measurement equipment.

Metrics that apply to asingle interface or some other entity are required to be collected at each
measurement point. Metrics that apply to inter-domain paths are required to be collected be-
tween each measurement point and all measurement points of a neighbouring domain.

To achieve reasonably consistent accuracy of timestamps across the measurement infrastruc-
ture, all participants should report timestamps as closely synchronised with UTC as possible.

One-way packet loss measurements should be conducted to estimate the packet losses. This
could be done more or less continuously to provide important background information which
might be needed to interpret other measurements performed.
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Traceroutes should be run along the active measurement paths using a traceroute utility capa-
ble of working in al service classes. It should be run between measurement machines directly
connected to the border routers of each domain. Metrics that could be derived from traceroute
measurements include frequency of path change and average length of time a path stays in
place. This is not only important planning information but also important for experiments
where knowledge about the path a data stream is took is needed in order to interpret other
measurements correctly.

3.3.1 Packet Delay Variation

Instantaneous packet delay variation is defined as the difference of the one-way delay of one
packet and the one-way delay of the preceding packet of the stream.

As this type of measurement is a differential measurement, clock synchronisation of distant
measurement pointsis not required.

3.3.2 Required Passive Measurements of Highly Dynamic Metrics

Standard MIBs do not support e.g. Diff Serv-specific measurement distinctions. The capturing
of these quantities may depend on their availability in vendor-specific MIBs.

3.3.3 Loads

Load measurements should be taken (at least once per minute) and should capture the number
of (IP) bytes sent on the measured interface since the last measurement taken. Link overheads
should be ignored in this measurement.

Load measurements could be taken with an external passive device with the capability of fil-
tering packets (to distinguish different count classes) or they can be taken by polling the ap-
propriate MIB counters every minute. Statistics of different traffic types should be collected
simultaneously so that the loads can be correlated with each other. The purpose of the load
measurements is to see what fraction of the link's capacity the different traffic types are using.

3.3.4 Interface Discards

In order to generate a complete picture of packet loss, it is necessary to measure actual packet
loss at router interfaces, as well as to audit paths actively for loss with the path loss metric.
Passive interface loss measurements should capture the number of packets discarded and the
number of bytes discarded from each behaviour aggregate. These measurements should be
taken at least once per minute. Both pairs of measurements should have values that reflect the
packets and bytes discarded since the last measurement was taken.

As with load, standard MIB-2 loss fields do not distinguish between behaviour aggregates. It
may be possible to capture these |oss measurements external to the routers with passive meas-
urement devices like protocol analysers. If measuring through polling MIBs, these polls
should be combined with the polls for the load measurements if possible, in order to synchro-
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nise all measurements in time, as well as to minimise the polling traffic overhead. The pur-
pose of the interface loss measurements is to be able to check the quality of the services on all
measured interfaces and to compare these measurements with the active "sampling” measure-
ments provided by the path loss measurements. These measurements can be correlated with
the passive |oad measurements.

3.3.5 One-Way Packet Delay

The path delay metrics are defined as the one-way packet delay metric applied to a behaviour
aggregate. This metric measures one-way delay between two network hosts, or measurement
points for a particular PHB. One-way delay is measured by injecting packets at one point di-
rected to another, and then watching as the packets arrive at the second point. If the two points
have synchronised clocks, the delay is the difference in wire times of the first bit sent at the
injecting point and the last bit received at the arrival point.

Since delay measurements should be taken continuously, small packets are required so as to
not disturb other traffic.

3.3.6 Measurement Data Presentation Requirements

A key goa of the measurement architecture should be not only to collect, but also to present
results in a consistent fashion between domains. It would be possible to build a coherent sys-
tem-wide performance data set that could prove valuable to network performance modelling.
Both summaries and raw measurement data should be made available through a standard in-
terface.

3.4 Core Access
First, let’s have alook at what kinds of network usage have to be expected:
QoS usage:
A) An advanced application requests bandwidth and other parameters for its duration.
B) A user requests a certain QoS for alegacy, non-QoS-aware application.

A and B imply the need for an interface to access QoS features in a standardised way. Fur-
thermore it should be possible to set-up QoS features “on the run”. In case that the requested
features cannot be granted, there should be the possibility to chose a fallback state, one of
these choices would be to cancel the application.

C) Static Quality of Service features
Traditional best effort usage:

D) Traditional applications with no specific demands are still running.
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Differentiated services can be provided user or application related. Even users having appli-
cation-related personal profiles can be imagined. Reduced to the commercia perspective, it is
clear that for most cases when better than best effort service is granted, higher pricing is a-
lowed. To guarantee secure and safe access to these services and thus fair billing, user authen-
tication, eventually authorisation and furthermore accounting has to be possible.

Another aspect is server initiated QoS, as for instance streaming media, or other QoS on de-
mand services.

3.5 Conclusion and Recommendations for the AQUILA Project

The provider hasto be in control of accessto the different service classes and must be in a po-
sition to judge and prove the service delivered. Measurements of each service class perform-
ance must be performed as close to inter-domain boundary routers as possible. Inter-domain
links must be observed passively. But passive measurement of throughput, loss per traffic
class and buffer queue filling in the core routers are also necessary for dimensioning purposes
(e.g. detection of local overloads, evaluation whether amount of prioritised traffic may be in-
creases or have to be decreased).

Here are further recommendations concerning provider requirements:

e The number of service classes should be limited to a maximum of 4 to allow proper han-
dling in a scalable environment. A minimum of two is required.

» Each service class should have equal handling and an equal parameter set for systematic
reasons.

* Inorder to provide QoS to legacy applications, an interface for accessing QoS featuresin a
standardised way has to be created.

* Oneimportant requirement for a provider is to be able to offer VPNs to business custom-
ers. For this purpose MPLS may be used.

» A standardised interface for inter-provider QoS must be defined.

* MIB interfaces must be open to have efficient access to passive statistics of routing enti-
ties.
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4 Service Requirements for QoS

Traditional "best effort” IP traffic is good enough for the traditional breed of applications as
for instance E-mail, but new Internet applications like multimedia applications or |P telephony
emerge. Their demands are alot more specific as for example strict timing, low jitter or low
end-to-end delays. Increasing the total bandwidth is not enough.

As a consequence new methodol ogies have been developed and more development is still
going on to provide Quality of Service, wherein quality should not solely be understood as
added bandwidth, but also in its generic meaning, in what kind of service should be provided.
Quality of Serviceisthe ability of a network element to have some level of assurance that the
service requirements can be satisfied.

4.1 Working Criteria of key Internet Applications

The characteristics of a service can be defined as a set of functions (ACCESS, INFORMA -
TION TRANSFER and DISENGAGEMENT) with the criteria SPEED (e.g.: mean access
time, mean transfer time, jitter, maximum disengagement time), ACCURACY (e.g.: rate of
errors during access or transfer, rate of premature disengagement) and DEPENDABILITY
(e.g.: access denia rate, transfer failures, rate of disengagement denials). Based on this, we
will describe the working criteria of some key applications.

4.1.1 Voice over IP

One of the most interesting topics for network operators is definitely Voice over IP as it
promises to enable major savings in comparison to SCNs and thus additional revenue. It is
clear though that the requirements of telephony are far off from the standard IP features.

Quality of Service for telephony is characterised by the call set-up quality and the call quality.

The call set-up quality depends on the accumulated signalling delays, set-up delays as well as
processing delays to back-end services such as directory services or authentication services.

The critical factors for call quality are the total end-to-end delay (including its variance - jitter)
and the speech quality. || able 4-1|shows thisin more detail.

Call Set-upTime End-to-end delay Jitter Bandwidth
ITU-T Recommendation{ITU-T Recommendation G .114, ETSI ETR 250 &|ETSI TIPHON, one way|Guiding value from
E.721: ETR 275: jitter: different standards

Local calls <3s Small delays (10-15 ms): Not perceivable Good: < 75 ms 2 x >8 kbps

International calls <8 s | Delays up to 150 ms: Require echo control, but Medium: < 125 ms
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do not compromise communication

Delays from 200 ms to 400 ms: Effectiveness of | Poor: < 225 ms

the interaction lower, but can still be acceptable

Delays >400 ms: Voice communication quite

difficult, conversation rules are required

Table 4-1: | P Telephony criteria according to ETSI project TIPHON

4.1.2 Video Applications

The video applications as for instance video conferencing, tele-teaching, broadcast TV etc.
can be subsumed in 3 groups:

A) Conferencing
A 2 way multipoint application with 2 or more participants.

Two-way, one stream per user. Thisis more or less, from the user’s point of view, an ex-
tension to voice (over IP) services - same protocols (H.323)

B) Broadcasting
A multicasting/broadcasting of video (mostly including audio) content.
One-way, one-to-many; one stream to an unlimited number of recipients
C) Video on Demand
Typically unicasting of one stream per viewer.

(One-way, point-to-point)
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Video Audio
Quality Appr. Bandwidth Quality Appr. Bandwidth
Broadcast (TV) (220 Mbps) HIFI/STEREO (1.2 Mbps)
> 3 Mbps 128 - 400 kbps
VCR/VHS (41 Mbps) Telephony ~8 kbps
0.5 Mbps
Video Conferencing > 64 Kbps

values of uncompressed data bandwidth requirements in parentheses

Table 4-2: Bandwidth requirements of video applications

Defining TV quality as sufficient broadcast quality, a bandwidth of approximately 220 Mbps
is required for a video stream. provides additional information of required band-
width. Due to video compression this can be reduced drastically. The audio stream require-
ments are orders of magnitude smaller.

The further requirements differ quite alot.

Video on demand and broadcasting users do not mind a total start-up delay in the order of
seconds or even a few minutes. The main requirement here is an apparently close-to-constant
transmission. This has to be achieved by pre-buffering to at least prevent the influences of jit-
ter. In a "best effort" network, short term net congestion is also a major threat to video
streams. Currently this problem is treated by even more buffering.

Video conferencing has a lot less needs in respect of bandwidth due not only to lower resolu-
tion video, but also to the fact that the transmitted stream is very specific: The transmitted
picture is relatively static so that temporal compression is extremely effective. The crucia
points in video conferencing concern audio. The same requirements as in Voice over IP have
to be met as research showed that human perception is much more sensitive to audio timing
than video timing. The main demands on video are low delay and multicast delivery

The framework for Audio/Video is RTP/RTCP (Rea-time Transport protocol/Real-time
Transport Control protocol). Different profiles for the payload are specified adapting RTP for
various applications. As audio and video information is carried in different streams, it is pos-
sible (and advisable) to use different QoS.
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4.1.3 Virtual Leased Lines (VLL)

Currently VLLs are hardly ever realised using IP techniques only, mostly lower layers are the
basis. In a QoS network it should be possible to set-up least line emulation that mimicry "con-
nections’, providing a guaranteed bandwidth and some timing characteristics (e.g.: A "least
line" that fulfils its promise of a bandwidth of for instance 64 kbps by transmitting nothing for
0.9 seconds and 640 kbps for 0.1 seconds, might not be appropriate.) Within this "connection™
all QoS protocols should be deployable.

One possible reason for the above are mission-critical applications as for instance SAP.

4.1.4 Virtual Reality Applications

Virtual Reality environments as for instance distributed simulations require certain levels of
bandwidth, latency and jitter. [Crowcroft98] In genera they use both reliable and unreliable
protocols for unicast, broadcast and multicast. Unreliable protocols have the benefit of utilis-
ing lower bandwidth and having less latency. Multicasting has the important property that
messages are sent only once as the multicast protocol distributes them.

There are 3 important criteria for distributed interactive environments.

» Scalability: The possibly dynamically changing number of participants should not influ-
ence the quality of the application.

» Interaction: The view of the application at each location must not be dependent on the
network delay.

» Consistency: The localy computed view of the global state must be the same for al par-
ticipants.

These 3 factors are influenced by 2 sets of parameters, the relevant network parameters (net-
work loss and network delay) and the application parameters (application state consistency,
number of participants (the network should be able to carry the amount of traffic generated by
al participants), the messaging frequency, the application speed (display update frequency)
and the synchronisation delay).

Some applications require packets to have particular inter-arrival rates whereas in many cases
the network only has to sustain an average rate, so the receiver can correct jitter. In large het-
erogeneous networks, a global transmission clock is hard to provide, so if the receiver clock
does not drift too quickly, an adaptive play-out buffer of twice the inter-arrival variation can
be used to restore the play-out times of packets. By taking rolling averages of the inter-arrival
times, the buffer size can be adjusted. [Makrakis99]

In [Makrakis99] it is suggested that after non-restorable QoS-violations, the users (directly via
the user interface) or applications should be informed in order to intervene which could lead
to re-negotiation of a degraded QoS or to abortion of the application. Three services are de-
fined:
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* QoS-violation messages,

» Available QoS messages (After QoS-violation, the amount of QoS that can be provided is
transmitted),

» Allocate QoS requests .

4.2 Working Criteria of current Legacy Applications

The current standard applications like e-mail, http, ftp or chatting do not have strict require-
ments as their timing needs are very elastic (this does not directly apply to chatting, but as the
required bandwidth is relatively low, even there "best effort” is most of the time sufficient).

It has to be kept in mind though that QoS can drastically enhance business opportunities by
enabling better service provision. Real-time auctions for example definitely gain credibility
and thus interest by guaranteeing equal chances to every bidder. Personalised portals accep-
tance depends largely on the user's ability to reliably and instantly access his or her pages.

4.3 Requirement Matrix

4.3.1 Weighting of Criteria Importance

Thisisafirst attempt at assigning relative importance values to selected information transfers.
The values show the importance of the relevant criterion:

--: Not important

- Small importance

+: Important

++: Very important, essential

The bandwidth requirement column values differ in that they show quantity classes:

- <64 kbps
+: <512 kbps
++: > 512 kbps

It is obvious that not all assigned values of are of general validity, but the values try
to reflect the "worst case” as for instance in Video Broadcasting, TV quality requiring severa
Mbps. The values for WWW have been chosen with graphically rich sites in mind that will
gain in popularity with the rise of user access by means of x-DSL or cable. The VLL values
are valid for emulation of leased lines that are able to provide every kind of QoS within. (The
"++" in bandwidth requirement is necessary to make the VLL concept universal). These are of
course not the minimum requirements, but the requirements for an ideal leased line.
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Connection | End-to-end | Bandwidth Bandwidth control Jitter
Set-up Time delay Requirement| (bandwidth fluctuation)| control Comment:
Voice over IP + ++ ++ ++
Video Conferencing/ |+ ++ ++ ++ Jitter can be filtered by buffer-
Audio ing only within limits -> E2E
delay!
Video Conferencing/ [+ ++ + + - Jitter is filtered by buffering
Video
Video on Demand ++ Jitter is filtered by buffering
Video Broadcasting ++ Jitter is filtered by buffering
VLL ++ ++ ++ ++ ++ "Ideal" leased line
(Alternatively
permanent)
Virtual Reality + + + ++ + Requirements might differ dep.
Environments on application and realisation
QoS feedback might be es-
sential
E-mail
WWW + - + Based on user convenience
and content rich sites
Chatting + +
FTP

Table 4-3. Weighting of selected traffic parameters

4.3.2 Methodology

Differentiated Services give only relative prioritisation, no guarantees. As a consequence,
even the best class cannot guarantee to stay within the application requirement limits under
heavy load. Following recent discussions, bandwidth will not be a major issue in the near fu-
ture, yet massive over-provisioning cannot be the solution and definitely will not be the solu-
tionin al network areas.

Many new applications need to have connection-like network behaviour. Therefore, MPLS
which can be used to simultaneously perform traffic engineering and offer differentiated
services, seems to be a viable solution. The connection-like aspects of MPLS allow traffic en-
gineering for IP at layer 3 and add a level of abstraction from the transport medium.

4.4 Conclusion and Recommendations for the AQUILA Project

The services which were identified as being or representing the most important ones were ex-
amined to identify the flow characteristics that are responsible for user perceptible QoS. The
identified characteristics were delay (Voice over 1P, Multimedia), level of jitter (Voice over
IP) and loss (mission-critical applications). Based on the service requirements it was found
that the number of classes will be 2 to 4, as 4 classes (including best effort) can definitely sat-
isfy the obvious requirements. The minimum number of 2 classes as proposed by some com-
mercial entities follows from the principle of Differentiated Services.

The starting point for AQUILA is going to be a “light DiffServ” solution. A preliminary sys-
tem was proposed by DTA ([Table 4-4):
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Service Class Typical Application Requirements
“Premium Voice’ \/oice over IP Delay & Jitter Sensitive
Small Packets
“PremiumMultiMedia”  |Streaming Delay Sensitive
Low Delay
“PremiumMissionCritical”  |SAP, interactive games Loss Sensitive
Low Loss
“Standard” FTP, e-mail Best Effort

Table 4-4: Light DiffServ Solution

Names of service classes are still not fixed. The so called PremiumVoice class could be seen
as a light EF class, which could be used aso for time critical applications like videoconfer-
encing or virtual reality applications.

The final system of classes will be developed in WP 1.2/WP 1.3. After defining the technical
background naming will be investigated again.

MPLS within thefirst trial is only taken into consideration to cover the VPN aspect.
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5 QoS aware Hardware Products

This chapter provides an overview of some available router platforms in terms of their QoS
related features and capabilities. Most of the information is on Cisco Systems products, as
Cisco is the market leader in the area and the most likely candidate for the trial networks. It
should be noted that this information is rapidly changing, and it is difficult to predict different
vendor's future roadmaps.

5.1 Cisco Systems

Cisco, headquartered in U.S.A, is leading manufacturer and provider of data and especially 1P
—network solution. In 1999 Cisco’s net sales was US $12.2 billion and net income US$2.1
billion. There are approximately 23.500 employees working for Cisco world-wide. Cisco
claims to have an 80 % market share of IP router technology.

Cisco is one of the most active vendors in the IP QoS development and standardisation work.
The main IP QoS related technologies that Cisco aready provides or has plans to provide in-
clude:

» Standards-based DiffServ in the access and in the core. Some of the functionality is how-
ever currently restricted only in the use of precedence bits. The main mechanisms to im-
plement DiffServ are token bucket policing and marking (known as Committed Access
Rate, CAR), traffic shaping, priority queuing, CBWFQ and MDRR for scheduling and
WRED for queue management. The availability schedules and performance issues are
platform dependent. In the current software versions Cisco uses mainly only precedence
bits (in some casesit is possible to use ToS as well). For example in WRED can only be
based on precedence and not on DSCP as in Assured Forwarding RFC.

* RSVP and Integrated Services. These are already available on amost al platforms, but
performance issues are considerable. In the IETF Cisco seems to be one of the supporters
for using RSVP in the access networks and DiffServ in the core. Also RSVP+ (proxy-
RSVP) is going to be supported during year 2000.

 MPLS CoS and mapping of DiffServ bits to MPLS experimental bits in the core network
(Currently precedence is mapped directly to MPLS experimenta bits). MPLS CoS is im-
plemented with the same scheduling and queue management mechanisms as DiffServ core
functionality. MPLS CoS can also be implemented in ATM switches with parallel LSPs
(VCs) and WRR scheduling.

* MPLS traffic engineering with extensions to RSVP, 1S-1S and OSPF. One of the features
would be to provide guaranteed VLL-type pipe between two points in the network with
admission control and dynamic routing. Traffic engineering support is not available yet.
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* COPS for RSVP policy outsourcing and for DiffServ policy provisioning. The support is
coming during year 2000. It will be first available in Catalyst 6000 routing (LAN)
switches.

* DiffServ and IntServ mapping to ATM. The support is platform dependent.

Three main issues that affect to the availability of certain feature are the router platform, 10OS
software version and interface type (ATM, SDH, Ethernet etc.).

Current Cisco router platforms can be described briefly as follows:

e 12000 GSR: Large core router family with DiffServ core support. Interfaces currently up
to 2.5 Gbps SDH and Dynamic Packet Transfer (Cisco’s proprietary |P-over-optical solu-
tion). Intended for wire-speed DiffServ. DiffServ edge functionality coming with special-
ised interface cards.

e 7500: Old core platform typically with 100/155 Mbps links (622 Mbps available). Core
DiffServ possible with Versatile Interface Processors, edge functionality does not scale up
to ~100 Mbps.

e 7200/7200VXR: Typical provider edge router with 10/100/155 Mbps interfaces. Runs into
performance problems with DiffServ at higher speeds (>45 Mbps). For the VXR model
there will be a new interface card engine designed for running DiffServ available during
Summer 2000. The target is to be able to run DiffServ at speeds of ~100 Mbps.

e 4700. Old platform. Does not scale for fast DiffServ.

» 1600, 2500. Old access router platforms. Typicaly Ethernet and serial interfaces. Have not
been designed for DiffServ, scaling problems.

e 1700, 2600. Newer versions of the previous ones, more processing power (faster CPU).
Current and future access routers. Can probably be used as DiffServ edge routers at <10
Mbps rates, which is good enough for the current access speeds.

There are also various other router platforms which lie somewhere in between the basic ones
introduced here. For ATM/MPLS switches there are also several platforms such as LS1010
and Catalyst 8500.

The current operating system version for Cisco routers is 1OS 12.0, which has several differ-
ent tracks. For example MPLS VPNs and IP QoS may not be available in the same software
version. 10S 12.1, which will probably be shipping during Summer 2000, will integrate the
features together. The transition from precedence and ToS to DSCP will also go forward in
12.1, but full DSCP support is still uncertain.

The main DiffServ mechanisms work as follows:

Committed Access Rate (CAR) (new: policy map)
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The feature can be used for token bucket policing and precedence (in the future DSCP)
marking. The operator can configure extended access control lists for classifying incoming
packets based on IP source and destination addresses, transport protocol, TCP/UDP source
and destination port numbers, precedence and ToS. Each CAR rule is then associated with a
number of access control lists. The CAR rules contain the basic token bucket parameters, such
as token rate and bucket depth. The rules also specify how to treat conformant and non-
conformant packets. The options are: transmit, set precedence (set-precedence-and-transmit)
and drop.

The following commands specify for a certain input interface, that all WWW-traffic is marked
with precedence 5 (101) if it is conformant to token rate 2 Mbps and bucket depth 8000 bytes.
Non-conformant packets are marked with precedence 0 (000).

access-list 101 permt tcp any any eq wwww

rate-limit input access-group 101 2000000 8000 12000 conform-action set-prec-transmit 5 exceed-action set-
prec-transmit O

With CAR it is possible to implement the policing and marking required for services built
upon EF PHB and AF PHB group. For AF more than two drop priorities can be implemented
by chaining several CAR rules together. The markers suggested in RFCs 2697 and 2698 can
thus be implemented.

Class Based Weighted Fair Queuing (CBWFQ)

CBWEFQ allows the capacity of alink to be divided between several scheduling classes, such
as AFx and EF. The maximum number of classes is 64. Each class can be given a desired
amount of bandwidth, and each class can have several drop preferences (up to 8) in a similar
fashion as in AF. The drop preferences within a class are implemented by WRED, and they
are based on precedence. It is also possible to give strict priority for a certain class. The classi-
fication of packetsinto classes is done using access control lists.

The following commands define a single class af1 with bandwidth 2000 kbps, and with two
WRED drop preferences based on precedence. Precedence 0 has WRED thresholds 32 and
256 (packets), while precedence 5 has 170 and 256. This means that precedence O packets will
start to experience drops when the queue length for class afl exceeds 32 packets, whereas
precedence 5 will not suffer from them until the queue length reaches 170 packets.

policy-map policyl0

class afl
bandwi dt h 2000
random det ect exponenti al - wei ghti ng-constant 10
random det ect precedence 0 32 256 100
random det ect precedence 5 170 256 100

With CBWFQ it is possible to implement EF PHB and severa AF PHB groups with several
drop preferences.

Modified Deficit Round Robin (MDRR)
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MDRR works basically in the same way as CBWFQ, it is used in Cisco 12000 series probably
because it has been easier to implement it in hardware. By combining it with WRED it is pos-
sible to implement EF and AF.

5.1.1 Catalyst 8540 CSR

The Catalyst 8540 is a multi-protocol switch with routing capabilities. It can function as an
ATM switch or MPLS core equipment in high capacity networks. There are severa interface
option including for example STM-16c (8 port per 8540 MSR), STM-4, STM-1 ATM and Gi-
gabit Ethernet interfaces.

5.1.1.1 Core DiffServ functionality:

Maximum number of queues. 4

Scheduling between queues: WRR

Queue management per queue: ATM CLP-bit can possibly be used
Use of DSCP/TOS/Precedence: Precedence supported

Comments on performance/scalability: -

5.1.1.2 Edge DiffServ functionality:

The switch is not intended to function as a DiffServ edge device.
Policing: no CAR

Classification: no

Shaping: ?

RSV P support: no

Comments on performance/scalability: -

5.1.1.3 Network management capabilities:
SNMP MIBs for configuration purposes: ?
SNMP MIBs for obtaining traffic statistics: ?
COPS: no

Configuration Access. Telnet, Console and SNMP
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5.1.2 Cisco 12000 GSR

Cisco 12000 GSR isintended to function as a high capacity core router, which provides high
capacity routing functionality using its 40/60G non-blocking crossbar matrix and can also op-
erate as an MPLS Provider edge router. The selection of interfaces is broad: STM-1, STM-4,
STM-16 POS interfaces (maximum port density for 12012 is 44 STM-1 POS ports), different
ATM, ethernet and DPT interfaces just to name a few. STM-64 POS interface cards will
probably be available during year 2001. Also 10 Gigabit Ethernet will probably be supported
during year 2001.

The performance of the router is influenced by the type of the interface cards, which are called
“engines’ (engine 0, engine 1 etc.). The basic rule is that the larger number means better per-
formance in terms of forwarding capacity in packets per second. The engines also differ in
functionality. Some of them are designed for DiffServ core functionality, whereas others are
better in edge functions. The most interesting engine is engine 3, which is intended for Diff-
Serv edge functions at high capacity interfaces.

5.1.2.1 Core DiffServ functionality:

Maximum number of queues: 8

Scheduling between queues. MDRR (with priority queuing)

Queue management per queue: WRED

Use of DSCP/TOS/Precedence: Currently precedence and ToS, only precedence for WRED.

Comments on performance/scalability: According to Toly Group tests 2.5 Gbps with core
DiffServ functionsis achievable. Performance depends on the engine type, engine 0 is suitable
for STM-4, and engine 1 for STM-16.

5.1.2.2 Edge DiffServ functionality:
Policing: CAR

Classification: Access control lists
Shaping: ?

RSV P support: yes?

Comments on performance/scalability: Depends on the engine type. With engine 3 (year
2001) should be powerful enough for STM-4/16 speeds.

5.1.2.3 Network management capabilities:

SNMP MIBsfor configuration purposes. ?
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SNMP MIBs for obtaining traffic statistics: ?
COPS: No

Configuration Access. Telnet, Console and SNMP

5.1.3 Cisco 7500

Cisco 7500 series routers are intended as a provider edge routers with the backplane bus
bandwidth of 2.132 Gbps . There are various models available and VIP card to boast up the
performance especially for function required for DiffServ capable router. Also MPLS is sup-
ported. There are various interfaces to choose from, for example STM-1 POS, E3, fast and
gigabit ethernet and STM-1 ATM interfaces.

5.1.3.1 Core DiffServ functionality:

Maximum number of queues. 64

Scheduling between queues. CBWFQ (with priority)

Queue management per queue: WRED, 8 drop levels

Use of DSCP/TOS/Precedence: Precedence and ToS, only precedence for WRED

Comments on performance/scalability: With VIP2/50 interface processor CBWFQ scales up
to fast ethernet and STM-1 interfaces.

The router aso supports DiffServ-ATM mapping with a proper ATM interface card.

5.1.3.2 Edge DiffServ functionality:
Policing: CAR

Classification: access control lists
Shaping: yes

RSV P support: yes

Comments on performance/scalability (if known): Does not scale to fast ethernet speeds.

5.1.3.3 Network management capabilities:

SNMP MIBs for configuration purposes. CAR Configuration Table, WRED Global Configu-
ration Table, WRED Precedence Configuration Table, WRED Queue Length Table
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SNMP MIBs for obtaining traffic statistics: CAR Statistics Table, WRED Statistics Table, IP
Precedence Accounting TableCOPS: no

Configuration Access. telnet, SNMP, Console

5.1.4 Cisco 7200

Cisco 7200 series routers are convenient as provider edge routers with up to 1 Gbps backplane
performance and MPLS supported. There are severa interface options. POS, STM-1, E3,
STM-1 ATM, fast ethernet just to name afew.

5.1.4.1 Core DiffServ functionality:
Same as for Cisco 7500.

Comments on performance/scalability: CBWFQ should scale up to 45 Mbps.

5.1.4.2 Edge DiffServ functionality:
Same as for Cisco 7500.

Comments on performance/scalability: Probably good enough for 10 Mbps Ethernet speeds.

5.1.4.3 Network management capabilities:

Same as for Cisco 7500.

5.2 Unisphere Solutions

Joined Unisphere Solutions is a US-based, wholly-owned subsidiary of Siemens AG since
April 1999. Concerning the router segment, Unisphere incorporated the company Redstone in
September 1997. Its headquartersis in Westford, Massachusetts, USA.

The company is dedicated to addressing the challenges faced by service providers as they
strive to keep pace with the rapid growth and demand for new services at the edge of the
Internet.

Unisphere has about 500 employees.

5.2.1 Redstone ERX 700/1400

The Unisphere Solutions Edge Routing Switch (ERX) product family is designed specifically
to meet the demands of world-class service provider networks.

The ERX supports a wide range of high-density access connections (56K/64K, T1/E1L,
nNxTL/E1 and T3/E3) and high-speed uplinks (OC3/STM1, OC12/STM4, Fast Ethernet, Giga-
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bit Ethernet). Two chassis sizes are available. The 7-slot ERX-700 is designed for smaller
Points of Presence (POPs) and the 14-slot ERX-1400 is designed for high-density applica-
tions. Both ERX offer wire-speed throughput with 40 byte packets on all interfaces.

MPLS is supported by the end of the year 2000. Concerning DiffServ, EF and 4 AF classes
with up to 3 drop precedence classes are supported in full conformance to [RFC2598] and
[RFC2597], respectively.

5.2.1.1 Core DiffServ functionality:
Maximum number of queues: 10000 per line card, 64000 simultaneous queues
Scheduling between queues: WFQ, weighted round robin and strict priority

Queue management per queue: Colour-based threshold dropping (green, yellow, red) and
RED

Use of DSCP/TOS/Precedence: Precedence supported for AF but not for strict priority

Comments on performance/scalability (if known): max. total throughput below 10 Gbps

5.2.1.2 Edge DiffServ functionality:
Policing: CAR

Classification: 64 two-field rules (source and destination IP address) or 32 five-field rules
supported

Shaping: yes
RSV P support: information missing

Comments on performance/scalability (if known): see above.

5.2.1.3 Network management capabilities:

SNMP MIBsfor configuration purposes: MIB-II

SNMP MIBsfor obtaining traffic statistics: MI1B-II
SNMP-MIB-support:, ATM, FR, IP, PPP, SONET, OSPF, BGP-4, RIP

COPS: Subscriber management: Service Selection Center support via COPS, COPS-PR sup-
ported for QoS policies

Configuration Access: CLI scripting, telnet
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5.3 Conclusion and Recommendations for the AQUILA Project

It is thus important to keep on track with the development on the field. But there are budget
limitations. So the main decisions for the project are:

* Inthetrias only commercial router platforms will be used

» Selected hardware must be Diff Serv and QoS aware

* No hardware development will be done within the project

* Equipment is taken from available pool (mainly CISCO equipment seemsto be available)
* Add-onsare running on additional equipment, e.g. SUN workstations

The actual performance of the available edge routers should be tested in advance in order to
know the possibilities. The management issues are the most difficult ones, as suitable inter-
faces are only starting to emerge to the commercial routers, and some of them are still pro-
prietary.

A survey of router software releases QoS feature is needed. In case of CISCO equipment it
means |OS check.
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6 QoS aware Software Products and Implementations

This chapter provides an overview and analysis of currently available software products as
well as some implementations, which could be suited for the QoS IP network concept. One
can observe on the market great number of appropriate new solutions. Notice that the QoS
implementation requires additiona traffic management mechanisms in network elements
(routers). These include the software for accessing the mechanisms implemented in the routers
(in core and access network) as well as the software for management and routing. The market
analysis is focused on the following groups of products. operating systems, middleware, pro-
tocol implementations, APIs, applications and policy-based network management software for
QoS.

6.1 Operating systems and APIs

Among many different operating systems existing on the market these three described below
can be considered for applying in the user terminal for the project first trial.

6.1.1 Windows 2000

Windows 2000 is equipped with complex QoS functionality that allows using various network
technologies such as DiffServ, 801.2p, IntServ, ATM and others. For the purpose of effective
QoS support both Top-Down and RSV P signalling approaches could be used. In Top-Down
approach the configuration of network mechanisms is performed by network management
system. Then, the classification criteria based on IP source and destination addresses, protocol
type, DSCP and 802.1p in edge network devices or hosts are used to partition traffic for dif-
ferent treatment by the network nodes. In order to complement Top-Down provisioning
model, Windows 2000 also allows to use RSV P signalling protocol by offering APIs for crea-
tion of advanced QoS-aware applications.

Windows 2000 consists of the following QoS components:

* Generic Quality of Service (GQoS) API that allows applications to invoke QoS serv-
ices from the operating systems without the knowledge of particular mechanisms;

* QoS service provider (SP) which responds to requests from the GQoS API and pro-
vides RSVP signalling as well as QoS policy support and invokes traffic control
mechanisms;

* Admission Control Service and Subnet Bandwidth Manager protocol for performing
admission control functions, which are Microsoft implementation of PEP/PDP func-
tionality;

» Traffic control infrastructure consisting of packet schedulers and markers for archi-
tectures such as DiffServ and 802.1p.
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Moreinformation is available at Zwww.microsoft.com/windows|

6.1.2 Linux

Recent Linux kernels offer variety of traffic control mechanisms covering the IETF
RSVP/IntServ and DiffServ concepts. Linux traffic control architecture [AIme99] consists of
the following components:

e queuing disciplines,

» classes within queuing discipline,
« filters,

* policing.

In the origina Linux traffic control concept each output interface is associated with certain
queuing discipline. The packets incoming to the queue are compared against filters to distin-
guish among different classes. Each class of packets could in turn be treated in different way
(in terms of access to the network resources). Classes do not store their packets themselves
but use another queuing discipline to do this. So, queuing disciplines could be embedded one
into another, creating multilevel hierarchy of queues. The de-queuing process of the packet
depends on the class it was stored in (and is independent on each queue level).

This framework was used to implement DiffServ and IntServ mechanisms. Following the
DiffServ architecture, special queuing disciplines to implement packet classification, packet
marking, flow policing and PHB mechanisms (EF, AF) were added. For IntServ the micro-
flow classifier and policing queue disciplines were implemented. More information is avail-

able at jwww.linux.com|

6.1.3 FreeBSD/OpenBSD/NetBSD

For BSD family of Unices there is available Alternate Queuing (ALTQ) software providing
gueuing schemes, required for network resource sharing and quality of service. Current release
of ALTQ includes:

* Implementations of CBQ, HFSC, RED, RIO, Blue and WFQ queuing disciplines,

RSV P stubs for CBQ,
» DiffServ model support,

* ECN support in RED and TCP for 1Pv4 and IPv6.

More information can be found at www.freebsd.org|
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6.2 Middleware

6.2.1 CORBA implementations

6.2.1.1 VisiBroker 4.0 for Java and C++

The VisiBroker for Java and VisiBroker for C++ provide implementations of CORBA 2.3
standards offered by Borland Inprise. They offer the following features:

Portable Objects Adapters (POA),

Objects by Value (OBV),

Interface Repository,

IDL to Java, IDL to C++ and Javato IDL reverse mappings,
RMI over I1OP;

clustering and load balancing for improving application performance.

The VisiBroker 4.0 offers the following CORBA services:

VisiBroker Event Service that implements event channels allowing the “supplier ob-
ject” to notify the “ consumer objects’” when events they subscribe to take place,

VisiBroker Naming Service that supports for Interoperable Naming Service, Java
Naming and Directory Interface, LDAP servers, URL naming (allows to use web
server as naming server).

The Transaction Service is available as separate product:

VisiBroker Integrated Transaction Service 1.0 (ITS) — provides transactions in distrib-
uted, dynamic environment. VisiBroker ITS supports access to data in XA (X/Open
DTP) and non-XA environments and interoperates with legacy systems (e,g. TP
Monitors). It is compliant with CORBA 1.1 Transaction Service. VisiBroker provides
transaction security with SSL Pack.

Additional servicesfor VisiBroker are available form Prism Technologies:

OpenFusion Trading Service,
OpenFusion Notification Service,
OpenFusion LifeCycle Service,

OpenFusion Property Service,
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* OpenFusion Collection Service,

* OpenFusion Concurrency Service,
* OpenFusion Relationship Service,
e OpenFusion Time Service.

The implementations of VisiBroker are available for the following platforms: Microsoft Win-
dows, Sun Solaris, RedHat Linux, HP-UX, IBM AlX, IBM OS/390 Mainframe.

The VisiBroker provides high availability and load balancing through two software compo-
nents SmartAgents and Object Activation Daemons (the load balancing is also provided by
naming service). These tools co-operate with each other to provide uninterrupted service to
client objects (i.e. finding other instance of the server object or activating a new onein case of
failure). SmartAgent allocates clients to server objects in round-robin fashion ensuring that no
single instance of the server becomes overloaded. Application developed with VisiBroker can
inter-operate with other CORBA 2.0 aobjects as well as web based application, ActiveX ob-
jects, DCOM objects and legacy applications with the aid of wrappers and software bridges
(e.g. JIntegrafrom Linar for bridging between CORBA and COM/DCOM abjects).

More information can be found at: http://www.borland.com/visibroker/

6.2.1.2 VisiBroker 3.3 for Delphi

VisiBroker for Delphi provides for development of client-side CORBA objects in Delphi pro-
gramming environment.

More information can be found at: http://www.borland.com/visibroker/|

6.2.1.3 TAO (ACE ORB)

TAO is area time CORBA implementation being developed at Washington University and
University of California. The current release is CORBA 2.2 compliant with many elements of
CORBA 2.3 specification. TAO is developed on top of ACE (Adaptive Communication Envi-
ronment) framework, which is high performance OO middleware specially tailored for real
time communication systems [ACE98], [DoSc94]. TAO implements Real Time CORBA
[OMG99],[ DoSc98],[ DoScKu00] and messaging [OMG98] specifications of the forthcoming
CORBA 3.0 standards.

The TAO implementation of CORBA allows applications to specify their end-to-end QoS re-
quirements. Besides the possibility to specify QoS requirements TAO provides mechanism to
enforce these requirements in the underlying operating system and communication network.
The following components of TAO play main role in providing QoS to applications:

» gpecialy designed and optimised real-time 1/0O subsystem that determines access to
low-level OS and network resources (like device drivers, protocol stacks, CPU(S))
based on QoS requirements. This component provides real-time scheduling service
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(trandl ates application QoS requirements to low level OS parameters), run-time sched-
uler (maps client request for particular servant object to OS threads priorities) and ad-
mission mechanisms (admits threads),

efficient and predictable ORB core responsible for delivering client request to server
objects. To provide for QoS capabilities TAO implements RIOP (Real-time Inter-ORB
protocol, this is an optimised implementation of SunSoft 110P). TAO's RIOP maps
GIOP on different network including ATM LANs and ATM/IP WANs. TAO's RIOP
can also omit transport layer functionality like retransmission and error detection for
application that dos not require this kind of guarantees. The RIOP is compatible with
[IOP 1.1,

Object Adapter responsible for demultiplexing client requests. TAO uses demulti-
plexing strategies optimised for real-time applications like perfect hashing and active
demultiplexing. TAO aso provides for CORBA POA capahilities,

efficient Stubs and Skeletons that reduces used of dynamic memory, data coping and
function call overheads. TAO supports static and dynamic invocation interfaces (SlI,
DIl) as well as static and dynamic skeleton interfaces (SSI, DSI),

Efficient memory management mechanisms.

TAO provides the following CORBA services:

Audio/Video Streaming Service,
Concurrency Service,

Event Service,

Lifecycle Service,

Logging Service,

Naming Service,

Notification Service,

Property Service,

Time Service,

Trading Service.

TAO also provides additional services that demonstrates its real-time capabilities:

Real-time Event Service,

Page 41 of 113



IST-1999-10077-WP1.1-DTA-1101-PU-R/b0

NSO
A@I LA Analysis and Reguirements Report

» Scheduling Service.

The TAO was successfully tested against interworking with other ORBs (e.g. Orbix, COOL,
CORBAPlus and VisiBroker).

TAO is open source software and can be freely used and redistributed without license costs.
The commercia versions of TAO and ACE (commercia support, documentation, training) are
available from OCI and Riverace, respectively.

The TAO is avalable for many OS and hardware platforms including MS Windows
(Win95/98, WIinNT 3.5.x, 4.x, Win2000 on Intel and Alpha platforms), UNIX (Solaris 1.x,
2.x on SPARC and Intel, SGI IRIX 6.x, HP-UX 10.x and 11.x, DEC/Compag UNIX 4.x, AlX
4.x, SCO) Linux (Debian Linux 2.x, RedHat Linux 5.2 and 6.2), FreeBSD, NetBSD and real
time operating systems (LynxOS, VxWorks, QnX, Neutrino, Chorus Classi X).

More information can be found at: |http://www.cs.wustl.edu/|

6.2.1.4 OAK CORBA ORB

OAK is a CORBA 2.1 implementation (with some parts of CORBA 2.2 specification) from
Camros Corporation (formerly Paragon Software Inc). Current release 5.0 includes Object
Request Broker, 110OP protocol, name and event services, interface repository and IDL map-
pings for C++ and objective-C bindings. It also supports static and dynamic invocation inter-
faces (SlI, DIl) and static and dynamic skeleton interfaces (SSI, DSI). Version compliant with
CORBA 2.3 isannounced to be available at the beginning of 2000.

OAK is currently available for major platforms (UNIX, Windows and Apple) including So-
laris 2.4, 2.5, 2.6, 7; Linux RedHat 5.2 (and other version of Linux with kernel supporting
ELF); Windows NT 4.0, HP-UX 10.2, VxWorks. OAK is aso available with Java (and C++)
bindings on most common platforms and compilers, including Visual C++ on Windows NT
and gcc and native compilers on Solaris, HP-UX and Linux.

More information can be found at: http://www.paragon-software.com/oak/|

6.2.1.5 Orbix ORB

Orbix 3 and OrbixWeb 3.2 are C++ and Java based CORBA application development soft-
ware from IONA compliant with the CORBA 2.0 standard. Orbix besides the CORBA func-
tionality provides integration with Microsoft COM/DCOM with the use of COMet. COMet is
a bi-directional software bridge between DCOM and COBRA abjects. Orbix offers the fol-
lowing CORBA services:

* OrbixNames — CORBA naming service with load balancing and location transparency
(if the server is moved it can associate its new object reference with the same name
providing location transparency to the clients),
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* OrbixTak — CORBA messaging service,
* OrbixEvent — CORBA event service,
* OrbixNotification — CORBA notification service.

IONA offers aso OrbixOTM, which is an application container. It is based on Orbix 3 func-
tionality with an integrated set of services including: management, security, naming, fault tol-
erance, load balancing and distributed transactions. Two additional components can be added
to OrbixOTM:

*  OrbixSecurity —full implementation of CORBA security service (level 1). It offers the
following features. encryption, authentication, authorisation (for objects), delegation
and auditing/logging,

* OrbixTrader - CORBA Trade Service, allows clients to choose the application servers.

Orbix is currently available for the following platforms: Windows NT 4.0, Solaris 2.6, 7, HP-
UX 10.20, 11, AIX 4.3.2, Tru 64 UNIX 4.0E, IRIX 6.5.

6.2.2 DCOM

Microsoft Distributed Component Object Model (DCOM) is an extension of older Component
Object Mode (COM) software architecture. In general COM is a supplier of fundamental set
of mechanisms allowing communication between various binary software components, shared
memory management, error/status reporting and dynamic loading of components. DCOM ex-
tends COM model and supports communication of objects located on different computers
connected viaLAN or WAN so allows creating of distributed applications.

In general DCOM replaces local inter-process communication used by COM with a network
protocol, but neither the client nor the component used by client is aware of that replacement.

Location independence introduced by DCOM brings many advantages allowing:

» scalahility of the developed applications — number of components serving clients
can be freely increased,

» flexible deployment — software components can be located depending on the need
of computing power, system bottlenecks or information flow requirements,

* versioning — applications can be gradually extended with new components while
keeping old ones for compatibility with older clients.
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Microsoft DCOM implementation has aso many advanced features guarantying high per-
formance (shared connection management, client side caching, batching, referring) and secu-
rity (Widows NT, Kerberos Version 5, DPA, SSL etc.).

DCOM is currently available directly from Microsoft for Windows operating systems. Imple-
mentations for maor UNIX platforms are aso available, eg. SAGA’s EntireX DCOM

(Www.sagus.com).

6.2.3 JAIN Connectivity Management Initiative

Especialy, for IP networks the JAIN Connectivity Management (CM) APIs are now devel-
oping. It defines interfaces for controlling connectivity in intelligent IP networks (attributes
and polices, within and between IP domains). CM is a collection of services for dynamic con-
nectivity with specified QoS, security, and routing attributes in IP networks. CM provides also
mechanisms and interfaces needed to interoperability and to control equipment from different
vendors. Provided interfaces with APIs enable the following services:

» signalled and provisioned QoS in IP networks,
» secure IP transport (IPSec),

* |Prouting (VPN-aware routing),

*  user access control,

* |P packet filtering,

IP address trand ation.

CM enables controlling network characteristics via the following Connectivity attributes:
* QoS: packet loss, delay, rate control, throughput,

» traffic engineering: routing, priority, pre-emption, bandwidth optimisation, load bal-
ancing, etc.,

* SLA for individual pipe or hose within VPN,
» access control (packet filtering, etc.),

e security policy,

» tunnelling and encapsulation,

* multicast,

* NAT policy.
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For implementing CM architecture, policy servers, databases, configuration servers, proxies,
and policy decision servers will be used. JAIN CM APIs define Java version of such APIs
which enable for building and deploying applications (with CM capabilities) for IP networks.

The JAIN CM can be seen not only as an API but also as a framework, since it specifies basic
architectural principlesfor the application as well.

More information about all components can be found at http://java.sun.com|

6.2.4 Conclusions

Recently the traditional Client/Server application model evolves towards the multi-tier object-
based distributed computing architecture. Middleware like COBRA, COM/DOCM, EJB, RMI
simplifies the process of development, deployment and management of distributed applica-
tions. The use of middleware increases the application scalability and flexibility allowing ob-
jects written in one language to directly communicate with objects written in other language
across different platforms, provides for object portability between supporting platforms, in-
creases the application reliability by allowing to duplicate and distribute objects across many
servers, simplifies the application development process by isolating programmers from the
underlying system compl exity.

Most of the current middleware solutions were designed for traditional best effort Internet.
They are usually not well suited for real-time applications. They lack QoS support for under-
lying OS and network systems and introduce significant overheads through not optimised use
of memory, function call etc. The recent trends in developing middleware focus on QoS sup-
port and real-time systems (CORBA 3.0, TAO project). There is a considerable amount of re-
search (many projects) on end-to-end QoS support.

In case of AQUILA project the middieware e.g. CORBA can be used to implement resource
control agents (RCA, EDA). For this purpose the QoS and real-time features of CORBA (or
other middleware) are not of primary interest. The most important are such features as scal-
ability, performance, reliability etc. The real time and QoS capabilities are very important for
devel oping new application like video broadcasting, videoconferencing, voice over IP, etc.

Below in [Table 6-1till [Table 6-3|comparison of key features of CORBA implementation from
different vendors is presented. This information is taken from the following source
http://www.vex.net/~ben/corbal|
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Vendor L anguage bindings Protocols Core
IDL [ C++| C | st | Ada|Java|com| 0P | 1ioP | DCE | DIl | DS | IFR |BOA | POA | OBV
Expersoft + + + - + + - + + + + + - -
IONA + + + + + + + + + + + | 2000 | 2000
Visibroker + + - + - + ? + + - + + + + + +
BEA + ? ? ? + + - + + + + + + +
PeerLogic + + + - + + + + - + + + + +
HP + + + + + + - + + + + + + -
IBM + + + + + + + + + ? + + + +
Chorus + + - - ? R + T T + T
ooT + + + - 2 + B + _ _ T
DNS + B - + ? - + ? ? ? ? +
Prism + + ? ? ? ? ? ? ? + ? ? ? +
SNI + + - - - - + - + + + +
TRW + + ? ? + ? ? ? ? + ? ? ? +
ParcPlace + - - + + + + ? + +
TIBCO + + + - - + - - + - + + + +
Suite + + + ? ? ? ? + + ? + + + +
Fujitsu + + + ? ? + + ? + ? ? ? ? +
BBN + + + ? ? ? ? ? ? ? + ? + +
ANSA + ? ? ? ? ? ? ? ? ? ? ? ? + -
SuperNova ? ? ? ? ? ? ? ? ? ? ? ? ? ? 2
Camros + + - + + + + + + -
oIS + + - + - + ? ? ? ? ?
Nortel + + + + - + - - - + B
Nouveau + + + - + + - + ? ? ? - + ?
Vendor | IDL | C++| C | St | Ada|Java|com| SO | 110P | DCE | DIl | DSI | IFR [BOA | POA OBV
(+) supported, (-) not supported, (?) not known
Table 6-1: Commercial CORBA | mplementation - Key Features.
In [Table 6-2|the comparison of key features of free CORBA implementation is shown.
Nl DL L anguage bindings Protocols Core
C++ | C | St | Ada | Java|com |coBoL |I1OP |DCE| DIl |DSI [IFR|BOA|[POA|OBV
Electra + + - - - + - + -+ ] - -+ - -
U Colorado | + + + | - + + - + - - - i + _ _
X erox + + + | - - + - + - - - - + - ?
[ JacORB + - - - - + - + - + | + | + - + -
TAO + + - - - - - + -+ |+ - - + +
JJorba + - - | - - + - + S+ + |+ |+ - -
ORBacus + + - - - + - + -+ |+ |+ - + +
omniORB + + - - + - - + -+ |+ - + |soon|soon
Mico + + -1 -] - - - + |-+ +]++]+1+
Arachne + + - - - - _ + N |+ | + | + N ;
ORBiIt + - + | - + - - + -+ + ]+ - + -
\Vendor IDL| C++ | C | St | Ada | Java | com [coBoL |IIOP [DCE| DIl (DSl |IFR [BOA|POA OBV

(+) supported, (-) not supported, (?) not known

Table 6-2: Free CORBA implementation, key features.
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Abbreviations in|Table 6-1] and|Table 6-4: IDL - OMG Interface Definition Language, C++ - language binding,
C - language binding , St - Smalltalk language binding, Ada - language binding, Java - language binding (not yet
standardised), COM - integration with COM (not yet standardised), COBOL - language binding, 110OP - Internet
Interoperability Protocol (mandatory), DCE - DCE ESIOP (optional), DIl - dynamic invocation interface (man-
datory), DSI - dynamic skeleton interface (mandatory), IFR - interface repository (optional), POA — portable ob-
ject adapter, OBV — abject by value.

able 6-3|shows services supported by different CORBA implementations.

Vendor Nm TX | Qr | Tm | Pr Sc Li Av

Expersoft

Sun

IONA

NIEIE SR

+ |+ [+ |+

Visibroker

BEA

Peerlogic

AR EAENIEN IR R L
+ |+ |+ [+ ]+
N)

+ 4|+ |+ ]+
O+ |+ |+ [+

HP

IBM

Chorus

ooT

DNS

Prism

Electra

Xerox

BBN

+ ||+ [+ ]+
+

SNI

TRW

ParcPlace +# + + # # + # #

TIBCO

+

[+ [+ [+ +

+
+
=+
+
+
+
+
+

Suite

B&W +

Fujitsu

Nortel

Camros

TAO

+ |+ |+ |+ |+
+ 4|+ |+ ]+

JacORB

Tandem See IBM above

ILOG See IONA above

Vendor | Nm [ Lf [Ev [ Tr [ Cc | Ex [ Po | Tx | Qr [Tm ] Pr | sc | Li | Av

(+) supported, (#) supported in non standard way, (?) not known

Table 6-3: CORBA implementation supported services.

Abbreviations in [Table 6-3] Nm — Naming, Lf — Lifecycle, Ev — Event, Tr — Trading, Cc — Concurrency, Ex —
Externalization, Po - Persistent Objects, Tx — Transactions, Qr — Query, Cl — Collections, Tm — Time, Pr — Prop-
erties, Cm - Configuration Management (not yet standardized), Sc — Security, Li — Licensing, Av - Audio/Video
Streaming.
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6.3 Protocols and APIs

6.3.1 RSVP implementations

“RSVP survey”

document

presents

overview

of

RSVP/QoS

implementations

(Www.iit.nrc.callETF/RCVP survey/). The table below shows the main features of different

vendors implementations of RSV P protocol.

Vendor QoS capability Softwaretype | Availability
RSVP IntServ DiffServ
compliant | compliant | compliant
3 com, NetBuilderl| X X X Router oS
Ascend X X X router N/A
Bay Networks X X X router (ON]
CEFRIEL X X host, toolkit F
Cisco X X router oS
Class Data System X X host 0S
CSELT X X Router, hogt, tool- F/IC
kit
Digital Equipment X X host F
Fore Systems X X Host, router, tool- N/A
kit
GMD Fokus X host F
Hewlett-Packard X host F/IC
IBM X X X router [o)S]
| PHighway X X COPS Router, host, tool- Test
kit
M icr osoft X X X Host, toolkit 0S
Win98, NT5.0
NewBridge X router 0S
Nortel X host N/A
Silicon Graphics X host 0S
Sun Microsystems X Host, router, tool- 0os
kit
USNIST ISPI toolkit F
USNRL X Test Tool Set F

Table 6-4: RSVP implementations.

Abbreviations in OS - On Sdle, N/A - not available (for internal use only), F/C - free but for selected
organisations, F- Free software.

Currently two RSVP APIs are present on the market: RAPI and Winsock 2.
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6.3.1.1 RAPI

IETF decided rather not to develop RFC document describing RSVP API and have sent RAPI
development to the Open Group. RAPI interface is one realisation of the generic APl de-
scribed in RFC 2205 (RSVP Functional Specification).

RAPI interface specification consists of aset of calls with C language bindings. In order to use
RAPI implementation, specific RAPI library should be linked with the application. For send-
ing and/or receiving data flow an application has to use rapi_session() call in order to set up
QoS session. The function is called after connection establishment with remote service. To
register as data sender application has to use rapi_sender() call. QoS reservation as a data re-
celver is realised by rapi_reserve() cal. Both rapi_sender() and rapi_reserve() calls may be
repeated with different parameters at any time to modify reservation parameters. QoS session
isfinished after rapi_release() call and then al its reservations are rel eased.

RSVP state changes and error events are signalled by call-back routine specified in
rapi_session() call. There are five such events:

* RAPI_PATH_EVENT signasthe arrival or change of path stete,
* RAPI_RESV_EVENT signalsthe arrival or change of reservation stete,
« RAPI_PATH_ERROR signals the corresponding path error,
 RAPI_RESV_ERROR signals the corresponding reservation error,
* RAPI_RESV_CONFIRM signalsthe arrival of a CONFIRM message.
RAPI implementation is available for most popular UNIX operating systems (Solaris, HP-UX,

IRIX). Free online verson of RAPI technica standard is available through
http://www.opengroup.org/pubs/catal og/c809.htm|

6.3.1.2 Winsock 2

Winsock 2 is next version of Windows Socket programming interface having its roots in old,
Berkeley sockets API. Winsock 2 contains severa enhancements for creating QoS-enabled IP
applications offered in the form of Generic QoS APl (GQoS). GQoS consists of standard
Winsock 2 cals carrying QoS-related parameters given in general form which are translated
by lower sub-layers in order to create proper RSVP messages and configure operating sys-
tem’ s traffic control mechanisms.

Reservation request via GQoS can be done during connection establishment using WSA Con-
nect, WSAJoinLeaf and WSAAccept calls and at any time through WSAIloctl interface. Each
of these calls can take as the parameters structures containing typical RSV P flowspec.

Besides passing flow specification in general form, applications are also allowed to use QoS
templates using WSAGetQOSByName() call, what simplifies application development. For
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example Microsoft’s Winsock 2 contains predefined templates for, G711, G723.1, G729,
H263QCIF, H263CIF, H261QCIF, H261CIF flows. There are also available calls for install-
ing and removing custom templates.

GQoS status notification is realised in form of event passing, which application should listen
to. It can be done in two ways.

» In accordance with the WIN32 asynchronous event notification mechanism using pro-
cedures registered with WSAAsyncSelect or WSAEventSelect calls,

* Using WSAloctl cal.

Winsock 2 is available for Microsoft Windows family of operating systems, but some func-
tionality is different depending on OS version. Full Winsock 2 implementation is available for
Microsoft Windows 2000.

6.3.2 COPS, LDAP implementations

Examples of COPS and LDAP protocols implementation can be found in policy based man-
agement solutions (see chapter . Besides these approaches, Intel COPS implementation
was created for Windows 2000. Intel Architecture Labs (IAL) has developed a Loca Policy
Module (LPM) for Windows 2000, which allows Windows hosts to accept polices from a
policy server using COPS. COPS LPM in conjunction with RSVP protocol enables to apply
end-to-end Quality of Service (QoS). The Windows 2000 Resource Kit contains the COPS
LPM from Intel Architecture Labs. Also SDK for this protocol will be released. More detailed
description can be found at www.intel.com.ar/ial/lpm|

6.3.3 CLI from Cisco

Command line interface (CLI) can be used to operate and manage multi-service Cisco ATM
switches (LS2020 switches) and Cisco routers. It lists CLI commands, procedures to start the
CLI, and instructions to perform basic CLI functions. The CLI is a ssimple line-oriented inter-
face that you use to perform network operations from any node in the network. The CLI can
also be run on a Sun station and allows for operating with or without a network management
system. Using CLI we cannot view the status of several switches by entering a single com-
mand at the same time. Separate command to each switch is required. CLI gives the possibil-
ity accessing any Cisco switch in the network and performing network operations on that
switch. The useis very simple, type the command, and then press Return. Output is displayed
on the screen.

The CLI supports the following types of command:

* General - commands that allow you to perform such functions as accessing protected
mode and online help, running a CLI script file, viewing and modifying node attrib-
utes, and exiting from the CLI,
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* MIB monitor/control — commands that perform the functions of the standard SNMP
commands (get, getnext, and set) and some other common SNMP commands. These
commands allow you to ook at and modify MIB objects,

e Test and Control - commands used primarily to run hardware diagnostics. However,
these commands are not available when you are running the CLI on a SPARCstation.

CL1 can be used instead of COPS protocol for accessing the Cisco routers.

6.4 Applications

The applications installed in the end-user terminal should have a possibility for effective use
of QoS mechanisms that are implemented in the network. The following software components
are strictly related to achieve this objective:

e Operating system mechanisms,
» application programming interface (API),
* applicationsitsalf.

On the market we can find a lot of different types of applications. Most of them can be
adopted for QoS IP networks. As an example, the MBONE group of applications can be con-
sidered. At Lawrence Berkeley National Laboratory MBONE package of applications was de-
veloped. It contains two interesting conferencing applications for audio and video. Since they
are available free with full source code, one can consider them as good test applications for
AQUILA project because they could be relatively easy modified in order to support QoS ar-
chitecture being devel oped.

6.4.1 VAT - Audio Conferencing Tool

VAT isreal-time, multiparty audio conferencing application for communicating over Internet.
VAT includes implementation of RTP protocol (rfc1889) — IETF standard protocol for real-
time applications. VAT could be used for point-to-point as well as multiparty conferencing, in
latter case it requires IP multicast support.

6.4.2 VIC - Video Conferencing Tool

VIC is a red-time multiparty video conferencing application based on RTP and is comple-
mentary to VAT. It's flexible and extensible architecture alows supporting heterogeneous ar-
chitectures and configurations. It could support hardware coding equipment allowing multi-
megabit video streaming, as well as software low-bitrate coding for Internet transmission.

Both VIC and VAT are available at following URL: http://www-nrg.ee.lbl.gov/| Beside these
two applications also are available: shared whiteboard and session announcement tool.
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6.5 Products for policy based QoS management
Currently the leading telecommunication manufacturers intensively work on QoS manage-
ment strategy for the IP based networks. On the market the first releases of policy-based QoS

management products appear from many companies. Below, as examples, the selected solu-
tions from different vendors are shortly described.

6.5.1 Cisco QoS Policy Manager

Cisco QoS Policy Manager is a part of end-to-end QoS solution for network administrator in
order to protect business-critical application performance. QPM is based on centralised policy
control and automated policy deployment. Two main features of QPM are:

» Usage of differentiated services architecturein LAN and WAN domains,
* Automating QoS configuration and deployment.

QPM is a product, which allows to define the specific policies at the level higher than device
command level. For example, we can create policies for groups of devices with given applica-
tion. QPM includes three programs.

» policy Manager for defining QoS policies,

 distribution manager which deploys policies to the devices,

* QoS Manager for distributing request and maintaining data base (in Windows NT).
Special features provided by this product are:

« simplified policy definition and prioritisation,

» host and device grouping,

» web based reporting,

* application services definition,

e job control,

» ability to view software commands.
This product is designated for Cisco devices and supports different techniques related to QoS:

e priority queuing,

» weighted random early detection,
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« WFQ, CBWFQ, DWFQ, WRR,
» policy based routing,
e generic traffic shaping,
* Committed Access Rate (CAR),
* RSVP,
* COPS protocol.
The main disadvantage of the discussed product isits limited usefulness (was designed for the

Cisco devices). Detailed description can be found at:
http://www.cisco.com/warp/public/cc/cisco/mkt/enm/cap/gospm/index.shtmil|

6.5.2 HP OpenView PolicyXpert

Another solution for QoS management in IP network is the PolicyXpert product released by
Hewlett-Packard Company. It alows us to perform the higher level of network management
as well as automated configuration of QoS mechanisms in heterogeneous network environ-
ment. PolicyXpert can deploy single set of polices across many managed elements. The main
benefits are related to:

» assuring delays for critical applications,
» defining classes of service,
» controlling the network.
QoS mechanisms and protocols supported by PolicyXpert are the following:
» class-based queuing,
* |P precedence marking,
* RSVP,
e COPS protocol and CLI over telnet for Cisco routers,

Moreover, it should be noticed that PolicyXpert 1.0 includes Software Development Kit
(SDK) alowing agents development for devices from different vendors. More information can
be found at http://www.openview.hp.com/products/policyi}

6.5.3 Allot Communication Policy Manager

The architecture of Allot policy-based management system consists:
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AC Policy Manger - software package that can be run as an application on server
(Windows NT 4.0)

Directory Server —interfaced by LDAP protocol with Policy Manager,

Policy Enforcement Device — Allot AC200/300, Cisco routers. Additionally, SDK is
provided for developers.

The Allot Policy Manager provides a centralised platform for network managers to define and
distribute network policies to enforcement devices throughout a network. It supports the fol-
lowing standards:

LDAP protocol,

COPS,

DiffServ/ToS (RFC 2474, 2475, 2597, 2598),
IP precedence (RFC 791),

SNMP MIB2,

RADIUS and ODBC for accounting databases.

Also web-based Policy Editor for defining policy rulesis provided. More detailed information
can be found at http://www.allot.com/productg

6.5.4 ExteremeWare Enterprise Manger

ExtremeWare™ Enterprise Manager is an integrated application that allows to deploy multi-
vendor policy-based management. It offers a comprehensive set of network management tools
that are easy to use from a workstation with a Java-enabled web browser. Package consists
following toolkits:

ExtremeView Tool - switch configuration and status monitoring for individual
switches,

Policy-based Management Tool - policy configuration for QoS and Security for us-
ers, customers, and applications,

Real-time Statistics Tool - Multi-port, Multi-switch real-time statistics viewer,
VLAN Tool - Multiple switched VLAN creation and management,

MAC/IP Address Finder Tool - search tool for locating MAC and I P addresses,
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e Summit Virtual Chassis™ Tool - manages centralised and distributed stacks of
Summit switches connected with the Summit Virtual Chassis as aggregate entities,

* Inventory Tool - controls the inventory of managed devices,
 Administration Tool - centralised user administration and RADIUS authentication.

The Policy-Based Management Tool provides interface for the deployment of quality of serv-
ice and security on networks. The policy rules can be easy configured and deployed. The main
characteristics of thistool are the following:

* COPS protocol and CLI over telnet for Cisco routers support,
» Layer-independent policy,

» Web-based Policy Console and Server with policy wizards for simplified QoS policy
creation,

* Dynamic Link Context System supports the tracking of user to IP address mappings
which enables dynamic user based QoS and Security policies,

» Multivendor policy configuration for Extreme, Cisco and Lucent devices,
» Virtual backbone capabilities to protect application and user services,
» Directory integration.

It can be run on server with Windows NT or Solaris2.6. More information can be found at
Www.extremenetworks.com/products|

6.5.5 Nortel Optivity Policy Services

The Nortel network management strategy relays on development of integrated policy man-
agement in multivendor networks. Nortel Optivity Policy will be delivered in three phases
over the next two years. This product is based on QoS IP architectures such as Differentiated
and Integrated Services architecture. It implements traffic prioritisation assuming DiffServ
technology and service levels based on ToS byte.

The main components of policy management product are:

» Policy Manager - provides a complete platform for managing policy information and
Policy Servers. The Java interface gives network administrators access to the Policy
Directory from any Web browser.

* Application Server - supplies Java applets for the Policy Manager. It communicates
with the Policy Manager over HTTP, and with the Policy Directory via LDAP.
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* Policy Directory - is LDAPv3 directory server that stores policy information within a
Directory Enabled Networking (DEN) compliant schema.

* Server Manager - is the interface between the Policy Servers and the Policy Direc-
tory.

* Policy Server - receives configuration data from the Server Manager and distributes it
to the network devices via COPS or Command Line Interface (CLI). Policy Servers
can be distributed throughout the network for enhanced scal ability.

* DNS Server - provides automatic DNS updates and dynamic DNS reconfiguration
(changing server policy and zone structure).

« DHCP Server - aBootP/DHCP server that updates the DNS Server, enabling dynamic
DNS updates.

Currently, the Optivity Policy Services 1.0 is available and can be installed on Windows NT
or Solaris system. More information can be found at: jvww.nortel networks.com|

6.5.6 Orchestream Provider Edition 2.0 (ELI)

Orchestream Provider Edition 2.0 is intended for network providers as a tool for policy man-
agement. Various vendors are supported such as Cisco, Xedia and Lucent. However, the focus
isin Cisco products and its most popular router models. Devices can be configured by SNMP,
HTTP and TACACS and COPS will be added in the future.

It also provides additional features such as network topology discovery making the network
management task easier, the collection and the storage of accounting records and Open
CORBA-based API enables its incorporation to existing network management systems. Natu-
raly it has a range of DiffServ policy configuration options, which are listed bellow. These
capabilities must also be supported by the network equipment.

« WRED,
« WFQ,
* WRR,

e ratelimiting,

e priority queuing,
e custom queuing,
 traffic shaping,

» classification (port number, application, protocol, MIME, DSCP, domain name, URL).
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System architecture can be divided to severa logica components:

» user interface with three different access levels. With the user interface policy rules
based on time of day, date and day’ s of week can be configured.

» database where the topol ogy, the policy and the accounting data are stored,
» policy server accesses the database and passes policies to proxy agents,
* proxy agent configures the routers based on the rules given by a scheduler and policies

given by the policy server. Before uploading the configuration to adevice policies are
trandlated to the form that can be interpreted by a specific network equipment.

More information available in http://www.orchestream.com|

6.5.7 Cisco: VPN Solution Center

MPLS VPN management tool enables configuration of MPLS VPNs for networks with Cisco
routers. The current version of the software doesn’t support core MPL S/tag switching configu-
ration but provides an easy to use user interface for the edge and the access router configura-
tion. Telnet scripts are used to do the actual configuration of the routers.

VPN Solution Center is not only a tool for MPLS VPN management but with it can work at
simple QoS management tasks. Most of the configurations apply to provider edge routers. Ac-
cess routers can be configured to do the shaping but no classification rules can be configured
with the tool. The core network QoS management is not supported by current release of the
software (v 1.0). Following features for QoS management apply:

» shaping (access),
« policing (edge),
* 4 queueswith 2 drop levels.

It also supports the accounting and the performance reporting. The accounting data can be
collected with help of NetFlow Collectors, which provide detailed information of per flow
statistics. The Response Time Reporter (RTR) can be used to monitor availability and the re-
sponse times and RTR MIBs accompanied with SNMP are used by the software to attain the
relevant information.

More information availablein
htt_p://www.ci sco.com/warp/public/cc/cisco/mkt/servprod/sms/neman/ipvpn/prodlit/index.sht |
ml.
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6.5.8 Summary and Trends

About two years ago most of the equipment vendors started work on policy-based network
management including QoS and network security issues. Up till now only few of them have
released the first version of such products, but it is beginning of development. In the table be-
low the main characteristic of policy based network management products from different ven-
dors are shown. Most of them already have implemented or will implement in this year COPS
and LDAP protocol. But the interoperability problems among different vendors products are
still unsolved. Their products differ in implementation of traffic control mechanisms e.g. po-
licing, shaping, etc. For making policy-based management vendor independent, the general
mechanisms of policing and shaping should be standardised and represented in QoS scenarios
and Policy Information Base (PIB). Also the PIB should be supported by different vendors
network equipment.

Another policy-based network management interoperability aspect is related to the capabilities
of supporting different vendors network devices by one product. Usually, management prod-
uct of one vendor supports only its own network equipment and sometimes Cisco routers.
Even though Cisco supports many QoS mechanisms, it is not sufficient to support only one-
vendor devices by such products. But it is only the beginning of the interoperability develop-

ment path and in long-term horizon this path is clearly defined.

Vendor Product name Policy propaga- | Priority enabled [ Priority enabled | Prioritisa-
tion mechanism | devices applications tion
Allot AC Policy Manger | COPS, LDAP, AC200/300, No 802.1p, TOS
CLI for Cisco Cisco routers
Cabdltron Smart Networking | SNMP, CLI for | Switches No 802.1p, TOS
Services Cisco
Cisco Systems | Ciscoassure Policy | COPS Routers, WAN No TOS, DS
networking interfaces on
8500 switches
Extreme Net- | Extreme ARM COPS, CLI for | All switches No 802.1p
works Cisco
Fore Systems |Application Aware | LDAP Campusand de- | No 802.1p
Networking partmental
switches
Hewlett Pack- | PolicyXpert COPS, CLI for | Ethernet adapt- | Any application |802.1p, TOS
ard Cisco ers, routers, de- | on PC or server
partmental
switches
IBM Application Virtual | LDAP Servers and Any application | DS
Networking routers on System390
server
Lucent Tech- |Multinet LDAP, SNMP, | Routers, campus | Yes 802.1p, TOS
nologies CLI for Cisco switches
NewBridge NewBridge Man- | MPOA ATM switches [ No DS(in
Networks agement Executive WAN)
Nortel Optivity Policy COPS, CLI for | Routers No DS
Services Cisco
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3com Policy-Powered LDAP XL Ethernet Any application | 802.1p, DS
Networks adapters, campus | on PC or server
switches
Orchestream | Orchestream Pro- | COPS Routers (Cisco, |[No 802.1p, TOS
vider Edition Lucent, Xedia

Table 6-5: Policy based network management solutions

Policy-based network management with QoS componentsis certainly in early stages of devel-
opment. In the IETF significant progress in this area can be observed, but the work is not still
finished. Current state of development allows vendors to make the first version of such prod-
ucts.

From the project point of view it is obvious that the policy-based idea should be carefully
followed up during next stages of the project. It can give an indication for introducing QoS in
IP networks. Some of ideas used for creating the policy-based management products can be
considered for implementation in the project e.g. policy architecture with COPS protocol. Us-
age of the existing PBNM products for the project purposes is limited but not excluded. Such
products can be used as a tool for enforcement Service Level Objectives derived from SLA
and transformation of the service metrics into network configuration changes.

6.6 Conclusions and Recommendations for the AQUILA Project

In this chapter software products and implementations related to QoS IP were presented. Short
overview and analysis for each group of products was provided. Moreover, the main trends in
developing this type of products were presented. Conclusions are the following:

» Development of operating systems indicates that some QoS mechanisms for IP are a-
ready implemented and aspiration for delivering QoS is very strong (planned DiffServ
architecture compilation). For standard PC Windows2000 and Linux is recom-
mended.

* In the development of middleware, the recent trends focus on QoS support and real-
time systems. There are a lot of different implementations but CORBA is the most
promising one. For AQUILA project CORBA middleware can be used for imple-
menting of some elements for resource control layer and EAToolkit.

* JAIN Connectivity Management initiative will provide the API for application de-
veloping with QoS IP capabilities. This solution could be of interest for the project and
will be observed.

» Existing implementation of RSVP protocol can be used in the project e.g. Winsock2,
asasignalling protocol in the access network if required.

* Astesting application for the trials, legacy as well as MBONE applications can be
considered for adopting to project purposes.
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Policy-based QoS management is in early stages of development, but in the IETF significant
progress in this area can be observed. Each of main vendors plans to develop their own ap-
proach. Current state of development allows vendors to make the first version of such prod-
ucts. In the near future the interoperability problem will be investigated, but the progress de-
pends on the standardisation efforts. From the project point of view this idea should be care-
fully followed up and possibility of interoperation of developed management system and pol-
icy-based solutions should be considered in the future.
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7 Tools for QoS Support

Another software product group essential for the project is set of tools for creating the compo-
nents of assumed resource management architecture i.e. QMTool , EAToolkit, RCA. More-
over, smulation tools could be useful for verification of different approaches and algorithms.

7.1 Software development products

7.1.1 Java products

The Javatechnology is hew approach based on the idea that the same software should work on
many different types of devices. Using Java platform we can run the same application from
any terminal with different operating systems (e.g. IBM PC with MS Windows or Linux,
Macintosh etc.) or any network device. This technology is a revolutionary solution for com-
munication between devices in easy way than ever before. Currently, we can observe many
visible examples of using Java based software e.g. applets working inside Web browsers in
our computers. Because of its featuresi.e. platform independence, object-oriented, modularity,
scalability and information security, popularity of Java based software in the communication
networks becomes wider and wider. From developers point of view Java based software is
easier to create and maintain compare to traditional C or C++ language software. On the soft-
ware market we can find afew main providers of Java products and analysis of their products
isincluded below.

The main Java products groups provided by Sun Microsystems are the following:

« Java™ 2 Platform, Standard Edition — basic Java 2 SDK, tools, runtimes. APIs for de-
velopers, deploying and running applets and applications in the Java programming
language. Some of them are the following:

*  Swing components,
*  Security,

» JDBC DataAccess API, for accessing virtually any tabular data source,

» JavaBeans, a portable, platform-independent component model written in the Java
programming language, developed by different companies,

 Java IDL - provides standards-based interoperability and connectivity through
CORBA, the open industry standard for heterogeneous computing,

» Remote Method Invocation (RMI) - to create distributed Java™ technol ogy-based
to Java technol ogy-based applications,

» JavaFoundation Classes (JFC),
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« Java™ 2 Platform, Enterprise Edition — with an Application Programming Model and
Compatibility Test Suite for building enterprise-class server-side applications,

« Java™ 2 Platform, Micro Edition — runtime environment for different customer de-
vices e.g. set-top boxes, cellular phones etc.

Besides the core platform there are many optional packages and APIs known as Standard Ex-
tensions. For the projects needs the following Java extensions can be interested:

« Forte™ Fusion™,

« Forte™ for Java™, Community Edition,
« Forte™ for Java™, Internet Edition,

« Forte™ for Java™, Enterprise Edition,

« HotJava™ Product Family,

« JavaPC™ Software,

« Jini™ Connection Technology,

« NetBeans™ Developer 2 and X2,

» JavaDynamic Management™ Kit (Java DMK).

More information about all components can be found at http:/java.sun.com

7.1.1.1 Microsoft technologies for Java

Microsoft Java products are designated for building and deploying MS Windows based appli-
cations in Java language. The components related to considered technology are the following:

» SDK for Java 4.0 - is the developer kit for the Microsoft Internet Explorer 5.01 envi-
ronment. Tools, for developing Java programs and applets based on JDK 1.1 and the
Microsoft virtual machine (Microsoft VM) optimised for the Microsoft Win32 AP,

 SDK for AFC 1.0 - The Microsoft SDK for Application Foundation Classes (AFC)
version 1.0 is a set of Java class libraries providing user-interface (Ul) controls,
graphics and effects classes, and the ability to create and extract cabinet (.cab) files..
Now a standalone product, the SDK for AFC requires only the Microsoft virtual ma-
chine (Microsoft VM),

e COM - Component Object Model, COM-based technologies such as DCOM, COM+,
MTS and ActiveX,
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Visua J++ 6.0 — based on Java language, alows for building and deploying high-
performance, data-driven client/server solutions for Windows and the Web. For creat-
ing Windows-based applications and components two-way RAD tools and the Win-
dows Foundation Classes (WFC) could be used. Visual J++ is akey component of Mi-
crosoft’s development tool suite. Microsoft Visual Studio is a complete development
tools suite that provides corporations with easy-to-use tools for building business ap-
plications for the Windows Distributed interNet Architecture (Windows DNA), a
framework for building scalable enterprise applications. Visua Studio includes Visual
Basic, Visua C++, Visua J++, the Visua InterDev™ Web development system and
Visual FoxPro database,

VM — Microsoft Virtual Machine for integration with other Java products,

JScript 5.0, a scripting language designated for the Internet, is the first scripting lan-
guage to fully conform to ECMA Script, the Web's only standard scripting language,

Transaction Server is a component-based transaction processing system for develop-
ing, deploying, and managing high-performing, scalable, and robust enterprise, Inter-
net, and intranet server applications. In release 2.0 (for the Microsoft Windows NT op-
erating system) development of applications with Web-based interface using Microsoft
Component Object Model (COM) technologiesis simplified.

All these products can be used only in MS Windows environment. More detailed information
can be found at http://www.microsoft.com/javal

7.1.1.2 Borland JBuilder 3

Java products are delivered aso by Borland company. JBilder is developer tool created for
different operating systemsi.e. Linux, Solaris, MS Windows, which completely supports open
Java standards, it provides seamless integration with CORBA middleware, and it has support
for the development of Enterprise Java Beans. The latest release can be characterise by the
following features:

Java 2 support with the ability to switch JDK’s,
Visual development of distributed applications,
VisiBroker CORBA ORB,

Enterprise Java Bean (EJB) support,
Distributed debugging capabilities,

Java servlet support,

* Fully DataAware JFC/Swing models,

* Transactional JDataStore,
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» Complete support for Internationalisation..

Additionally, the set of APIsis provided for developersi.e.:

Enterprise Java Beans (EJB) - provides a software component model for server-side de-
velopment,

Java Naming and Directory Interface (JNDI) - provides a unified Java interface to the
many Directory and Naming services,

Java Transaction (JTA) - a specification for an interface between a transaction manager
and a distributed transaction system,

Java Database Connectivity (JDBC) - a standard data-access interface between an applica-
tion and awide array of database management systems,

Java Servlet - provides web developers with a standard, reliable way to extend their web
servers,

RMI/IIOP - specifies the Remote Method Invocation APl implemented over the Object
Management Groups I1OP protocol. This allows multiple languages to have access to the
distributed software servers.

More information can be found at http://www.borland.com|

7.1.2 Delphi

Delphi 5.0 is an Integrated Development Environment for Pascal programmers. It provides
support for development of Internet and distributed computing applications. Below are out-
lined the key features of this product:

» Access to Win32, ActiveX, OLE, OLEDB, DCOM, ISAPI, NSAPI, MAPI, DirectX
APls,

* FastNet - native Internet client components (e.g. HTTP, FTP, POP3, NNTP etc.),

* WebBroker — for developing web based client/Server database application supporting
CGI, WIinCGl, NSAP!I, ISAPI,

* InternetExpress for developing browser based XML clients for distributed database
applications, it allows easy creation of CGI, ISAPI, NSAPI web server application,

* MIDAS package for developing and testing multi-tier applications using industry stan-
dards like CORBA, COM/DCOM, MTS and Socket,

» Support for CORBA by VisiBroker ORB 3.32,
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e Support for database connectivity: Access, FoxPro, Paradox, dBase, ODBC connec-
tivity SQL linksfor InterBase, Oracle, Sysbase, Informix, MS SQL Server and DB2.

More information can be found at: http://www.borland.com/del phi/|

7.1.3 C platforms

7.1.3.1 C++ Builder 5.0

C++ Builder 5.0 is an Integrated Development Environment for C++ programmers. It is com-
pliant with ANSI C++. It provides support for development of Internet and distributed com-
puting applications. It provides similar features as Delphi 5.0 including different APIs, Fast-
Net components, WebBroker, InternetExpres, MIDAS server, support for CORBA with Visi-
Broker 4.0 and database connectivity.

More information can be found at: |http://www.borland.com/bcppbuil der/|

7.1.3.2 Microsoft Visual C++

Microsoft Visual C++ 6.0 is software package for Windows 2000 and Web application crea-
tion. Thisversion is simplifying programming with COM+ and allows to build distributed ap-
plications with built-in load balancing, transaction support, message queuing, object pooling,
security, and integrated component management services. It alows to take advantage of the
new Windows 2000 Web Services, Active Directory™ Service, Core Services, Microsoft
Management Console, and much more. Detailled information is available at web page
http://msdn.microsoft.com/visual c/|

7.1.3.3 GNU C compiler

The GNU C compiler is free software. It includes all of the support for compiling C++ and
Objective C, including a run-time library for Objective C. It can be used on Unix or MS DOS
platforms. The DOS version is available at the web page: pttp://www.del orie.com/djgpp} and
Unix version at pttp://www.gnu.org}

7.2 Simulators

7.2.1 NS-2

NS-2 simulator is free software for simulating various networks especially data networks with
TCP protocol. It can be downloaded form the web page http://mash.cs.berkeley.edu/ng/. Cur-
rently the following features are implemented and validated in the simul ator.

7.2.1.1 Application models

Application models available in NS-2 simulator are the following:
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e HTTP, web caching,

e TELNET,

- FTP,

* Constant-Bit-Rate (CBR) sources,

e On/Off sources.

7.2.1.2 Protocols
The following protocols are implemented:
» TCP (Tahoe, Reno, New-Reno, SACK TCP, FACK TCP, VEGASTCP),
« UDP,
e |P,
 RTP/RTCP (Rea Time Protocoal),
* SRM (Scaable Reliable Multicast),
» 802.3 MAC protocol,
e 802.11 MAC protocol,

*  RSVP/IntServ.

7.2.1.3 Queuing and packet scheduling
The following mechanisms are already implemented:
* FHFO/drop-tail,
* RED (Random Early Detection),
» CBQ (Class Based Scheduling) both v.1 and v.2,
*  WRR (Weighted Round Robin Scheduling),
* DRR (Deficit Round Robin Scheduling),
* SFQ (Stochastic Fair Queuing),

 FQ (Fair Queuing),
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. WFQ.

In NS ssimulator there are no mechanisms related to DiffServ architecture and some extensions
will be required.

7.2.2 OPNET

OPNET isthe professional simulation tool, created by MIL3 Inc. http://www.mil3.com). This
tool makes possible to simulate various kind of networks e.g. ATM, IP, X.25, Ethernet, FR.
At present, the following models important form the AQUILA point of view are available:

7.2.2.1 Application models

In the OPNET simulation platform there is many application models. Some of most interest-
ing are the following:

* emall,

» FTP(File Transfer Protocal),

e HTTP (HyperText Transport Protocol) v. 1.0,
* remotelogin,

* telnet

* voice application,

 video conference,

« X window session,

» database session,

e printing session,

multi-tier application.

7.2.2.2 Protocol models
The following protocol models are available:

e |P-implementation is based on RFC-791, RFC-792, RFC-826, RFC-1112, RFC-2236,
RFC-2362. Main features are as follow:

- dtatic aswell as dynamic routing protocol support (supported dynamic proto-
colsinclude RIP, IGRP, OSPF, BGP4, EIGRP),
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multicast support,

various gqueuing schemes disciplines FIFO, WFQ and WRR which allows
TOS-based (i.e., QoS-specific) routing,

two modes of modelling ARP -- explicit and efficient. Explicit mode allows
configuration of ARP cache and timer settings.

* TCP - implementation is based on RFC-793, RFC-1122, RFC-1323, RFC-2018. Key
features are the following:

detailed implementation of Tahoe, Reno versions with SACK and Window
Scaling extensions,

slow-start congestion control and avoidance,

flow control provided by dynamic limitation of transmissions based on the
availability of remote buffering resources (explicit modelling of receive and
socket buffers),

fast-retransmit/ fast-recovery, window scaling, and/or selective acknow-
ledgement mechanisms,

implementation of Karn’s and Nagle' s algorithms.

* UDP - implementation is based on RFC-768, RFC-1122. Key features:

connectionless datagram delivery implementation,

multiplexing of many applications to use underlying IP protocol.

* RSVP — modd implemented by George Manson University; its main features are the
following:

scheduling method — strictly priority,
congestion handling — drop,
QoS routing protocol (QOSPF) isimplemented,

public access and free.

7.2.2.3 Vendor Device Models

The following vendor devices are currently implemented:
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« CISCO
CS1005, CS2501, CS2502, CS2513, CS2514, CS2515, CS4000, CSA700,
CS5000, CS5500, CS7000, CS7505, CS7507, CS7513

« 3COM
CB2500, CB3500, CB6000, CB7000, CB9000

« ASCEND
GRF1600, GRF400

« CABLETRON
SS9000

« BAY NETWORKS
ASN, BCN, BLN.

Standard OPNET package has no implemented any mechanism supporting QoS in IP net-
works e.g. IntServ/RSVP or DiffServ, but thisis flexible tool and one can easy modify exist-
ing models of IP routers to implement any required algorithm. Also, there are many models
created research institutions. The example is QoS IP model based on IntServ architecture de-
veloped by Networking and Simulation Lab, C3I Centre, George Mason University
(http://bacon.gmu.edu/qosip).

7.3 MIB Compilers and Browsers

MG-SOFT MIB Browser Professional Edition

MG-SOFT MIB Browser Professional Edition with MIB Compiler is a SNMP MIB
Browser running on Microsoft's 32-bit operating systems (Windows 95, Windows 98,
Windows NT). MIB Browser allows for monitoring and managing any SNMP device on
the network (i.e. file or database servers, routers, hubs, switches, bridges, etc.) by using
the standard SNMPv1, SNMPv2c and SNMPv3 protocols.

The enclosed MIB Compiler allows us to compile any vendor specific MIB file. Compiled
MIB file can then be loaded and utilised by the MIB browser.

MIB Agent Configurator (MAC)

The MIB Agent Configurator is a platform independent Java based interactive editor that
allows configuring SNMP capable devices over aLocal Area Network.

SnmpQL Explorer

Thistool can be used to manage object by SNMP protocols and to compile and edit MIBs.
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* Fusion MIB compiler

Thistool also can be used for editing and compiling MIBs.

7.4 Measurement Tools

M easurement tools are essential to verify the QoS capability of a network. The network has to
handle various types of traffic in different ways. To test these networks it is necessary to have
atool that can simulate real users of different applications (e.g. web surfing, voice over 1P,
video streaming) and measure the QoS parameters like one-way delay, jitter, packet loss and
throughput.

There are different groups of tools for measuring IP traffic, which differ from their measure-
ment functions. A combination of different measurement tools is very often necessary to get
expressive information about the reasons of possible problems (e.g. to find bottlenecks) in the
case of detailed network analysis.
M easurement tools can be divided into the following categories:

* Internet reachability/delay,

* Internet routing statistics,

e measurement of transport protocols, their services and QoS parameters,

* Internet service monitoring,

* measurement tools for multicast (MBone),

o traffic analyser,

» flow collector,

* network performance measurement,

* representation of performance results.

Additional to the classification mentioned above, measurement tools can be hard- or software
solutions. Hardware equipment is generally designed for high performance measurements.
Therefore most of the hardware tools are useful for industrial applications and operational
networks. In contrary, software measurement tools are more flexible and therefore more ap-
propriate for research and development. Furthermore many software products are available for
free.
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7.4.1 Hardware Measurement Tools

7.4.1.1 Wavetek Wandel & Goltermann

Wavetek Wandel & Goltermann (W& G) offers a wide range of mostly hardware specific
measurement systems for different requirements and environments. W& G offer products for
enterprise networks (LAN and WAN), multimedia, telecommunication and wireless networks.
For telecommunication networks W& G provides test solutions in the developing, manufac-
turing, installation and maintenance stages.

LinkView is a product family of network analysers. The tool is available both, as hardware-
but also as software-based monitoring tool. Link View offers powerful testing capabilities for
detecting, processing, and displaying network events.

Domino Internetwork Analyser is a measurement hardware for high-performance monitor-
ing, troubleshooting, and simulation in internetworking environments. Features are multiseg-
ment analysis (with multiple Domino analysers) for testing network devices and the support of
hundreds of protocol (through layer 7).

More information about W& G products available at: http://www.wg.com/products/index.html

7.4.1.2 GN Nettest
GN Nettest offers testing equipment in the areas data communication networks, fibre systems

networks and telecom networks. This chapter focuses on three IP related products of GN
Nettest.

7.4.1.2.1 FASTNET

FASTNET is a full featured software and hardware solution with high-powered monitoring
probes each having integral data storage capabilities so the network administrator can produc-
tively monitor real-time QoS measurements in a network at multiple network layers. Features
of the FASTNET Product are:

* red-time monitoring,

» network analysis with protocol / IP decryption,

e SLA and IP-QoS verification,

* problem solution in real-time,

» automatic forward of alarms through RMONZ2, SNMP,

e automatic HTML-Reporting.
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More information about FASTNET at: http://www.gnnettest.com/pages/fastnet.htm

7.4.1.2.2 WinPharaoh

The WinPharaoh analyser is a modular, high performance test and measurement system for
network analysis and emulation. Each hardware-based LAN, WAN and ATM adapter func-
tions as a self-contained "test set on aboard”. It is designed to improve the quality of configu-
ration, to eliminate bottlenecks and to ensure the QoS of the analysed network. Features of
WinPharaoh are:

« flexibility: many multi-port applications can be analysed simultaneously,
e red-timeanalysis,

* red-time statistics,

e simultaneous analysis up to 8 segments,

e anaysisof runtime over switches, routers and WAN,

» support of all common LAN-, WAN- and ATM-interfaces.

More information about WinPharaoh at: http://www.gnnettest.com/pages/wp.htm|

7.4.1.2.3 GN Nettest InterWWATCH 95000

GN Nettest InterWATCH 95000 is a portable LAN/WAN protocol analyser designed for per-
formance (particularly QoS and signalling) and interoperability testing of ATM, Frame Relay,
IP and LAN technologies. It could be also used as traffic generator, network monitor with ad-
vanced decoding of encapsulated higher-level protocol PDUs (IP, IPsec, BGP-4, LDP,
MPOA, PNNI, H.232) and impairment emulator.

InterWatch 95000 is based on PC industrial PC running Solaris OS and could be equipped
with various line interfaces modules such as E1, E3, Ethernet/Fast Ethernet, Token Ring,
STM-1, ATM25, TAXI. Besides primary load generation and monitoring software, there are
also available many options for signalling emulation, performance testing (IP, ATM signal-
ling), signalling interoperability testing.

7.4.1.3 Hewlett Packard Broadband Series Test System

Hewlett Packard Broadband Series Test System (BSTS) is flexible, modular hardware and
software platform designed for testing telecommunications data-link, network and transport
protocols running on high-speed broadband network environment, such as ATM or Packet
Over Sonet/SDH (POS). It allows monitoring, emulation, load generation as well as perform-
ance and conformance testing.
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BSTS hardware could be equipped with wide range of standard interfaces including E1, E3,
STM-1, STM-4 and STM-16, TAXI, HSSI etc. BSTS software is based on HP-UX operating
system. Optional applications are designed for performance and conformance testing of vari-
ous network protocols including ATM, AAL, UNI Signalling, NNI, PNNI, MPEG, LANE,
Frame Relay, and IP. Another software options allow significant automation of testing proc-
esses. BSTSis also an open platform and offers APIs and tools for creating custom test appli-
cations.

7.4.2 Software Measurement Tools

7.4.2.1 Measurement Tools from CAIDA

UCSD/CAIDA is devel oping measurement tools for monitoring, depicting and predicting traf-
fic behaviour on current and advanced networks. CAIDA is committed developing tools to
discover and visualise different Internet topologies, to measure Internet traffic behaviour on
high speed links and to detect and control resource use. For this report a few interesting tools
have been selected.

7.4.2.1.1 cflowd

CFlowd is atool for collecting, storing and analysing Internet traffic. The tool is often used
for operations like Web hosting, accounting and billing, network planning and analysis, net-
work monitoring, data warehousing, etc. It is currently used for analysing Cisco’'s NetFlow
(see also section . More information at: http://www.caida.org/Tools/Cflowd/

7.4.2.1.2 CoralReef

CoraResf is a comprehensive software suite which allows passive monitoring of Internet traf-
fic. The software presently supports dedicated PC boxes using OC3mon and OC12mon cards
that collect traffic datain real-time. The CoralReef suite is atotally passive monitoring system
employing optical splitters. Because CoralReef uses a small fraction of the light split off from
the optical fibre, it does not require any additional network infrastructure and it does not in-
crease network traffic or interfere with other network devices. More information at:
http://www.caida.org/Tools/Coral Reef/

7.4.2.1.3 Visualisation tools

CAIDA has implemented several tools for a graphical visualisation of the Internet topology.
They analyse Internet traffic path data such as connectivity, routing and network performance.
They gain their information through ICMP message packets to measure the forward IP path
and the round-trip time to several destinations. Examples are Skitter, GTrace, Otter, Manta-
Ray, Mapnet, NetGeo, etc. Information about all CAIDA measurement tools is available at:
http://www.caida.org/Tools/
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7.4.2.2 NetFlow

NetFlow is a measurement tool, which typically belongs to the category traffic analyser and
flow collector. It is developed and used by Cisco and it provides the necessary traffic infor-
mation for different applications like usage-based network billing, network planning, network
monitoring, outbound marketing and data mining capabilities. NetFlow can be integrated with
rea-time customer management and billing software from Porta  Software
(http://www.portal.com). NetFlow aso provides the measurement base for Cisco's new Inter-
net Quality of Serviceinitiatives.

NetFlow consists of two parts; the FlowCollector and the Network Data Analyser.
NetFlow FlowCollector: shows the functionality of Cisco’s FlowCollector tech-
nology. Data export devices send export data to a specified FlowCollector UDP-Port. After

starting the configured FlowCollector it listens to the UDP ports for flows from the export de-
vices.
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Figure 7-1: NetFlow FlowCollector Topology

Foutar &

Data export devices (routers and switches) identify flows by looking for the following fields
within IP packets:

* source |P address,

* destination IP address,

e source port number,

e destination port number,

* protocol type,
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* typeof service (ToS),
* input interface.
The FlowCollector software is currently implemented for Solaris and HP-UX.

NetFlow Network Data Analyser: The Data Analyser works together with the FlowCollec-
tor. It isaclient/server network management application that runs on Solaris and PC plat-
forms.

Through the combined facilities of the analyser and the NetFlow FlowCollector, two types of
network traffic data can be collected:

* NetFow data: Traffic information that has been collected from NetFlow export-enabled
devicesin the network;

o Traffic matrix statistics (TMS) data: Traffic information that has been collected from TMS
export-enabled devicesin the network.

TMS data is useful for understanding traffic flows from a router to all IGP (Interior Gateway
Protocol) destinations. TMS data can be used to derive a traffic matrix, which is essential for
network design and traffic engineering.

Moreinformation is available at: http://www.cisco.com/warp/public/732/netflow/

7.4.2.3 CM Toolset

The CM Toolset is developed within a project at Techno-Z F&E and is sponsored by Telekom
Austria. CM Toolset is an advanced tool for testing and measuring the quality of end-to-end
TCP/IP communication channels. Tests in CM Toolset are controlled via a web-based user
interface, so that the end-user requirement is reduced to an Internet browser.

As shown in[Figure 7-3, CM Toolset consists of 3 main components: the distributed meas-
urement agents, the CM Server and a client with a web-browser.

The distributed agents are the hosts, which are used for the execution of the end-to-end meas-
urements. In each test they can be either used as sender or as receiver. All information for
execution of testsis passed to them from the cmcaller. The agents can be equipped with GPS-
clocks to synchronise their internal clocks. This is necessary for enabling one-way delay
measurements.

The CM Server builds the heart of CM Toolset. It runs three subsystems. MySQL as the data-
base management system (CM Base), the CM Caller and the Apache web server for the client
access.
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Figure 7-2: CM Toolset Architecture

As user interface, every web browser which supports frames and JavaScript (e.g. Netscape or
Internet Explorer) can be used.

7.4.2.4 Free Measurement Software

There are also many free available measurement software tools in the Internet. Most of them
are dedicated to one of the above mentioned categories. The most important and most popular
tools are described below.

7.4.2.4.1 MRTG — Multi Router Traffic Grapher

MRTG is atool to monitor the traffic load on network-links (it collects and graphs router
SNMP statistics). MRTG generates HTML pages containing images which provide a visual
representation of this traffic. MRTG is based on Perl and C and works under Unix and Win-
dows NT. More information available at: http://ee-staff.ethz.ch/~oetiker/webtool/mrtg/

74242 TTCP —Test TCP

TTCPisauseful tool for network performance testing with both TCP and UDP. It isalso use-
ful for setting up network pipes between machines. TTCP is a classic throughput benchmark
and load generator. The program was written in C at the US Army Ballistics Research Lab
(BRL) and is in the public domain. Therefore several modified versions on many operating
systems are available (e.g. nttcp). The source code is available at: ftp://ftp.arl.mil/pub/ttcp/
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7.4.2.4.3 NetPerf — Network Performance

NetPerf is a benchmark that can be used to measure the performance of many different types
of networking. It provides tests for both unidirectional throughput, and end-to-end latency.
The environments currently measurable by NetPerf include: TCP and UDP via BSD Sockets,
DLPI, Unix Domain Sockets, Fore ATM APl and HP HIPPI Link Level Access. More infor-
mation available at: http://www.netperf.org

7.4.2.4.4 netPIPE — Network Protocol Independent Performance Evaluator

NetPIPE is a protocol independent performance tool that encapsulates the best of ttcp and net-
perf and visually represents the network performance under a variety of conditions. By taking
the end-to-end application view of a network, NetPIPE clearly shows the overhead associated
with different protocol layers.

NetPIPE consists of two parts: A protocol independent driver and a protocol specific commu-
nication section. The communication section contains the necessary functions to establish a
connection, send and receive data, and close a connection. This part is different for each pro-
tocol. However, the interface between the driver and protocol module remains the same.
Therefore, the driver does not have to be altered in order to change communication protocols.
More information available at: http://www.scl.ameslab.gov/netpipe/

7.4.2.4.5 Tcpdump

Tcpdump is a canonical portable packet collector. Network researchers frequently use
tcpdump in instead of bundled packet collectors. Tcpdump requires reasonable understanding
of networking to interpret. The tool is stable and mature, works under Unix and is available at
http://ee.|bl.gov}

7.4.3 Summary

In [Table 7-1|below the main characteristics of available hardware and software measurement
tools are collected.

Tool Categories Active/Passive HW-/SW- M easurable QoS
M easur ements based Parameters
LinkView | traffic analyser, network perform- active/passive HW/SW throughput, packet
ance measurement, Internet service loss

monitoring, representation of per-
formance results

Domino traffic analyser, Internet service active/passive HW throughput, packet

Inter net- monitoring, representation of per- loss

work Ana- | formance results

lyser

Fastnet traffic analyser, Internet service active/passive HW/SW throughput, packet
monitoring, representation of per- loss
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formance results
WinPhar- | traffic analyser, representation of active/passive HW throughput, packet
aoh performance results loss
Inter- traffic analyser, network perform- active/passive HW/SW throughput, packet
WATCH ance measurement, representation of loss,
95000 performance results
HP BST traffic analyser, network perform- active/passive HW throughput, packet
ance measurement, representation of loss
performance results
cflowd traffic analyser, flow collector passive SW throughput, packet
loss
CoralReef | traffic analyser, Internet service passive SW throughput, packet
monitoring, flow collector loss
NetFlow traffic analyser, flow collector passive SW throughput, packet
loss
CM Toolset | Internet delay, measurement of active SW throughput, packet
transport protocols, Internet service loss, one-way delay,
monitoring, network performance jitter
measurement
MRTG Internet routing statistics, represen- | passive SW throughput, packet
tation of performance results loss
TTCP network performance measurement | active SW throughput
NetPerf network performance measurement | active SW throughput, packet
loss, one-way delay
netPl PE network performance measurement | active SW throughput, packet
loss, one-way delay
tcpdump traffic analyser, flow collector passive SW throughput, jitter

Table 7-1: Measurement Tools

For measurement purposes in the trials the commercial hardware analyser/generators as well
as available measurement software tools can be used.

7.5 IP tuning tools

For introducing QoS in IP networks the traffic shapers are one of the components that should
be applied. Many vendors aready provided traffic shapers in different implementations:
hardware, software or hybrid. Below, in|Table 7-2 the overview of such products included

vendor’s name and basic features are shown.

Vendor Product Solution | Control tech- | Policy defi- | Administrator
type nigue nition tools

Allot AC200/300 Hybrid WFQ, rate con- | Priority, rate Scheduler, grouping

trol guarantee

Check FloodGate-1 Software WFQ, CBQ Priority, rate Grouping, policy

Point guarantee server

Internet Fort Knox Policy Hybrid WFQ Priority Grouping, integrated

Devices router directory
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Netgurad Guidepost Software WFQ, rate con- | Priority Grouping, scheduler,
trol policy server
Netreality WiseWAN with Hardware | Priority queuing, | Priority Grouping, scheduler,
WAN Shaper rate control policy server
Pack eteer Packetshaper Hybrid Priority queuing, | Priority, rate Grouping, scheduler,
rate control guarantee policy server
Sun Sun Bandwidth Alo- | Software CBQ Priority, rate Scheduler
cator guarantee
Ukiah Trafficware Software Priority Priority, rate Scheduler, grouping,
guarantee integrated directory
Xedia Accespoint 10/100 | Hybrid CBQ Priority, rate Scheduler, grouping,
guarantee integrated directory

Table 7-2: Traffic Tuning Tools

More detailed information can be found a home web pages of each vendor or at
http:/)www.data.com/98092/traffic.html|

7.6 Conclusions and Recommendations for the AQUILA Project

In this chapter the groups of different types of tools were described: QoS IP software compo-
nents, software development platforms, simulation packages, and tools for measurement. On
the market we can find alot of software products that can be used for the project purposes and
help in developing planned QoS components. From analysis of these products the following
conclusions as well as some recommendations for the project can be derived:

o Platform for software development — the most promising and flexible with alot of ex-
tensions for IP networks (and for QoS IP components in the future) is Java platform
(e.g. 1.2.x version). It allows creating applications that are operating system independ-
ent. Moreover, JAIN Connectivity Management initiative will provide the API for ap-
plication developing with QoS IP capabilities. Another advantage is availability of
CORBA implementation in Java.

» Platform for the simulation can be chosen from two platforms: commercial (OPNET)
and free (NS-2). In both packages DiffServ architecture is not yet implemented. But
some of the mechanisms for supporting QoS are aready available e.g. RSV P protocol
isimplemented.

* For measurement purposes in the trials the commercial hardware analyser/generators
aswell as available measurement software tools can be used.

* For MIB browsing and compiling alarge set of toolsis also available.

For network elements the specialised software for IP tuning i.e. traffic shapers can be applied.
Thistype of products is usually vendor dependent.
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8 Standards and Protocols

The following chapter gives an overview bibliography of the aready existing or planned work
coming from the standardisation committees and the internet2 project regarding QoS.

8.1 IETF

8.1.1 QoS Mechanisms

There are four different approaches on how to add QoS to the existing best effort 1P network:
DiffServ, IntServ, MPLS and Constraint Based Routing/QoS Routing. They are not actual
standardsin IETF terms but they can be seen as standard units in each QoS related discussion.

A good overview with the emphasis on comparing the four methods can be found in [ Xia099]
and in [QoSprot].

The positions of the four methods in the Internet network model are depicted ac-
cording to [Xia099]:

Application Layer

Transport Layer IntServ/RSV P, DiffServ

Network Layer Constraint Based Routing

MPLS

Link Layer

Figure 8-1: OSl Layer vs. QoS Methods

8.1.1.1 Differentiated Services Model (DiffServ)
The differentiated services approach is described in [RFC 2474] and [RFC 2475].

The basic idea of DiffServ is to define a small number of smple differentiated packet for-
warding treatments, so called per-hop-behaviours (PHBs), which are implemented in the sin-
gle network elements. Additionally, at the edge of a DiffServ network all incoming packets
are marked with a so called DiffServ Code Point (DSCP) and policed according to which PHB
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should be applied. This leads to an aggregation of flows facilitating strongly the core ele-
ments forwarding decisions. The DiffServ architecture has therefore good scaling properties
but gives only relative improvements compared to best-effort traffic in respect to QoS.

The issue of defining PHBs is addressed by [RFC 2474] (Class Selector Codepoints), [RFC
2597] (Assured Forwarding) and [RFC 2598] (Expedited Forwarding).

[RFC 2697] and [RFC 2698] examine on which input parameters the marking can be achieved
(Three Colour Marker).

Overview of existing drafts (Name, Title, comment):

draft-ietf-diffserv-ba-def-01 Definition of Differentiated Services Behaviour Aggre-
gates and Rules for their Specification
what isa BA and how do | register one to the WG

draft-ietf-diffserv-ba-vw-00 The 'Virtua Wire' Behaviour Aggregate

the first BA using the above described template (=VLL)
draft-ietf-diffserv-tunnels-00 Differentiated Services and Tunnels

covers pure IP-1P tunnels (no MPLS)
draft-ietf-diffserv-mib-02 Management Information Base for the Differentiated

Services Architecture
The DiffServ MIB
draft-ietf-diffserv-pib-00 Differentiated Services Quality of Service Policy In-
formation Base
PIB to be used by COPSPR client
draft-ietf-diffserv-new-terms-02 New Terminology for DiffServ
clarifies DiffServ terms

draft-ietf-diffserv-model-02 A Conceptual Model for DiffServ Routers
how do | design a DiffServ capable router
draft-ietf-diffserv-phbid-00 Per Hop Behaviour Identification Codes

needed e.g. for DiffServ over MPLS
draft-ietf-diffserv-framework-02 A Framework for Differentiated Services

Companion document to RFC 2475
draft-ietf-diffserv-trafcon-format-00 Format for DiffServ Working Group Traffic Condi-

tioner Drafts

guideline for specifying traffic conditioner (e.g. shaper)

There is a WG “Differentiated Services’ [DiffServ]. The deployment of DiffServ and addi-
tions (especialy the bandwidth broker) are examined intensively by the internet2 project (see
chapter B.2]internet2).

The magazine IEEE Network dedicated the September/October 1999 issue (Vol.13, No 5) to
QoS with DiffServ and IntServ.

8.1.1.2 Integrated Services Model (IntServ) and RSVP

The integrated service (IntServ) architecture is described in an overview article in [RFC
1633].
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IntServ uses a signalling protocol (most common is the Resource ReSerVation Protocol,
RSVP) to find a route from the source to the destination on which each involved network
element can guarantee specific parameters, e.g. bandwidth. Thus the whole path is “under
control” - QoS can be actually guaranteed. This advantagesis paid off by having to use arela-
tively complicated protocol and, above al, by being constrained to small networks as each
core element has to take account of each single flow, an approach which does not scale well.

RSV P isdescribed in [RFC 2205].
The following drafts and [BernetOO] address the combination of IntServ and DiffServ:

draft-ietf-isdlI-diffserv-rsvp-03 A Framework For Integrated Services Operation Over
DiffServ Networks
draft-ietf-issll-dclass-01 Format of the RSVP DCLASS Object

how DSCPs can be signalled over RSVP

The ideais to have DiffServ in the core and IntServ/RSVP signalling at the access. From the
perspective of IntServ, the Diff Serv domains are then seen as single network elements. At the
borders of both architectures a mapping from IntServ traffic parameters to DSCP has to take
place.

There are two working groups within the IETF dealing with the subject: “Integrated Services’
[IntServ] and “Integrated Services over Specific Link Layers’ [Isdll]. Furthermore there is the
working group “ Resource Reservation Setup Protocol” [RSVF].

8.1.1.3 Multi-Protocol Label Switching (MPLS)

Concerning Multi-Protocol Label Switching (MPLS) only an informational RFC [RFC 2702]
exists yet, describing the requirements on MPLS. The other work on MPLS is on the brink of
reaching RFC status.

The basic idea involves assigning short fixed length labels to packets at the ingress of an
MPLS cloud. Throughout the interior of the MPLS domain, the labels attached to packets are
used to make forwarding decisions (without recourse to the original packet headers). This al-
lows to assign explicit paths to various classes of traffic (Forwarding Equivalence Classes,
FEC). It also offers capabilities not directly related to QoS, like traffic engineering techniques
that can boost IP routing efficiency and network management capabilities.

The setup of label switched paths (LSP) can be achieved either automatically by the router,
e.g. whenever arouter gets 5 packets from the same origin in a certain time interval, it sets up
apath, or administratively by the operator.

The following drafts can be of interest for AQUILA:

draft-ietf-mpls-framework-05 A Framework for MPLS
draft-ietf-mpls-arch-06 Multi-protocol Label Switching Architecture
draft-ietf-mpls-1dp-06 LDP Specification

draft-ietf-mpls-cr-ldp-03 Constraint-Based L SP Setup using LDP
draft-ietf-mpls-rsvp-1sp-tunnel-04 Extensionsto RSVP for LSP Tunnels
draft-ietf-mpls-diff-ext-03 MPLS Support of Differentiated Services
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draft-hei nanen-diffserv-mpls-00 Differentiated Servicesin MPLS Networks
The last three drafts address the interworking of RSV P and DiffServ with MPLS.

For the co-operation of DiffServ and MPLS two basic operation modes are envisaged: One is
to create for each DSCP a specific MPLS path, i.e. a mapping from DSCP to FEC, giving the
operator the possibility to use “highways’ for premium traffic and “ordinary roads’ for Best
effort. The other isto use the same paths for different DSCPs but including the DSCP into the
3 bit experimental field of the MPLS label and thus giving the routers the possibility of ap-
plying different PHBs depending on the (coded) DSCP. The latter obviously implies a restric-
tion to 8 different PHBs (which seems to be a reasonable restriction, though).

The extensions of RSVP for MPLS are aimed to use RSVP as Label Distribution Protocol
(LDP). At the moment no draft is found which addresses a mapping from IntServ traffic pa-
rameters (signalled by e.g. RSV P) to the setting up of LSPs.

MPLS seems to meet perfectly operators demands in terms of network management plus
QoS. This enables the operator e.g. to offer Virtual Private Network (VPN) services [RFC
2547]. Additionally it is multi-protocol, i.e. not bound e.g. to IP but best suited for heteroge-
neous network topologies, comprising ATM. Nevertheless controversies are ongoing if MPLS
performance gain and QoS support is not soaked up by new wire-speed routers and switches
leaving “only” the traffic engineering task to MPLS [Armitage00].

Thereisthe WG “ Multi-protocol Label Switching” [MPLS].

8.1.1.4 Constraint Based Routing (CBR), QoS Routing

Constraint Based Routing is used to compute routes that are subject to multiple constraints. If
the constraints are QoS parametersit is also caled QoS Routing.

Whereas currently used IP routing protocols are insensitive to QoS needs, QoS routing en-
ables the path selection to be based on metrics, which consider the availability of resources.
This may result in a different forwarding decision in comparison with that based on the tradi-
tional “shortest path” metric usually adopted in the Internet.

The provision of QoS routing information in edge devices or routers can extend all above
mentioned QoS mechanisms leading to an improved utilisation of the available network re-
sources. For example the combination of QoS-based routing can be used within DiffServ or
IntServ network domains to avoid congested routers.

The framework for QoS-based routing is set in [RFC 2386]. The extension of OSPF for QoS
routing is described in [RFC 2676] (QOSPF). See for an overview [Chen98].

8.1.2 Policy-Protocols

For ageneral introduction to policies see [QoSpolicy].
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The policy framework is addressed by draft-ietf-policy-framework-00, while QoS specific en-
hancements can be found in:

draft-ietf-policy-gos-schema-00 QoS Poalicy Schema
draft-ietf-policy-gos-info-model-00  Policy Framework QoS Information Model

Thereisthe WG “ Policy Framework” [Policy].
8.1.2.1 Remote Authentication Dial In User Service (RADIUS)

The basic functionality of RADIUS are specified in the [RFC 2138] and [RFC 2139]. Various
internet drafts describe useful RADIUS extensions.

Basic functions:
* Managing dispersed seria line and modem pools for large numbers of users,

» Careful attention to security, authorisation and accounting achieved by managing asingle
“database” of users,

» Authentication information (verifying user name and password),

» Configuration information detailing the type of serviceto deliver to the user
accounting information.

Key features:

Client/Server Model:

* A Network Access Server operates as aclient of RADIUS,
 RADIUS servers are responsible for maintaining user profiles,

* A RADIUS server can act as a proxy client to other RADIUS servers.
Network Security:

» Transactions between the client and RADIUS server are authenticated,
» Passwords are always sent encrypted.

Extensible Protocol:

e Addition of new attribute values without disturbing existing implementations of the proto-
col.
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8.1.2.2 DIAMETER

DIAMETER was designed as a successor to RADIUS (radius * 2 = diameter). It is now a
family of protocols aimed for a variety of applications covering policy control for individual
internet user.

DIAMETER is currently not an official IETF protocol. The development is driven by a group
of engineers from Sun, Ascend, Cisco, Microsoft, Merit, Ericsson and Nokia. Various internet
drafts describe DIAMETER and its extensions.

Figure 8-2]shows the architecture of DIAMETER.

NASREQ H Mobile IP H Accounting ‘ Strong security

Extensions oo

Extensions Extensions Extensions

DIAMETER Base Protocol

Transport (UDP, Port 1812)
Figure 8-2: Architecture of DIAMETER

Key features of diameter

- Lightweight and simple to implement.

- Large AVP (attribute value pair) space

- Efficient encoding of attributes, ssimilar to RADIUS

- Support for vendor specific AVPs and Commands

- Support for large number of simultaneous pending requests
- Reliable, UDP-based transport

- Weéll-defined retransmission and fail-over scheme

- Ability to quickly detect unreachable peers

- No silent message discards

- Support of unsolicited messages to “clients”

- integrity and confidentiality at the AVP level

- Hop-by-Hop security

- One session per authentication/authorisation flow

- Provideredirect services, to alow bypassing of broker

8.1.2.3 Common Open Policy Service (COPS)

COPS is a protocol used for the communication between a Policy Enforcement Point (PEP)
and a Policy Decision Point (PDP) [RFC 2748], [RFC 2749].

Key features of COPS:
- was developed by IETF RAP WG as policy transaction protocol (for RSV P)
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—isageneric object exchange protocol
— providesreliability by use of TCP (port 3288)
— provides some basic functions (connect, redirect, sync, keep alive)

8.1.3 Routing-Protocols

When the RCA will take routing into account the information retrievable from the routing
protocols is interesting. As thisis not a requirement but part of the architecture, it will be de-
scribed in the WPL1.2 deliverable.

8.2 Internet2 Project

The Internet2 project is an association of over 130 universities, 40 corporations, and 30 other
organisations. One of its primary technical objectives is to engineer scalable, interoperable,
and administrable interdomain QoS. See [Internet?].

8.2.1 Architectural aspects

Internet2 chose the DiffServ architecture as the one best suited to meeting the QoS needs of
the project.

To achieve the possibility of granting guarantees on a DiffServ network, the concept of a cen-
tral functionality keeping track of the allocated bandwidth and flows isintroduced. This entity
is called Bandwidth Broker (BB, see [QBBAC])

As listed in [Teitelbaum99], there is a spectrum of mechanisms for building and intercon-
necting Diff Serv-capable networks. Between the “do nothing” option, giving the known best
effort networking, and IntServ, giving a per flow guarantee, the following Diff Serv-steps can
be found:

* Host DSfield marking, no signalling, no BB
Thisisa minimalist DiffServ approach.

* Host DSfield marking, no signalling, Some Flow Recognition Near Edge, no BB
An extension of the previous method.

* Local signaling, static inter-domain provisioning, BB — phase 0 “Loca Admission”
Users can signal Resource Allocation Requests (RAR) to the BB. The inter-domain com-
munication between BBs is done out-band, e.g. by phone. The BB could actually be “ hu-

» Single-ended signalling, with inter-BB communication — phase 1 “Informed Admission”
An inter-domain BB protocol is specified (Smple Inter-domain Bandwidth Broker Sgnal-
ling SBBS). It allows RAR issued by a host to be passed over several domains by explicit
signalling between all involved BBs. As the overhead is big if transit domains are in-
volved, the protocol also allows to establish tunnels between BBs so that the signalling
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communication is delimited to the BB of the origin and destination domain. See [ SBBS.
Thisis the stage where actual work is done.

* Double-ended signalling, inter-BB communication — phase 2 “Dynamic SLS Admission”
Service Level Specifications (SLS) can be set up dynamically.

8.2.2 QBone Project

The QBone initiative seeks to address all DiffServ related issues by building an open and
highly instrumented testbed for interdomain DiffServ. This should give the opportunity to
gain experience on the above mentioned different DiffServ solutions. It is actually planned to
start with manually established reservations and then to introduce BBs in different phases.

QBone will focus initially on deploying and evaluating a single service based on expedited
forwarding PHB, called QBone Primium Service (QPS).

Big emphasis is laid on building up a measurement architecture at al participating QBone
domains with a standardised data format to simplify the analysis.

8.3 ITU-T, ETSI

For the moment, no advanced activities known regarding QoS. New activities are in the very
first stage.

The terminology used in respect to QoS by the ITU isdefined in [E.800]:

quality of service: The collective effect of service performance which determine the degree
of satisfaction of auser of the service.

service: A set of functions offered to a user by an organisation.

user: Any entity externa to the network which utilises connections through the network for
communication.

ETSI is working on the project “Telecommunications and Internet Protocol Harmonisation
Over Networks’ (TIPHON). The envisaged architectures described in [TIPHON5007] com-
prise IP-telephones and classical telephones connected to switched circuit networks (SCN) in
all possible combinations:

. IP-IP
. IP-SCN

*  SCN-IP-SCN
« IP-SCN-IP

In [TIPHONS5009] the requirements on the quality parameters is addressed by defining four
QoS-classes, called 4 (BEST), 3 (HIGH), 2 (MEDIUM) and 1 (BEST EFFORT).
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8.4 Conclusion and Recommendations for the AQUILA Project

8.4.1 QoS Mechanisms

DiffServ: DiffServ should be used in the AQUILA project. As a minimum set of classes of
service “EF light” and Best Effort should be supported. EF light means that the RCA does not
monitor each link so that no 100% guarantee can be offered.

IntServ/RSVP: Due to the non-scalability, IntServ cannot be the overall QoS network solu-
tion, especially not for the core. On the other hand, as soon as end-to-end QoS is a require-
ment, the signalling approach of IntServ traffic parameters with RSV P (issued by the applica
tion on the host) is the first choice. Thus, RSV P should be used for the signalling of the QoS
request from the EAT to the ACA. The support of the IntServ architecture is not a requirement
for AQUILA.

MPLS: Setting up LSPs in a network is not automatically connected to giving QoS to that
path. To achieve QoS additional effort is needed, either by intelligent operators (who wisely
set up the paths) or by other direct QoS techniques like Diff Serv (which triggers the path setup
according to the requested QoS). Thus MPLS should be seen as a possible and important add-
on of the QoS techniques described above, additionally enabling the operator to perform traf-
fic engineering. As a consequence, MPLS should definitely be taken into account in the in-
vestigations but should not be used actively by the RCA, i.e. the MPLS-paths are set up auto-
matically by the routers or the operator and not by the RCA. The main scope of MPLS usage
is for the deployment of the VPN functionality.

QoS Routing: As the development of routing protocols is not an objective of the AQUILA
project, QoS routing can be used if provided by the routers but should not be addressed ex-
plicitly by the project.

The different mechanism are summarised in

The circles are not domains but symbolise the functionality. The thick lines depict the mini-
mum requirement for the AQUILA project: the DiffServ approach. The thin elements can or
cannot be there. QoS Routing is also an optional element (not shown).

The user 1 can be either directly “use” DiffServ or signa his QoS request over RSVP with
IntServ traffic parameters, which are then mapped to a DSCP. The DiffServ might then pass
an MPLS path or not, before having the same treatment the other way round down to user 2.

The yellowish underlay reflects the functionality which could be controlled by the RCA.
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Figure 8-3: Working together of different QoS mechanism.

8.4.2 Policy-Protocols

RADIUS: RADIUS is a simple and straightforward protocol for authentication, authorisation
and accounting, but is not very reliable for accounting and has limited capabilities for policy
based service agreements. (E.g., the simple protocol does not provide means for QoS-
negotiation.)

DIAMETER: Due to these features, DIAMETER seems a much more suitable protocol fam-
ily for communication between entities in a layered resource control architecture. Possibly,
specific QoS extensions have to be defined for DIAMETER. (There has been an internet draft
concerning diameter QoS extensions, but it has expired.)

COPS: In alayered resource control architecture, COPS could be used for the communication
between routers (including edge devices) and the control entities of a higher level.

8.4.3 Internet2

The Internet2 approach focus heavily on inter-domain communication. Therefore, the
AQUILA project should on the one hand monitor the evolving inter-domain mechanism and
incorporate them in its inter-domain architecture as well as give on the other hand AQUILA’s
results as an input to the Internet2 community.

No direct participation to the QBone network is planned, but active presentation of
AQUILA’swork at inter-operability events should be supported.
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9 Methodologies and Models for QoS Provisioning

9.1 Mechanisms supporting QoS

Quality of service for IP is not a single function but a set of mechanisms which support ap-
propriate handling of 1P packets. An IP packet which passes a routing entity is subject to dif-
ferent procedures.

9.1.1 Classification and Selectors

By means of classification IP packets which are delivered to the network will be mapped to a
sufficient service class. This classification consists of identifying IP packets on the basis of
certain header bit information. That information which is a router sensitive on are called se-
lectors. Typical selectors are:

* Pre-set Differentiated Services Code Point (DSCP) within the IP header
» Source/destination address

»  Source/destination address group (netmask)

» Protocol Type (protocol number), e.g. TCP, UDP, ...

e Service Type (port number)

The mapping function of selector values to service classes takes place close to the edge. Clas-
sified packets are subject to different procedures when they pass through a routing instance.

9.1.2 Marking

The classification information can be stored within precedence bits (IP) or the shim header
bits (MPLS), dependent on the encapsulation level. If the classification information is to be
retained outside the routing instance, marking has to be used. Marking has the purpose to
write the information obtained by the classification back.

If al information used for the decisions of arouting instance can be recovered implicitly, or if
packets are only forwarded when encapsulated, the original 1P header of the user can remain
unchanged which is known as CoS transparency.

9.1.3 Policing and Profiling

Policing is the process of evaluating packet streams with respect to a contract. Packets which
violate a certain traffic contract, may be rejected by dropping them. The early process of iden-
tification at the edge protects the core network from blind load.
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Bandwidth violations can be handled on a special way. Packets of premium service classes
which exceed the agreed bandwidth (SLA limit) are marked with another code point. Only if
they exceed a second much higher level (drop limit), they will be dropped immediately. This
handling requires high performance for cascading of policy map statements. illus-
trates the so called three colour marking solution.

Policy Map
Drop _ _ _ _ . _..._.....J/1 e ... .
Limit
Recoloring
SLA .. .. AL e e e e e e e e
Limit
| X10XXXXX | Pass ——{ 120XXXXX | \

Figure 9-1: Three Colour Marking

9.1.4 Queue Selection and Parameterisation

On the basis of classification and marking, queue selection decides which one of parallel
gueues isto be used for storing packets.

Queues for different classes of service are identified by different parameters. On the basis of
the DSCP one of the queues is selected. The queues differ in length and drop strategy. Queue
parameters are adapted to traffic requirements. [Table 9-1|gives an example.

Kind of traffic Drop strategy Queue length
Best effort traffic WRED long

TCP traffic WRED middle

UDP traffic Tail Drop short

Table 9-1: Queue Examples and their characteristics

Packets of the same service class (in-contract and out-of-contract) should be typically stored
in the same queue to avoid packet reordering.

9.1.5 Drop Policy

If queues are filled excessively, they overflow and packets are lost. A suitable method of
avoiding this problem isto selectively reject packets beforehand by means of a drop policy.
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When the congestion threshold is reached, an algorithm (e.g. WRED) del etes packets from the
gueue in accordance with defined rules. The algorithm is not activated if bandwidth is ade-
guate. If packets which are marked as out-of-profile are stored together with packets which are
in-profile two WRED mechanisms with different parameter settings per queue could be acti-
vated.

9.1.6 Queue Scheduling

Packets of individual queues have to be multiplexed in order to group together different data
streams at an outlet port. Queue scheduling decides the sequence in which packets are read out
of the queues to be merged.

Beside different queue depths (WRED parameters) read mechanisms (queue scheduling) are
allocated to the individua queues in line with class of service. Weights for Weighted Fair
Queuing (WFQ) alow relative importance of the queues. Voice classes could be handled as
Priority Queuing (PQ), while Class Based Weighted Fair Queuing (CBWFQ) is preferred for
other premium and best effort classes.

9.1.7 Shaping

Shaping is a mechanism used for smoothing traffic. Bursts are stored in buffers to the detri-
ment of higher delays. At the ingress this process is able to protect users from potential traffic
contract violations. At the egress, the data stream is adapted to the maximum link capacity or
a defined sub-capacity. Especially for low speed downstream links shaping buffers are re-
quired.

9.1.8 QoS Routing

Typically one routing table is responsible to make routing decisions. A method which per-
forms routing per service class is called quality of service routing. It is useful to route time
critical IP streams via a minimum of intermediate nodes while traffic which needs a lot of
bandwidth is routed via the thickest pipes between two locations.

9.2 Service Level Agreements (SLA)

9.2.1 SLA Content

The DiffServ architecture uses the term Service Level Agreement (SLA) to describe the serv-
ice contract that specifies the forwarding service a customer should receive. The SLA may
include traffic conditioning rules which (at least in part) constitute a Traffic Conditioning
Agreement (TCA).

A TCA is an agreement specifying classifier rules and any corresponding traffic profiles
and metering, marking, discarding and/or shaping rules which are to apply.
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The notion of an agreement implies considerations that were of a pricing, contractual or other
business nature, as well as those that were strictly technical. There also could be other techni-
cal considerations in such an agreement (e.g. service availability) which are not addressed by
DiffServ. It was therefore agreed that the notions of SLAs and TCAs would be taken to repre-
sent the broader context, and that new terminology would be used to describe those elements
of service and traffic conditioning that are addressed by DiffServ.

» A Service Level Specification (SLS) is a set of parameters and their values which together
define the service offered to atraffic stream by a DS domain.

» A Traffic Conditioning Specification (TCYS) is a set of parameters and their values which
together specify a set of classifier rules and a traffic profile. A TCSis an integral element
of an SLS.

9.2.2 Basic SLA Parameters and Categories

The contract between a provider and a customer could include different parameters. Not all
mentioned parameters are urgently subject to the SLA which forms the contract between two
parties, e.g. acustomer and a provider. Parameters could be derived from different viewpoints.

From the technical point of view the following are very common: throughput (bandwidth),
delay and delay variation (jitter), packet loss percentage, burstiness flexibility (elasticity).
Note, such parameters are not independent, e.g. using long queues jitter can be minimised
while delay increases.

Beside these service parameters are taken into consideration. They are mostly part of the
written contract and define a package of OAM service around the technical core.

Parameters could be also derived from the application. For the customer the look and feel is
important and not the technical specification behind.

summarises a collection of possible parameters. Of course the collection is not
complete and on the other hand not all these parameters has to be covered within a single
SLA. It isimportant to have the technical background to proof agreed parameters per service
class. [Table 9-2|collects parameters from different point of views.

Technical Parameters Service Parameters Application parameters
Network management view | Contract view Customer feeling
Throughput (bandwidth) Service availability in differ- | Audio quality
ent time scale
Delay Video quality
Recovery time
Delay variation (jitter) Response time
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Packet |oss percentage Maintenance windows

Burstiness flexibility

Table 9-2: SLA Parameters per Service Category

Parameters could be minimal, typically or maxima values as well as average values per a
certain time window. As throughput (bandwidth) is taken to be the most important parameter
aset could be derived like

»  Sustainable bandwidth (min. guaranteed throughput)
*  Peak bandwidth (drop limit)

e  Maximum burst size

9.3 Basic SLA Models

Agreements between service providers and customers require awareness of the necessary
bandwidth in a customer's subnetwork (VPN). There are two models: the pipe-model (point-
to-point) and the hose moddl (any-to-any).

9.3.1 Pipe Model

The customer specifies the bandwidth between two locations. By means of these values the
network provider determines the network resources (e.g. traffic engineering-links). The pipe
model guarantees bandwidth like connection oriented virtual leased lines.

The pipe model requires a complete traffic matrix, which is often not known exactly. Beside
this for a large number of sites it grows with O(n?) which is a scalability problem. [Table 9-3
illustrates that for bandwidth parameters as an example.

Fromxtoy

Sitel

Site 2

Siten

Table 9-3: Traffic Matrix
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9.3.2 Hose Model

The Hose Model describes guarantees of aggregated traffic between an origin and a set of
destinations. In this model the customer and the provider specify the Ingress Committed Rate
(ICR) and Egress Committed Rate (ECR) at each site of a subnetwork.

A hose provides performance guarantees between an origin and a set of destinations and be-
tween a node and a set of origins. A hose is characterised by:

» The aggregate traffic from the origin to any of the destination (ICR)

» The aggregate traffic from all the other nodes in the VPN to a particular sink (ECR)

Figure 9-2: Hose Model

In the hose model the customer specifies the ICR and ECR for each location (see ,
normally the interface bandwidth between CE and PE. With these values the network provider
dimensions his resources. While the customer keeps the conditions of ICR and ECR the net-
work provider guarantees the agreed bandwidth. The network provider polices the customer at
the edge router regarding ICR and ECR.

The advantage of the hose model is the fact, that the knowledge of exact bandwidth between
two selected VPN-locations is not required and accordingly not to be hold ready explicitly.
There are 2* n parameters required for n sites of a subnetwork.

9.4 Conclusion and Recommendations for the AQUILA Project

As SLAs and models alow a wide range of definition the following basic recommendations
are given to the AQUILA project:

» Exploitation of QoS supporting mechanisms within each QoS aware routing entity
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» Coding of service class within a bit pattern (preferred DS byte) of the IP header

e Adaptation of router parameters like queue length, dropping policy, scheduling mecha
nisms per service classto the defined characteristic

» Exploitation of three colour marking per selected service class
» Definition and selection of appropriate parameter sets

* Make agreements provable

e Scalable approach using the hose model

* QoS is more than bandwidth guarantees, especially the look and feel for the customer is
important which includes short response time for any kind of request.
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10 List of Abbreviations

ACE Adaptive Communication Environment
AF Assured Forwarding

AFC Application Foundation Classes
ALTQ Alternate Queuing

AP Application Program Interface

ATM Asynchronous Transfer Mode

BB Bandwidth Broker

BE Best Effort

BGP Border Gateway Protocol

CAR Committed Access Rate

CBQ Class Based Queuing

CBR Constraint Based Routing

CBWFQ Class Based Weighted Fair Queuing
CE Customer Edge

CLI Command Line Interface

CLP Cell Loss Priority

CM Connectivity Management

COPS Common Open Policy Service
CORBA Common Object Request Broker Architecture
CoS Class of Service

CPE Customer Premises Equipment
DCOM Distributed Common Object Model
DHCP Dynamic Host Configuration Protocol
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DI
DiffServ
DNS
DPA
DPT
DRR
DS
DSAP
DSCP
DS
DWFQ
ECN
ECR
EDA
EF
EIGRP
EJB
EXP
FEC
FR
GIOP
GQoS
HFSC

HSSI

Dynamic Invocation Interfaces
Differentiated Services

Domain Name system

Distributed Password Authentication
Dynamic Packet Transport

Deficit Round Robin Scheduling
Differentiated Services

Destination Service Access Point
Differentiated Services Code Point
Dynamic Skeleton Interfaces
Distributed Weighted Fair Queuing
Explicit Congestion Notification
Egress Committed Rate

Edge Device Agent

Expedited Forwarding

Enhanced Internet Gateway Routing Protocol

Enterprise JavaBeans
Experimental bitsin MPLS header
Forwarding Equivalence Class
Frame Relay

General Inter-ORB Protocol
Generic Quality of Service
Hierarchical Fair Service Curve

High speed Serial Interface
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HTML

IAL

ICR

IDL

IGRP

[HOP

10S

JDBC

JDK

JFC

JNDI

JTA

LDAP

LDP

LPM

LSP

IAS

ITS

MDRR

MIB

MPLS

MPOA

MRTG

OBV

HyperText Markup Language

Intel Architecture Labs

Ingress Committed Rate

Interface Definition Language
Internet Gateway Routing Protocol
Internet Inter-ORB Protocol
Internetwork Operating System

Java Data Base Connectivity

Java Development Kit

Java Foundation Classes

Java Naming and Directory Interface
Java Transaction

Lightweight Directory Access Protocol
Label Distribution Protocol

Local Policy Module

Label Switched Path

Inprise Application Server

Integrated Transaction Service
Modified Deficit Round Robin
Management Information dataBase
Multi-Protocol Label Switching
Multi-Protocol over ATM

Multi Router Traffic Grapher

Object By Vaue
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OLE
OSPF
PDP
PE
PEP
PHB
POA
POS

PPP

QoS
QPM

RADIUS

RAPI
RCA
RED
RIP
RMI
RIO
RIOP
RSVP
RTCP

RTP

Object Linking Environment
Open Shortest Path First
Policy Decision Point
Provider Edge

Policy Enforcement Point
Per Hop Behaviour
Portable Objects Adapters
Packet over Sonet/SDH
Point to Point Protocol
Priority Queuing

Quality of Service

QoS Policy Manager

Remote Authentication Dia In User Service

RSVP Admission Policy

RSVP AP

Resource Control Agent

Random Early Detection

Routing Information Protocol
Remote Method Invocation

RED with In/Out

Real-time Inter-ORB Protocol
Resource reSerV ation Protocol
Real-time Transport Control Protocol

Real-time Transport Protocol
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RTR

SFQ
Sl
SLA
SLS
SNMP
SP

SS|
SSL
TCA
TCP
TCS
ToS
UML
URL
uTC
VLL
VPN
WFQ
WRED
WRR

XML

Response Time Reporter
Software Development Kit
Stochastic Fair Queuing
Static Invocation Interfaces
Service Level Agreement

Service Level Specification

Simple Network Management Protocol

Service Provider

Static Skeleton Interfaces

Security Service Layer

Traffic Conditioning Agreement
Transport Control Protocol

Traffic Conditioning Specification
Type of Service

Unified Modelling Language
Uniform Resource Locator
Universal Time Clock

Virtual Leased Line

Virtual Private Network

Weighted Fair Queuing

Weighted Random Early Detection
Weighted Round Robin Scheduling

Extensible Mark-up Language
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Annex A: Questionnaire End User Survey

A.1 Subject's Social Profile
How old are you?
e <18
e 18-25
e 26-35
e 36-45
e 45-55
e >55
What is your gender?
« mae
« female
e do not want to say
What is your social environment?
* do not want to answer (default)
 married/ 0, 1 child
* married/ > 1 child
e single
How old are your children?
m <B
" 6-14
= 14-20

= >20
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What is your affiliation ?

* pull-down list of 10 major affiliations

A.2 Individual Internet environment
For what purpose do you use the Internet mostly?
* Need the Web for professional purposes.
* | useitfor education purposes.
* | useit asapart of my spare time.
How often do you use Internet in a month?
* onceamonth
» weekly
e 2o0r 3timesaweek
e onceaday
* many times aday
Where do you use internet ?
e at home (0—100 % of entire usage)
* inyour office (0 — 100 % of entire usage)
e inanInternet cafe (0 — 100 % of entire usage)
* inthe school / college/ university (0 — 100 % of entire usage)
e ontravel (mobile usage) (0 — 100 % of entire usage)
Which low bandwidth connection mode(s) do you use? (> 1 answer possible)
» anaogue fixed line modem < 56 kbps
» analogue mobile net modem < 56 kbps (GSM)
» |SDN modem > 56 kbps

= other alternatives (please specify)
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Which high bandwidth connection mode(s) do you use? (> 1 answers possible)

ADSL connection

fixed network connection (LAN, e.g. Ethernet)
(bi-directional) TV cable

satellite distribution service (e.g. ASTRA)

other alternatives (please specify)

A.3 IP- based Services

Which IP-based services do you enjoy on a more often basis (> 1 answers possible)?

» text-based news, sports (scale 1..10)

» video-based news, sports (scale 1..10)

* |nternet radio (scale 1..10)

* interactive games (scale 1..10)

» real-time business news (scale 1..10)

» chats/ live discussions (IRC, news) (scale 1..10)

= Emalil (scale 1..10)

» Telnet (scae 1..10)

= gpplications based on multicast (scale 1..10)

= others— please describe in the field below

If available, which one of the following services would you subscribe (> 1 answer possible)

* interactive TV on Internet (Internet Television)

= video/ audio on-demand

= mobile applications in you automobile

»  TCP/IP-based telephony (internet phone)

* interactive learning (net based learning)

*  video-telephony
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» others— please describein the field below
Are you aready subscriber of mobile on-line services (e.g. GM OnStar)?
. Ves
* no
Do you aready use mobile travel information systems (e.g. D2/PASO)?
. Vyes
* no
What challenging future services would you like to see in on-year time on the Web?

» Please identify your wishes/ requests

A.4 QoS related Topics
Areyou satisfied with the quality features provided by your current |SP?
* Feature 1. Transmission Speed
. Vyes
* no
* Feature 2: Response Time
. Vyes
* no
» Feature 3: Failure Rate
. Vyes
* no

If you could influence the transmission speed / quality (if you could choose QoS-level), would
you be willing to pay for that option?

o yeS
* Nno

How much would you be willing to pay?
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Premium services will not be provided for free. If you were willing to pay, which operating /
payment scheme would you prefer? (> 1 answers possible)

» monthly subscription fee
» reservation of the service with pre-registration of e.g. 1 day...
» withimmediate/ on the fly registration
* reservation for the whole Internet
= for one determined application
» for severa determined applications
Would you like to monitor your current QoS-level ?
. Vyes
* no

In order to achieve a certain QoS-level you might be asked to install and operate a particular
SW-tool / Plug-in. Apart from the cost issue, would you be willing to conduct this installation
and operation on atechnical level?

. Vyes
e no
Do significant QoS-differences exist between Web-applications 1, 2, 3, ... ?
. Ves
* no
If “Yes’, please indicate quality of 3 mgor applications
» application 1 (application 1 to be specified)
» gpeed (avalue between 1..9)
» response time (avalue between 1..9)
» failurerate (avalue between 1..9)
» application 2 (application 2 to be specified)

» gpeed (avalue between 1..9)
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» response time (a value between 1..9)
» failurerate (avalue between 1..9)
» application 3 (application 3 to be specified)
» gpeed (avalue between 1..9)
» response time (avalue between 1..9)
» failurerate (avalue between 1..9)

If the quality of service for the applications below could be guaranteed which one(s) would
you like to use?

» List of applications
* interactive TV on Internet
 video / audio on-demand
» mobile applications in you automobile
»  TCP/IP-based telephony (Internet phone)
* telelearning
» tele-medicine
» others
What future Web-services are likely to become important / interesting to you?

» list provided by subject
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Annex B: Template for Hardware Evaluation

[Manufacturer]

A introductory type of description of the manufacturer: for example a very compact product
portfolio, general router IP QoS roadmap, where headquartered, net sales 1999, how many
employees..

[Name of the Product]

A short summary of the product. For example what kind of purposes it can be used for (core,
edge, CPE), what interfaces are supported, how many modules/types of interfaces can bein a
chassis, is MPLS supported...

Core DiffServ functionality:

Maximum number of queues:. [for example 8]

Scheduling between queues:[for example WFQ]

Queue management per queue: [for example WRED, 3 drop levels]

Use of DSCP/TOS/Precedence: [for example use DSCP, TOS and Precedence supported but
only precedence bits can be used for WRED)]

Comments on performance/scalability (if known): [for example can do 100 Mbps per interface
with DiffServ core features on]

Edge DiffServ functionality:
Policing: [for example CAR supported]

Classification:[for example based on the source and/or destination IP addresses and TCP
ports]

Shaping: [supported of not]
RSV P support: [supported or not]

Comments on performance/scal ability (if known): [for example can do only about 10 policing
action per interface at wire-speed]

Network management capabilities:

SNMP MIBs for configuration purposes. [for example Scheduling, Classification, WRED,
CAR and CBWFQ supported]
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SNMP MIBs for obtaining traffic statistics: [for example packet drops per queue, amount of
traffic per class)

COPS: [supported or not, in which way]

Configuration Access: [for example Telnet, Console and Embedded Web server]
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